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Abstract: Design the most existing cryptosystem incorporate just one cryptographic assumption, such as integer factorization problem or discrete
logarithms. These assumptions appear secure today; but, it is possible that efficient algorithms will be developed in the future lo break one or more of
these assumptions. It is very unlikely that multiple cryptographic assumptions would simultaneously become easy to solve. Enhancing security is the
major objective for cryptosystems based on multiple assumptions. K.S. McCauley [12] proposed the first key distribution system based on two
dissimilar assumptions, both of which appear to be hard. In his design, the sizes of the security parameters for these two assumptions are quite
different. The modulus to satisfy the proper security requirement for one assumption is too large for the other assumption. The side effects are (1) the
public key size is larger than the original Dime-Hellman key distribution scheme; and (2) more computation time is required. In the paper, public key
encryption scheme is designed which is based on two problems namely integer factorization problem and Discrete Logarithm problem with double
exponent. The adversary has to solve the two problems simultaneously in order to recover a corresponding plaintext from the received cipher text.
Therefore, this scheme is expected to gain a higher level of security .we next show that, the newly developed scheme is efficient with respect to

encryption and decryption since it requires only minimal operations in both algorithms.
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I. INTRODAUCTION

In 1976 Diffie and Hellman [1] proposed the concept of
the public-key cryptosystem to solve the secret
communication key distribution problem. Since then several
public-key cryptosystems [3-5] which can provide both digital
signature and encryption have been proposed. One common
feature among all these systems is that the security of each
cryptosystem is based on just one cryptographic assumption,
such as integer factorization problem or discrete logarithms.

According to [6], the solution of the discrete logarithm
requires 0{exp [const. flogploglogp) 1} integer multiplication,
where p is the modulus. For more information on computing
discrete logarithms [see (7-8)]. According to [9], the
asymptotic running times for many integers factorization
algorithms are given in the form of
0{exp[const. fllognioglogn)y ]} , where n is the product of two

large primes. For more information on factoring [see (10-11)].

Recent advanced techniques imply that the computational
difficulties of these two assumptions are almost the same.
Thus, in order to achieve the same security level for these two
different assumptions, the size of the modulus p for the

discrete logarithm problem and the size of modulus n for the
factoring problem should be the same.

Although these cryptographic assumptions appear secure
today, it is still very likely in the future that a clever
cryptanalyst will discover an efficient way to factor integers or
to compute discrete logarithms. Thus, cryptosystems based on
the corresponding assumption will surrender their security. To
enhance security is the major motivation for developing
cryptosystems based on multiple cryptographic assumptions.
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This is because of the common belief that it is very
unlikely that multiple cryptographic assumptions would
simultaneously become easy to solve.

In 1988 K.S. McCurley [12] proposed the first key
distribution system based on two dissimilar assumptions, both
of which appear to be hard. Instead of using arithmetic modulo
p that is a prime (as in the Diffie- Hellman key distribution

scheme), the distribution scheme [12] in uses a modulus n that
is a product of two primes. Breaking the system requires the
factoring of N into two primes, P and(, and the ability to

solve the Diffie-Hellman discrete logarithm problem in
subgroups of ZB and Za. Thus, it is impossible to select

proper modulo P and Q to achieve the same difficulty for

these two assumptions. In 1992 E.F. Brickell and K.S.

McCurley [13] proposed an interactive identification
scheme also based on discrete logarithms and integer
factorization problem, but these two assumptions are not as
general as the two assumptions stated previously. In 1994
L.Harn [2] develops a cryptosystem based on two different
cryptographic assumptions integer factoring and discrete
logarithm problem and enhances the security of that
cryptosystem.

In this paper, we design a new public key encryption
scheme based on integer factorization problem and discrete
logarithm problem with double distinct exponent to enhance
the security of this public key cryptosystem.
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Il. THEPUBLIC KEY ENCRYPTION BASED ON
INTEGER FACTORIZATION PROBLEM AND
DISCRETE LOGARITHM PROBLEM

In this section, we introduce some notation and parameters,
which will be used throughout this paper:
Two large prime numbers P and ( are safe primes and

set N = pq .one may use method in [15] to generate strong
random primes. A function @(n)=(p-1)(q-1) is a phi-
Euler function and two integers gqand g5 are primitive’s

elements in Zﬁ with order n satisfying g]r_l_]zl(mod n)

and gg_l =1(modn).

The algorithm consists of three sub algorithm, Key
generation, Encryption and Decryption

A. Key Generation:

The key generation algorithm runs as follows (entity A
should do the following)

a. Pick random an integer e,1<e<g(n) from Z;(n) such
that ged (e,¢0(n))=L1.

b. Select two random integer @ and D such that
2<ab<p(n)—1 (with no upper bounds).
Compute y1=g]6_l(mod n) and y2=gg(mod n).

d. Use the extended Euclidean algorithm to compute the
unique integer d ,1<d <g(n) such that ed=1(modn) .

The public key is formed by (n,eyq,yo) and the
corresponding private key is given by (d,a,b) .

B. Encryption:

An entity B to encrypt a message M to entity A should do
the following:
a.  Obtain public key (N,e,Yy1,Y2) -

b. Represented the message me[1,n]
c. Select two random integer i and J such that
2<ij<¢@(n)-1 (with no upper bounds)

d. Compute alzgil(mod n) and ¢2=9 %(mod n).

e. Compute ﬁ:m(yl)i(yz) j(mOd n)

f.  Compute clzaf(mod n) , czzag(mod n) and
y=p%(modn) .

The cipher text is given by C=(C1,C2,7).

C. Decryption:

To recover the plaintext m from the cipher text C , entity
A should do the following:
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a. Compute Cl(p(n)_a(mod n)zcl_a(mod n) and

c%’(n)_b(mod n)=c§b(mod n).
b. Recover the plaintext m by

compute (Cia,cgb,y)d (modn).

I1l. CONSISTENCY OF THE ALGORITHM
In Encryption:
a1=g(modn) and ¢:p=g %(mod n)

p=m(yp)'(y,) J(modn)
Ci=af(modn)=(gl) " (modn)=(g!®)(mod )

_ e _ 8 _(q )€
C 2_a2(mod n)_(g 2) (mod n)_(g2 )(modn)

y= ,b’e(mod n)=[m(y1)i(y2) j]e(mod n)
In Decryption:

cip(n)_a(mod n)=cy&(mod n)=y1_ie(mod n)

Cg(n)_b(mod n)=c§b(mod n)=y, 1€(modn)

(ciac gb,y)d (modn)
:[yl—ieyg je e yile y%'e]d (modn)
—me&d(modn)
=m(modn)
IV. EXAMPLE

To make our construction easy to comprehend, we
illustrate an example to show the basic principle of our
scheme. However, practitioners are not recommended to
choose such keys or parameters in practice since inappropriate
parameters will make this scheme vulnerable to attacks.

Let the two primes be p=29 and =43 and set n=1247
and p(n)=1176.

A. Key Generation:

The key generation algorithm runs as follows (entity A
should do the following)

a. Select number e=11 and gcd(11,1176)=1.
b. Select two integers a=19 and b=17.

c. Compute y1:3119(mod1247):1012 and
yo=4117(mod1247)=766 .
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d. Use the extended Euclidean algorithm to compute the
unique integer d=107 , 1<d<@(n) such that

11d=1(mod1176) .
The public key is formed by (n,e,y1,yo) and the
corresponding private key is given by (d,a,b) .

B. The Encryption:

a. Toencrypt a message m=1122 A person B

b. Select two random integer 1 and ] such that
2<ij<p(n)-1.Where i=21 and j=51

c. Compute o1=1119 and. »:p=133.

d. Compute £=600.

e. ComputeC1=302 , C9=41 and y=600.

The cipher text is given by C=(C1,C2,7).

C. The Decryption:
a. A should Compute

cf(n)_a(mod n)=Ccy&(modn)=302,

Cg(n)_b(mod n)=c§b(mod n)=1177.

b. Recover the plaintext m by computing

(Cl_a,CEb,y)d (mod n)=1122
c. Return the value of m=1122.

V. SECURITY ANALYSIS

In this section, we shall show three possible attacks by
which an adversary may try to take down the new encryption
scheme. For each attack, we define the attack and give reason
why this attack could be failed.

A. Direct Attack:

An attacker wishes to obtain all secrete keys using all
information available from the system. In this case, an attacker
needs to solve factoring and discrete logarithm problem with
double distinct discrete exponent. The best way to factorize
N = pPg is by using the number field sieve method (NFS)

[16].but this method is just dependent on the size of
modulus . It is computationally infeasible to factor a 1024-bit
integer and to increase the security of our scheme; we should
select strong primes [17] to avid attacks using special purpose
factorization algorithms. To maintain the same security level
for discrete logarithm problem with double distinct discrete

exponent, one must uses N=pg with (p—1/2) and
(9—1/2) respectively is product of two 512-bit primes.

B. Factoring Attack:

Assume that the attacker successfully solves the factoring
problem so that he knows secrete d .Thus he may

obtain (CIa’CEb,y)d (mod n)=med (mod n) *
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Unfortunately, at this stage he still does not knows secrete a

and b . Also he cannot exact act the plaintext m from the
above expression.

C. Discrete log Attack:

An attacker should solve a discrete logarithm problem
twice to obtain the private key given the public as following:
(A). In this encryption the public key is given by

(n,e,yl,yz) and the corresponding secret key is given
by (d,a,b).
To obtain the private key (&) he should solve the DLP
a=l| mod n
Oggly]_( )

To obtain the private key (D) he should solve the DLP
b=I mod n

This information is equivalent to computing the discrete
. A . . *
logarithm problem over multiplicative cyclic group Z; and

corresponding secrete key @ and b will never be revealed to
the public.

(B). Say that attacker is able to obtain the secret integer i
and J from solve the DLP as uEIOleal(mOd n) and

v=logg ara(modn) He could derive the plaintext m if

and only if he manages to get (cya.c3P 7)0' (modn) -

VI. CONCLUSION

In this present paper, we design a public key cryptosystem
scheme based on integer factorization problem and discrete
logarithm problem with double exponent. This scheme
definitely provides a new scheme with a longer and higher
level of security than that based on two distinct hard problem
as integer factorization problem and discrete logarithm
problem to enhance the security of the system. In other words,
one must break of two integer factorization problem and
discrete logarithm problem, systems simultaneously to break
our system. We also show that the performance of the scheme,
requires minimal operation in encryption and decryption,
which makes it is very efficient. Some possible attacks have
considered and show that the scheme is secure from those
attacks.
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