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add context to the vulnerability severity score and it results in 
a more accurate reflection of the risk posed by the 
vulnerability in user context. Our objective is to compare 
available base score results with adjusted base score results 
by adding confidentiality, integrity, and availability (CIA) 
requirement in user or organization context and analyze the 
available results. To achieve our objective we have chosen 
vulnerability list pertaining to Google Android as a case and 
obtained a base and temporal score for Google Android 
vulnerabilities. After obtaining base score we have calculated 
the adjusted base score by applying permutation combination 
of CIA requirement in user or organization context. For final 
analysis vulnerability frequency in each severity category 
viz. High, Low and Medium are compared with vulnerability 
frequency of adjusted based score. The remaining paper 
organized in two sections methodology and conclusion. 
 
2. METHODOLOGY 

 
There is a large user base for Android Smartphone 

worldwide. As per CVE list number of distinct 
vulnerabilities found in android for the year 2017 is highest 
in top 50 products and hence it is a clear choice to use as a 
case for demonstrating the effect of adding individual user’s 
confidentiality, availability, and integrity requirement 
information in the CVSS calculation. We have utilized 
CVSS specification version 2 in this paper for score 
generation. There are total 692 vulnerabilities in Google 
Android as on October 2017 as per the CVE list. Out of 
these 692 vulnerability entries, we have considered 
vulnerability entries made public in the year 2017 or CVE 
ID assigned to the vulnerability in the year 2017. [7] With 
this criterion we are left with only 447 vulnerability entries 
after removing vulnerability entries assigned with CVE ID 
in a year other than 2017. After downloading CVE list with 
the base score and all representative metrics value of the 
CVSS base score we have collected temporal score values 
with their representative metric values from the IBM X-
force Exchange database. IBM X-force exchange is cloud 
platform for threat intelligence sharing and collaboration 
among users’ and researchers’ interested in cybersecurity.[8] 
Out of 447 vulnerabilities, we have found the temporal score 
for 440 vulnerabilities with the values for report confidence, 
remediation level, and exploitability hence for our study 
purpose we have to consider 440 vulnerability entries 
related to Google Android for the year 2017. We have 
utilized following equations obtained from CVSS v2 
specification for calculating the base score and temporal 
score. 

Base_Score = Round_One_Decimal[[{(0.6*CIAImpact) 
+ (0.4* Exploitability)-1.5} * f_Impact]]    (1) 

Base_Score value is depend upon impact and 
exploitability metrics hence  

CIAImpact = 10.41*[1-(1-Conf_Impact)*(1-
Integ_Impact) *(1-Avail_Impact)]    (2) 

Exploitability=20* Access_Vector* 
Access_Complexity *Authentication   (3) 

f_impact= 0 if CIAImpact=0, 1.176 otherwise 
The temporal metrics is calculated based on 

Base_Score value, exploitability, remedial status and report 
confidence metrics hence 

Temp_Score=Round_One_Decimal[[Base_Score* 
Exploitability *Remedial status * Report Confidence]] (4) 

 After calculating temporal score we want to calculate 
environmental metric score based on following equation.  

Env_Score=Round_One_Decimal[[(AdjustedTemp_ 
Score + (10-AdjustedTemp_Score) *Collateral_Damage_ 
Potential)*Target_Distribution] ]   (5) 

Environmental Score will be calculated based on the 
adjusted temporal score. The adjusted temporal score will be 
calculated based on the adjusted based score. The adjusted 
based score will be calculated using adjusted CIA impact as 
given in below equation. 

AdjustedCIAimpact = min[10,10.41*(1-(1-
Conf_Impact * Conf.Req)* (1-Integ_Impact * Integ.Req * 
(1-Avail_Impact* Avail.Req))]    (6) 

 For the scope of this study, we consider collateral 
damage potential and target distribution value as zero since 
our objective is the calculation of adjusted impact score and 
zero value for these two metrics do not affect the calculation.  
For the calculation of adjusted impact score, we tried a 
different combination of high and low values for 
confidentiality, integrity, and availability. We have not 
considered medium value since it is the default value and 
does not affect the score. We have applied eight permutation 
combinations considering it as eight different group of user 
environment as shown in below Table I for calculating the 
adjusted base score. The high and low is represented by 
values 1.51 and 0.50 respectively. 

 
Table I 

Group Confidentiality Integrity Availability 

GR1 1.51 1.51 1.51 

GR2 1.51 1.51 0.5 

GR3 1.51 0.5 1.51 

GR4 1.51 0.5 0.5 

GR5 0.5 1.51 1.51 

GR6 0.5 1.51 0.5 

GR7 0.5 0.5 1.51 

GR8 0.5 0.5 0.5 

 
Based on above value and using equation 6, we 

calculated adjusted impact score for all 440 vulnerability 
entries. Using obtained adjusted impact score and replacing 
adjusted impact score in equation 1, we have obtained 
adjusted based score for all vulnerability entries and all eight 
groups. As per CVSS, V2 document vulnerability is grouped 
according to its severity score. The vulnerability severity is 
divided into three categories as per the document viz. High 
with all vulnerabilities having severity score between 7 to 10, 
Medium with all vulnerabilities having severity score 
between 4 to 6.9 and Low with all vulnerabilities having 
severity score between 0 to 3.9. Following Table II depicts 
the number of vulnerabilities found in each of these 
categories using the base score and adjusted based score with 
eight different confidentiality, integrity and availability 
requirement values in the user environment. Table III depicts 
the same values in percentage form for a clear understanding 
of impact. The percentage was obtained out of total 440 
vulnerability entries. From the Table III, we have prepared 
stacked bar chart as given in chart1 to understand the 
contribution of each category in overall base score severity. 

 



© 2

B

 
B

each
each

  
From
depic
in ea
 

G
GR

GR

D

2015-19, IJARCS

Group 

GR1-Adjb 

GR2-Adjb 

GR3-Adjb 

GR4-Adjb 

GR5-Adjb 

GR6-Adjb 

GR7-Adjb 

GR8-Adjb 

Base Score 

Group 

GR1-Adjb 

GR2-Adjb 

GR3-Adjb 

GR4-Adjb 

GR5-Adjb 

GR6-Adjb 

GR7-Adjb 

GR8-Adjb 

Base Score 

Below given s
h severity categ
h group. 

m the above C
cting increase

ach group in c

Group 
R1-HHH M

R2-HHL M

even Pandya et a

S All Rights Rese

Ta
Low 

19 

45 

25 

51 

87 

113 

93 

136 

22 

Table
 

Low 

4.32 

10.23 

5.68 

11.59 

19.77 

25.68 

21.14 

30.91 

5.00 

stacked bar ch
gory in the to

Char

Chart I, we hav
e or decrease i
omparison to 

Tab
Low 

Marginally 
Reduce 

Marginally 
Increase 

al, International

erved    

able II 
Medium 

110 

128 

105 

178 

46 

119 

96 

132 

172 

 
e III 

Medium 

25.00 

29.09 

23.86 

40.45 

10.45 

27.05 

21.82 

30.00 

39.09 

hart depicts the
tal number of

rt I 

ve derived foll
in a number o
base group. 

ble IV 
Medium 
Reduce 

Reduce 

l Journal of Adv

High 

311 

267 

310 

211 

307 

208 

251 

172 

246 

High 

70.68 

60.68 

70.45 

47.95 

69.77 

47.27 

57.05 

39.09 

55.91 

e contribution 
f vulnerability

lowing Table 
of vulnerabilit

High 
Increase

Increase

vanced Research

of 
y in 

IV 
ies 

 
In
in
Fr
re
m
av

h in Computer Sc

GR3-HLH 

GR4-HLL 

GR5-LHH 
GR6-LHL 

GR7-LHH 

GR8-LLL 

n the above 
ncrease or dec
rom the abov
elated to vulne

metric and i
vailability in t

 The n
catego
require
integri
is high

 The n
catego
require
integri
is high

 The n
catego
or low
confid
require

 The n
catego
numbe
in gro
high a
availab
differe
severit
same i
where 
4 line 
is a m
toward

cience, 9 (1), Jan

Marginally 
Increase 

Marginally 
Increase 
Increase 
Increase 

Increase 

Increase 

Table VI, w
rease for +/- 1
ve table, we 
erability sever
impact of c
he user contex

number of v
ory is incre
ement is high
ity and availab
h and other is 
number of v
ory is incre
ement is low
ity and availab
h or other is lo
number of v
ory is either sh
w severity cate
dentiality requ
ements viz. in
number of v
ory in the ba
er of vulnerab
oup 4 where 
and other two
bility is low
ence in num
ty category in
is depicted us
we can clear
is in close pr

marginal differ
ds the start an

C

n-Feb 2018,883-8

Marginal
Reduce

Margina
Increas
Reduce
Reduce

Reduce

Margina
Reduce

we have con
10% differenc
have deduce

rity calculated
confidentiality
xt on CVE ba

vulnerabilities 
asing in ca
h and other 
bility is either
low. 

vulnerabilities
asing in ca

w and other 
bility is either

ow. 
vulnerabilities
hifting to high
egory except i
uirement is hi
ntegrity and av
vulnerabilities 
ase score is 
bilities in each

confidentiali
 requirements

w since ther
mber of vulne

n group 4 an
sing a line ch
ly see that ba
roximity to ea
rence in betwe
d end.  

 
Chart II 

886 

            

lly 
e 

Increa

al 
e 

Margin
Reduc

e Increa
e Margin

Reduc
e Margin

Increa
al 
e 

Reduc

nsidered mar
ce from base s
ed following 
d using CVSS
y, integrity,
se score.  

in high sev
ase confident
two requirem

r both high an

s in low sev
ase confident

two requirem
r both low and

s in the me
h severity cate
in a group 4 w
igh and other
vailability are

in each sev
nearly equal 
h severity cate
ity requireme
s viz. integrity
re is a mar
erabilities in 
nd base score
art as given b
se score and g

ach other and 
een these two 

 885 

ase 

nal 
ce 
ase 
nal 
ce 
nal 
ase 
ce 

rginal 
score. 
facts 

S base 
and 

verity 
tiality 

ments, 
d one 

verity 
tiality 
ments 
d one 

edium 
egory 
where 
r two 
low. 

verity 
to a 

egory 
ent is 
y and 
rginal 

each 
. The 
below 
group 
there 
lines 

 



Deven Pandya et al, International Journal of Advanced Research in Computer Science, 9 (1), Jan-Feb 2018,883-886 

© 2015-19, IJARCS All Rights Reserved                    886 

 
 
3. CONCLUSION 

 
From the above study, we can deduce that there is a 

significant impact on the base score when we add user 
context values such as confidentiality, integrity, and 
availability requirement in CVSS base score calculation to 
generate an adjusted base score. The adjusted based score is 
more authentic and reflects the current user needs in terms of 
confidentiality, integrity, and availability of their information 
asset. There is a significant impact of confidentiality on 
vulnerability severity score as seen from results of group 1 to 
group 3 where vulnerability with high severity increased due 
to high confidentiality and in case of group 5 to 8 low 
severity is increased due to low confidentiality requirement. 
Apart from this number of vulnerability in each group viz. 
high, low, medium remains almost equal to the number of 
vulnerabilities in each group viz. high, low, medium in the 
base score when confidentiality is high and other two viz. 
integrity and availability is low. These are the results of the 
adjusted base score calculated using adjusted impact of 
confidentiality, integrity, and availability requirement in 
CVSS score of vulnerabilities given in CVE list for android 
platform. As a future research one can take any other 
software platform and check the impact of confidentiality, 
integrity, and availability requirement to generate the 

adjusted base score and generate results in a similar pattern 
as given above. The ultimate aim is to depict the impact of 
CIA on vulnerability score and identify the group which 
gives vulnerability score similar to the base score.  
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