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Abstract - In digital watermarking system, information carried by the watermark is embedded in an original image. The watermarked image is
transmitted or stored, and then decoded so that it is resolved by the receiver. The aim of Semi-fragile Watermarking technique is to discriminate
malicious manipulations from admissible manipulations. This paper proposes a semi-fragile watermarking technique which embeds watermark
signal into the host image in order to authenticate it. Some pixels are randomly selected from original image, so that all of them have a valid 3x3
neighborhoods. A binary sequence is constructed from those pixels by comparing them against average values of neighborhoods. The binary
sequence is then converted into a watermark pattern in the form of a Hankel matrix to improve security of watermarking process and is then
embedded within the high frequency sub band in the wavelet domain. In our previous work[1], we addressed only the robustness of the
algorithm. The central idea of this paper is to study about the fragile nature of the watermarking technique. Peak Signal to Noise Ratio (PSNR)
and Similarity Ratio (SR) are computed to measure image quality. Simulation results show that this technique still preserves high image quality
after the embedding process and is robust against some of the incidental image processing operations while indicating the forgery if the image is

heavily processed.
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I. INTRODUCTION

In recent years, the Internet and the explosion of digital
technologies have enabled several applications in the area of
multimedia communications in a cost and time efficient
manner. The advantages are digital data can be readily
shared, easily used, processed and transmitted, which in
turn causes serious problems such as unauthorized use and
manipulation of digital content. Thus, the authentication and
copyright protection from unauthorized manipulation of a
digital image becomes an important issue in the field of
digital media.

On the other hand, the availability of the powerful image
editing software has made copying and editing an image
easier. Authentication and detection of tampering and
forgery are thus primary concerns. Hence watermarking for
image authentication has been a promising approach to
improve these concerns. The commonly used watermarking
applications include copyright related applications, content
authentication applications, medical forensic and military
applications.

Digital watermarking is a technique which embeds
additional information called digital signature or watermark
into the digital content in order to secure it. A watermark is
a hidden signal added to images that can be detected or
extracted later to make some affirmation about the host
image. The major point of digital watermarking is to find the
balance among the aspects such as robustness to various
attacks, security and invisibility. The invisibleness of
watermarking technique is based on the intensity of
embedding watermark. Better invisibleness is achieved for
less intensity watermark. So we must select the optimum
intensity to embed watermark. In general there is a little
trade off between the embedding strength (the watermark
robustness) and quality (the watermark invisibility).
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Increased robustness requires a stronger embedding,
which in turn increases the visual degradation of the images.

The digital image watermarking scheme can be divided
into two categories. They are visible digital image
watermarking and invisible image watermarking techniques.
In visible watermarking, the information is visible in the
picture or video. Typically, the information is text or a logo
which identifies the owner of the original document.
In invisible watermarking, information is added as digital
data to audio, picture or video, but it cannot be perceived as
such. Further, the invisible watermarks are categorized into
watermarking techniques as robust, fragile and semi-fragile.

a. Robust - Generally, a robust mark [2] is generally
used for copyright protection and ownership
identification because they are designed to
withstand nearly all attacks such as lossy
compression, filtering operations and geometric
distortions. These algorithms ensure that the image
processing operations do not erase the embedded
watermark signal.

b. Fragile — In fragile techniques [3], even one bit
change in image is not allowable. They are mainly
applied to content authentication and integrity
attestation, because they are sensitive to almost all
modifications. Here, the watermark is embedded so
that any manipulation or modification of the image
would alter or destroy the watermark.

c. Semi-fragile — Semi-fragile methods [4] [5] are
robust to incidental modifications such as JPEG
compression, but fragile to other modifications
such as a high impact additive noises. That is, some
incidental image manipulations have to be
considered allowable during the process of media
transmission and storage, while other malicious
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modifications (e.g. alteration of content) from
attackers should be rejected. — Intentional distortion

Several methods have been proposed in literature. A
survey is in [6]. Two categories of Digital watermarking
algorithms are spatial-domain techniques and frequency-
domain techniques. Least Significant Bit (LSB) is the
simplest technique in the spatial domain techniques [7]
which directly modifies the intensities of some selected
pixels. The frequency domain technique transforms an
image into a set of frequency domain coefficients [8]. The
transformation adopted may be discrete cosine transform
(DCT), discrete Fourier transforms (DFT) and discrete
wavelet transforms (DWT) etc. After applying
transformation, watermark is embedded in the transformed
coefficients of the image such that watermark is not visible.
Finally, the watermarked image is obtained by performing
inverse transformation of the coefficients.

In feature based watermarking scheme, watermark is
generated by applying some operations on the pixel value of
host image rather than taking from external source. Recent
studies revealed the fact that the content of the images could
be used to improve the invisibility and the robustness of a
watermarking scheme. In the proposed watermarking
scheme, discrete wavelet transform (DWT) is used for
embedding watermarks, since it is an excellent time-
frequency analysis method, which can be well adapted for
extracting the information content of the image [9]. A detail
survey on wavelet based watermarking techniques can be
found in [10].

Yuan et al.[11] proposed an integer wavelet based
Multiple logo watermarking scheme, the watermark is
permuted using Arnold transform and is embedded by
modifying the coefficients of the HH and LL subbands.
Qiwei et al.[12] put forward a DWT based blind
watermarking scheme by scrambling the watermark using
chaos sequence. Many of the algorithms proposed meet the
imperceptibility requirement quite easily but robustness to
different image processing attacks is the key challenge and
the algorithms in literature addressed only a subset of
attacks.

A survey on semi-fragile watermarking algorithms is in
[13]. Lin et.al.[4] proposed an image authentication method
that can differentiate the practical JPEG lossy baseline
compression with a predefined LAJQ from malicious
manipulation. Xiao et al. [14] presented a semi-fragile
digital image watermarking method in which the LSB of the
pixel is modified and is tolerant to Laplacian sharpening.
Lin and Chang [15] proposed an algorithm which is tolerate
to JPEG compression. Hung et al. [16] uses the block vector
quantization indices for authentication data.

Most of the watermarking schemes reported in the
literature have the shortcomings such as insecurity and low
robustness to JPEG compression and failed to identify
attacks such as additive noises. This paper proposes a novel
DWT based blind watermarking scheme, in which
watermark is constructed from the spatial domain and is
embedded in the high-frequency band. The watermark
construction process forms a binary pattern in the form of a
Hankel matrix and thereby increases the security of the
proposed method. The extraction is done without using
original image and hence a blind scheme is obtained. This
method is robust against many common image processing
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attacks and is sensitive to malicious manipulation such as
additive noises.

The rest of this paper is organized as follows: Section 2
gives an overview of Discrete Wavelet Transform and
Hankel matrix. The details of watermark generation,
embedding and extraction processes are explained in Section
3. Section 4 presents experimental results and discussion.
The paper is concluded in section 5.

Il. RELATED BACKGROUND

This section briefly describes the techniques and
methods that have been adopted by the proposed scheme,
including DWT, and Hankel matrix.

A. Discrete Wavelet Transform:

The DWT decomposes input image into four
components namely LL, HL, LH and HH where the first
letter corresponds to applying either a low pass frequency
operation or high pass frequency operation to the rows, and
the second letter refers to the filter applied to the columns
[17].

The lowest resolution level LL consists of the
approximation part of the original image. The remaining
three resolution levels consist of the detail parts and give the
vertical high (LH), horizontal high (HL) and high (HH)
frequencies. In the proposed algorithm, watermark is
embedded into the host image by modifying the coefficients
of high-frequency bands i.e. HH subband.

B. Hankel Matrix:

Hankel matrices are frequently encountered in
applications where matrix computation is exploited in order
to devise very effective numerical solution algorithm. A
Hankel matrix is defined as a matrix that is symmetric and
constant across anti-diagonals, and has elements h(i, j) =
p(i+j-1) where p is a vector represented as [col, row (2: end)]
which completely determines the Hankel matrix[19]. It is a
square matrix with constant positive slopping skew
diagonals and for constructing a Hankel matrix of order
NxN, we need 2N-1 elements.
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Let P= {a, b, ¢, d, e, f, g, h, i}. Since there are 9
elements in this vector, a Hankel matrix of size 5x5 may be
constructed so that its first column is first 5 elements and
last row except the first element is last 4 elements, which is
given in equation (1).

I11. PROPOSED METHOD

In the proposed scheme, there are three significant
phases. They are Watermark generation, Watermark
embedding and Watermark Detection. The steps involved in
the watermarking technique are described in this section.
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A. Watermark generation:

The watermark pattern is generated by an algorithm,

which is described in detail as follows:

Input: The host image P of size M x M

Output: The watermark W of size M/2 x M/2

Step 1. Randomly select M-1 elements from P so that all the
pixels have valid 3x3 neighborhoods.

Step 2. Let P(x-1, y-1), P(x-1, y), P(x-1, y+1), P(X, y+1),
P(x+1, y+1), P(x+1, y), P(x+1, y-1), P(x, y-1) are
the neighborhoods of the selected pixel P(x, y).

Step 3. Find average value of those neighborhoods. Let it
be P,(x, y).

Step 4. A binary sequence ‘B’ can be obtained by applying
the following constraint.

5 _{0 it P(x,y)>P (x)

" |1 otherwise

where i=1,2,3,...M-1
Step 4. A Hankel matrix of size M/2 x M/2 is constructed
from the binary sequence B; as
H(i, j)=B(i+j-1)
where 1<i<M /2, and 1<j<N/2
which is the watermark pattern to be embedded in
to the host image.

B. Watermark embedding:

The algorithm embeds the watermark in the high
frequency subband of host image. The detailed steps are
listed as follows:

Input : The host image and a watermark.

Output: The watermarked image

Step 1. Perform one-level DWT to original image.

Step 2. Replace the HH1 component of DWT with the
watermark.

Step 3. Apply one-level inverse wavelet transform to obtain
the watermarked image.

C. Watermark Detection:

Proposed watermarking scheme extracts the embedded
watermark and reconstructs watermark information from
watermarked image. Thus the algorithm does not require the
original image in the detection phase and hence it is referred
as blind watermarking. The authentication process includes
the following steps:

Input : The watermarked image.

Output : The extracted and reconstructed watermarks

Step 1. Watermark is derived form the content of

watermarked image using the steps described
under watermark generation in section 3.1.

Step 2. Apply 1-level DWT to the watermarked image and
extract the embedded watermark from HH1 sub
band.

Step 3. Compare the two watermarks (derived and
extracted). If two values match, authenticity is
preserved. Otherwise the authenticity is suspected.

Step 4. Quality of watermarked image and the watermark is
found out according to equation (2) and (4).

IV. EXPERIMENTAL RESULTS

Because the robustness and fragility to attacks is a
crucial issue in the design of semi-fragile watermarking
algorithms, the validity of the proposed algorithm is studied
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in this section. Many experiments are carried out under
different cover images and watermarks. Due to limited
space, the experimental results are provided when using
Figure 1(a) with size 512x512 as the cover image. The
watermark is a binary image with size of 256x256, which is
constructed from the perceptual information of original
image.

Figure. 1 Images

(a) Original image (b) Watermarked Image

In the experiment, the peak signal to noise ratio (PSNR)
as defined in (2) is used to measure the embedding
distortion, and Similarity Ratio (SR) as defined in (4) is used
to measure the robustness and fragility.

2557
PSNR =10log, | —— 2
oo o | @

Where MSE is Mean Squared Error between original and

distorted images, which is defined in equation (3).

M -IN-1 — .12
wse= ' [010.)-DIG ) )
e~ MxN
i=0j=0
Where Ol is original image and DI is the distorted image.
S
= 4
S+D )

Where S denotes number of matching pixel values and D
denotes number of different pixel values.

The watermarked image is shown in Figure 1(b), and its
PSNR is 56.2083 dB which indicates that there is very little
deterioration in the quality of original image. In addition to
that, SR evaluated between extracted and calculated
watermark is 0.9933 which indicates that the number of
matching pixels are high and hence authenticity is preserved.

Table 1: SR Against Common Attacks

Attacks SR
No 0.9933
Linear filtering 3x3 0.6010
Blurring 0.7583
70 0.5917
JPEG Compression 28 82(1)?18
10 0.7002
- . - 5° 0.4641
Rotation with cropping 10° 0.4281
Rescaling (512-256-512) 0.6913
Translation 0.1725
Image adjustment 0.8988
Histogram Equalization 0.7040

Figure 1(a) and 1(b) indicate that the embedding
distortion is very small, and it can't be sensed by human
eyes. To evaluate the performance of the proposed
watermarking scheme, experiments have been conducted on
the cover image under some common image processing
attacks. A threshold is set on SR so that a value greater than
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0.6 shows robustness and the rest indicate fragility or a
failure to withstand the attacks.

The proposed algorithm has been tested using several
incidental image processing operations. These operations
preserve the content of the image. The attacks chosen are
linear filtering, blurring, JPEG compression, geometric
distortions such as rotation, scaling& translation, intensity
adjustment and histogram equalization. Table 1 gives the
performance of proposed watermarking scheme under
various attacks.

Experimental results against those content preserving
operations disclose the fact that the robustness of watermark
is high in the case of Linear filtering, blurring, JPEG
compression up to 50%, Scaling, Image adjustment and
histogram equalization. At the same time, the proposed
method fails to show robustness against rotation and
translation operations.

To determine the fragile nature of the algorithm, the
watermarked image has been subjected to intentional attacks
such as Gaussian and Salt&pepper additive noises.

Typically Gaussian noise is added to the image with two
parameters namely mean and variance. Here, the parameter
‘variance’ is very crucial in altering contents on the image.
So experiments have been conducted with different values
of ‘variance’ by preserving the mean value at 0 and the
impacts are shown in Figure 2.

®) (b

Figure 2. Impact of Guassian noise with zero mean

(a) Variance =0.04, (b) Variance=0.08, (c) Variance =0.2

The Similarity ratio calculated between original
watermark and the extracted one is tabulated in table 2. The
low values of SR indicate that the proposed algorithm is
very sensitive to additive Gaussian noises for various values
of variance.

Table 2: SR Under Gaussian Noise

Variance SR
0.01 0.3482
0.02 0.3414
0.03 0.3307
0.04 0.3219
0.05 0.3178
0.06 0.3161
0.07 0.3096
0.08 0.3047
0.09 0.3013

0.1 0.2964
0.2 0.2930
0.3 0.2749

The image may also undergone salt&pepper noise during
transmission. So salt&pepper noise is added to the image
with a noise density ‘d’ and the resultant images are given in
Figure 3, which indicates that a high value of ‘d’
manipulates the digital content of the image.

© 2010, IJARCS All Rights Reserved

©

Figure 3. Impact of Salt&Pepper noise
(a) Density =0.02, (b) Density=0.1, (c) Density =0.3

The Similarity Ratio calculated are provided in Table 3.
The similarity ratio calculated is high for noise densities less
than or equal to 0.1. So it is considered that the proposed
algorithm is able to withstand such kind of attacks and it is
robust to salt&pepper noise for a less value of density. At
the same time, the algorithm recognizes that the attack is
malicious when the salt&pepper noise density is greater than
0.1.

Table 3: SR Under Salt&Pepper Noise

Density SR
0.02 0.9063
0.03 0.8882
0.04 0.8306
0.05 0.8311
0.06 0.7853
0.07 0.7639
0.08 0.7319
0.09 0.6841
0.1 0.6792
0.2 0.5347
0.3 0.4599

V. CONCLUSION

This study has proposed a semi-fragile watermarking
which provides a complete algorithm that embeds and
extracts the watermark information effectively. In this
method, the watermark pattern constructed in the form of
Hankel matrix is embedded in the high frequency coefficient
in the wavelet domain. The security of the proposed method
lies on the multifaceted procedure used to construct
watermark. The watermark is designed so that the integrity
is proven if the content of the image has not been altered
and under some mild processing on the image. This
watermarking scheme deals with the extraction of the
watermark information in the absence of original image,
hence the blind scheme was obtained.

The performance of the watermarking scheme is
evaluated with common image processing attacks.
Experimental results demonstrate that the proposed scheme
guarantee the safety of the watermark, and identifies
malicious attacks while tolerating Filtering operations, JPEG
compression to some extent, Scaling, Image adjustment and
histogram equalization. Generally, as for as the additive
noises are concerned, the greater parameter value affects
the perceptual content of the image in a crucial manner. So
these attacks are referred to as malicious manipulations. The
proposed scheme is fragile with respect to Gaussian noise
for increased values of variance. In the case of salt &
pepper noise an increase in density manipulate the digital
image content to a great extent. The proposed scheme is
robust for a little additive noise but it is sensitive to other
cases. Hence the proposed technique is effective for image
authentication.
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