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Abstract - A mobile Ad-Hoc Network (MANET) is a collection of wireless nodes that communicate with each other without any infrastructure.
Present day mobile ad hoc networks grow in size and the associated complexity warrant the need to explore the suitability of the various
simulation parameters during their execution. One of the major issues related to the MANET is security of data that has been transferred via
wireless communication medium. In this paper we conclude that dimension reduction is one of the factors through we can achieve the security
and maintain the integrity of dataset. We highlight various Non-Linear dimension reduction techniques which applied on common MANET

parameters.
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l. INTRODUCTION

Mobile ad hoc networks (MANETS) is a self-configuring
network of mobile routers (and associated hosts) connected
by wireless links (Fig. 1). Communication must be set up
and maintained on the fly over mostly by wireless links.
Each node of a network can both route and forward data [1].
The exploding demand for computing and communication
on the move has led to reliance for ad hoc networks.
Although substantial attempts have been made on research
towards design and development of ad hoc network
parameters, there is relatively little understanding of their
behavior in terms of the performance by comparing
execution times as the system is scaled up [2] & [8].
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Figure.1 MANET structure

As in a wired network, application flows in a MANET
have different characteristics (e.g. type and volume of
information exchanged, lifetime of the interaction, packet
interarrival time, with or without burst) and also different
Quality of Service (QoS) requirements (e.g. delay,
throughput, high priority processing). Hence, a uniform
packet processing is not adequate and a QoS support taking
into account various QoS requirements is needed [1][2]. The
overall routing protocol types responsible for transmission
of packets between different mobile hosts in ad-hoc network
falls into three broad categories (as shown in Fig. 2)
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Figure.2 MANET Routing Categories and Protocols

One of the challenges in MANET is security of data
during routing. Although security preservation in data
publishing has been studied extensively and several
important models such as k-anonymity and I-diversity as
well as many efficient algorithms have been proposed, most
of the existing studies can deal with relational data only.
Those methods cannot be applied to MANET data
straightforwardly. Security may be break if a MANET is
released improperly to public. In practice, we need a
systematic method to anonymize MANET data before it is
released.

One of the ways to achieve the security in MANET is to
reduce the dimension of whole MANET by non linear
dimension reduction technique. The dimension of the data is
the number of variables that are measured on each
observation. The problem with high-dimensional datasets is
that, in many cases, not all the measured variables are
“important” for understanding the underlying phenomena of
interest. While certain computationally expensive novel
methods can construct predictive models with high accuracy
from high-dimensional data, it is still of interest in many
applications to reduce the dimension of the original data
prior to any modeling of the data. By reduce the dimension
of these models we can also achieve the security of the
original data set. So in this paper, in the second and third
section we refer to the Ad hoc routing protocol and non-
linear dimension reduction techniques and in next two
sections we represent our design approach and experimental
result and in the last section we concluded with the future
work and conclusion.
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1. AD HOC ROUTING PROTOCOLS

We can use any of the routing category for implementing
our approach; so at this stage we will briefly discuss DSR.

A. DSR (Dynamic Source Routing):

DSR is a reactive protocol i.e. it doesn’t use periodic
advertisements. It computes the routes when necessary and
then maintains them (Fig. 3). Source routing is a routing
technique in which the sender of a packet determines the
complete sequence of nodes through which the packet has to
pass; the sender explicitly lists this route in the packet’s
header, identifying each forwarding “hop” by the address of
the next node to which to transmit the packet on its way to
the destination host. There are two significant stages in
working of DSR: Route Discovery and Route Maintenance.

A host initiating a route discovery broadcasts a route
request packet which may be received by those hosts within
wireless transmission range of it. The route request packet
identifies the host, referred to as the target of the route
discovery, for which the route is requested. If the route
discovery is successful the initiating host receives a route
reply packet listing a sequence of network hops through
which it may reach the target. In addition to the address of
the original initiator of the request and the target of the
request, each route request packet contains a route record, in
which is accumulated a record of the sequence of hops taken
by the route request packet as it is propagated through the
network during this route discovery. DSR uses no periodic
routing advertisement messages, thereby reducing network
bandwidth overhead, particularly during periods when little
or no significant host movement is taking place. DSR has a
unique advantage by virtue of source routing. As the route is
part of the packet itself, routing loops, either short-lived or
long-lived, cannot be formed as they can be immediately
detected and eliminated.
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Figure. 3 DSR structure

1. REASON FOR CHOOSING NON-LINEAR
DIMENSION REDUCTION TECHNIQUE

In case of MANET, the size of the data set is large and
data set has various dimensions. Due to severity of MANET
data, it is very difficult to secure the data. Consider a dataset
represented as a matrix (or a database table), such that each
row represents a set of attributes (or features or dimensions)
that describe a particular instance of something. If the
number of attributes is large, then the space of unique
possible rows is exponentially large. Thus, the larger the
dimensionality, the more difficult it becomes to sample the
space. This causes many problems. Algorithms that operate
on high dimensional data tend to have a very high time
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complexity. Many machine learning algorithms, for
example, struggle with high-dimensional data. This has
become known as the curse of dimensionality. Reducing
data into fewer dimensions often makes analysis algorithms
more efficient, and can help machine learning algorithms
make more accurate predictions.

By reducing the dimension of dataset, we can also
achieve the security because dimension reduction only
represents the abstract feature of a particular data set. Data
abstraction shows only those features that are essential to
represent the data and hide the remaining details. Hence data
hiding is a one way to achieve the security. In this paper we
analyze that non-linear dimension reduction a more efficient
way as compared to linear Dimension reduction
techniques. These techniques not only use for feature
selection and extraction but can also be used for security
purposes.

V. DIMENSION REDUCTION

The dimension of the data is the number of variables that
are measured on each observation. We subdivide techniques
for dimensionality reduction into convex and non-convex
techniques (Fig. 4). Convex techniques optimize an
objective function that does not contain any local optima,
whereas non-convex techniques optimize objective
functions that do contain local optima. The further
subdivisions in the taxonomy are discussed in the review in

the following two sections:
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Figure. 4: Structure of dimension Reduction Techniques

A. Convex
Reduction:

Convex techniques for dimensionality reduction
optimize an objective function that does not contain any
local optima, i.e., the solution space is convex. Most of the
selected dimensionality reduction techniques fall in the class
of convex techniques. In these techniques, the objective
function usually has the form of a (generalized) Rayleigh
quotient: the objective function is of the form
@(Y)=YTAY/Y'BY It is well known that a function of this
form can be optimized by solving a generalized
eigenproblem.

Techniques  for  Dimensionality

a. Full Spectral Techniques :
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Full spectral techniques for dimensionality reduction
perform an eigendecomposition of a full matrix that captures
the covariances between dimensions or the pairwise
similarities between datapoints (possibly in a feature space
that is constructed by means of a kernel function). In this
subsection, we have five such techniques: (1) PCA /
classical scaling, (2) Isomap, (3) Kernel PCA, (4) Maximum
Variance Unfolding, and (5) diffusion maps.

b. Sparse Spectral Techniques :

In the previous subsection, we discussed five techniques
that construct a low-dimensional representation of the high-
dimensional data by performing an eigendecomposition of a
full matrix. In contrast, the four techniques discussed in this
subsection solve a sparse (generalized) eigenproblem. All
presented sparse spectral techniques only focus on retaining
local structure of the data. We discuss the sparse spectral
dimensionality reduction techniques (1) LLE, (2) Laplacian
Eigenmaps, (3) Hessian LLE, and (4) LTSA

B. Non-convex Techniques for Dimensionality
Reduction:

We have a non-convex techniques for multidimensional
scaling that forms an alternative to classical scaling called
Sammon mapping, a technique based on training multilayer
neural networks ,and two techniques that construct a mixture
of local linear models and perform a global alignment of
these linear models. So we have following non-convex
techniques (1) Sammon Mapping, (2) Multilayer
Autoencoder, (3) Locally Linear Coordination (LLC) and
(4) Manifold Charting.

V. EXPERIMENTAL SETUP

The research is carried out using discrete event
simulation software known as OPNET (Optimized Network
Engineering Tool) Modeler version 14.5. It is one of the
most widely used commercial simulators based on Microsoft
Windows platform and incorporates more MANET routing
parameter as compared to other commercial simulator
available. It not only supports MANET routing but also
provides a parallel kernel to support the increase in stability
and mobility in the network. OPNET’s intensive analysing
feature provides best environment for comparing and
coordinating the output obtained.

The simulation focused on the performance of routing
protocols with increased in security. Therefore, simulation
scenarios consisting of 50,120 nodes initially considered.
The nodes were randomly placed within certain gap from
each other in 1000 x 1000 m campus environment. The
constant File Transfer Protocol (FTP) and video
conferencing traffic was generated in the network explicitly
i.e. user defined via Application and Profile Configuration.
The transmitters and receivers parameter were configured
with defining RXGroup in the network. Every node in the
network was configured to execute AODV and DSR
respectively. The simulation time was set to 300s and used
Karn’s Algorithm to calculate the Transmission Control
Protocol (TCP) parameters in the network. In addition to
that all the nodes were configured with defined path
trajectories for mobility in space within certain time
interval. The simulation parameter configured in this
research work is shown in table 1.

© 2010, JARCS All Rights Reserved

Table 1: Parameters of simulation

Parameters Values
Simulation time 300s
Simulation area 1000*1000m

No of nodes 50,120

Application Traffic FTP Server
File size 430,957 bytes
Data rate (bps) 11mbps

Mobility algorithm Random waypoint

AODV, DSR

Routing protocols

Performance parameter | Throughput, delay, drop

VI. DESIGN APPROACH

For achieve security in MANET, we proposed a model
to achieve security. In this model first we collect the
information regarding the MANET data and after that
reduce the dimension of the data set using various
dimension reduction technique. After reducing the data, we
covert the data into digitized form and to encrypt the data
we use the MD5 (Message Digest 5) technique. Generally,
instead of MD5, we can also use any other encryption
techniques, such as DSA, AES and so on, to decrypt the
message. After encrypt the key we transfer data through
MANET and at the other end, another node decrypt the data
in the reverse order. Hence, in this paper we proposed a
secure and authenticate technique for MANET which is
more secure as compared to earlier techniques.

VILI. EXPERIMENTAL RESULT

In our experiments on MANET datasets, we apply the
ten techniques for dimensionality reduction on the high-
dimensional representation of the data. Subsequently, we
assess the quality of the resulting low-dimensional data
representations by evaluating to what extent the local
structure of the data is retained. The evaluation is performed
by measuring the generalization errors of 1-nearest neighbor
classifiers that are trained on the low-dimensional data
representation.

Once we create a model for MANET and retrieve a
structure like a graph which contains following information
about the nodes (Table 2):

Table 2: MANET Data set Structure

Nodes 3214

Edges 10901

Nodes in largest WCC 3455 (0.878)

Edges in largest WCC 89889(0.912)

Nodes in largest SCC 1200 (0.129)

Edges in largest SCC 23431 (0.243)

Average clustering coefficient 0.2281
Number of triangles 499870
Fraction of closed triangles 0.2348
c 510
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We perform the Non-linear dimension reduction

techniques on the MANET data set and get the following 15 .
result (Table 3): nl ﬁzj;fﬁ’%
Table 3: Dimension reduction techniques running time asl ,:.gjﬁ** T
£2 &,
Techniques Time (in Sec.) ol g %,
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In the above diagrams we represent the graphical
representation of the dimension reduction of various Non-
Linear techniques. After reduce the dimension of data, we
convert the reduce data into digitized form by sampling
technique and encrypt the data using MDS5 technique.
Hence, we can find a way to achieve security in MANET.

VIIl.  CONCLUSION AND FUTURE WORK

In the present paper we present new techniques to secure
the data on MANET by dimension reduction techniques.
The common measures for measuring the QoS are delay,
throughput and packet drop that are used to secure the data
by reducing the dimension of MANET dataset. Generally
there are also many other parameters that in MANET that
can be used for security purpose.

We can also use many other non linear dimension
reduction techniques for securing the data such as SNE,
MDS and so on. So in future we can implement proposed
model with Quantum Key Distribution for distribute the key
and use more efficient non-linear dimension reduction
technique whose complexity and running time is lesser than
the presented techniques. This technique can also introduce
a more secure and authenticate communication channel for
community and other MANET routing protocol.
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