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Abstract: Digital watermarking is an effective and popular technique for discouraging illegal copying and distribution of copyrighted digital
image information. One of the important features of the watermarking technique is the robustness of the watermarked image, which will
preserve the quality of the retrieved watermark. There are two parts about robust oblivious watermarking scheme based on the frequency domain
and image authentication technique is presented in this paper. One is the region used to hide the information is located at the middle frequency
portion of the host image so as to provide good quality for both the watermarked image and the retrieved watermark. Such a scheme can provide
a high degree of robustness against J’JEG compression attacks. The other is signature process i.e. the input is the extracted property from the
edge of the image. The signature can be correctly verified when the image is incidentally damaged such as lossy compression. Experimental
results are also presented to demonstrate the validity and robustness of the new approach.
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l. INTRODUCTION

Nowadays, most digital images are stored in
JPEG format, in digital cameras and the World-Wide
Web alike. People are gradually motivated to embed
watermark or information bits such as owner information,
date, time, camera settings, event/occasion of the image,
image title, or even secret messages in the JPEG images for
value-added functionalities and possibly secret
communication. In these applications, the input to the
watermarking scheme is a JPEG image file and the output is
also a JPEG image file. We call this kind of watermarking
(or data hiding) scheme JPEG-to-JPEG (J2J) watermarking
schemes. This paper is about J2J watermarking schemes.

There are many papers investigating the robustness of
watermarks against JPEG compression such as [9]-[11].
Eggers et al. [12] analyzed the quantization effect on the
detection of watermarks by considering the additive
watermark signal as adithering signal. Although many
watermarking (or data hiding) algorithms were proposed to
embed digital watermarks in uncompressed images, those
algorithms may not be suitable for embedding watermarks
in JPEG-compressed images (.jpg files). This is because the
DCT coefficients in JPEG-compressed images have special
statistical characteristics—they must be multiples of the
corresponding quantization factors. These
special characteristics reduce the degree of freedom for
watermarking. If the output images are not JPEG
compatible, the existence ofthe watermark may be
detectable using steganalysis techniques [13]. If the output
images are JPEG-compatible which is the J2J framework, all
DCT coefficients must be re-quantized after the watermark
insertion, which further reduces the degree of freedom for
watermarking.

There are a few existing schemes for J2J watermarking
[2], [14]-[18]. Choi et al. [14] and Luo et al. [15] used inter-
block correlation of selected DCT coefficients to embed the
watermark bits, adding or subtracting an offset to the mean
value of the neighboring DCT coefficients. Wong and Au
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proposed to hide bits by modifying the DC [16] and AC
coefficients [17] in the block-based DCT domain. Hartung
[2] used the spread spectrum technique (SST) [3] to embed
watermarks in I-frames, P-frames or B-frames of MPEG-2
compressed video. Compression of I-frames is effectively
the same as JPEG. Wong and Au proposed a robust
watermark scheme using iterative SST [18]. These methods
embedded different amount of watermark bits into JPEG
images while maintaining good visual quality of
the watermarked JPEG images. However, no one estimated
the J2J data-hiding capacity, or the maximum amount of bits
that can be embedded in JPEG image files.

There are some existing methods to estimate the data
hiding capacity of digital images [19]-[28], though they are
not JPEG images. Most of these methods apply the work of
Shannon [7]and Costa [8]. Servetto et al. [19] used
statistical models to analyze the robustness of the SST and
estimated the watermarking capacity against the jamming
noise. Barni et al. [20], [21] modeled each watermark
channel by using Generalized Gaussian density to model the
full frame DCT coefficients. Moulin et al. [22] modeled
coefficients in different domains and estimated the data
hiding capacity under mean square error (mse)
constraints. Lin [37] estimated the zero-error capacity of
images against JPEG attacks with largest applicable
quantization step. Some papers combined the Information-
Theoretic model [1] and perceptual models to estimate the
capacity [23], [24]. Some [25], [26] focused on comparing
the capacity among different transforms such as the identity
transform (IT), discrete cosine transform (DCT), Karhunen—
Loeve transform (KLT), and the Hadamard transform. Fei et
al. [25] suggested that the coefficients in the Slant transform
had the highest capacity while Ramkumar et al., [26]
indicated that transforms with poor energy compaction
property such as Hadamard transform tended to have higher
capacity than those with higher energy compaction property
such as DCT. Sugihara [27] estimated the capacity by taking
robustness of the hidden data into account. VVoloshynovskiy
et al. [33] analyzed the security of the hidden data and
suggested different modulation schemes for
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different purposes of data hiding. Kalker et al. [31]
estimated the capacity of a particular data hiding area—
lossless data embedding, first proposed by Fridrich et al.
[32]. For lossless data
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Figur. 1. JPEG-to-JPEG watermarking (J2J).

embedding, the original cover work can be restored at
the decoder. This is particularly useful for many digital
media such as medical images. Cohen et al. [30] analyzed
the capacity for private and public (or blind) data hiding
schemes [6] and the capacity under additive attacks. Instead
of estimating the capacity, some proposed realizations to
approach the theoretical limit of capacity such as [29], [33],
[34]. Perez Gonzalez etal. [29] suggested to use
convolution and orthogonal codes. Eggers et al. [34]
proposed the scalar costa scheme (SCS) by considering the
data hiding as the communication-with-side-
information problem which has good performance at high
watermark- to-noise ratio (WNR).

In this paper, we attempt to estimate the data hiding
capacity of JPEG images in J2J watermarking schemes. To
embed watermarks in JPEG-compressed images, the JPEG
file needs to be partially or fully decoded. The level of
decoding depends onthe domain the watermark will be
embedded in. If the watermark is embedded in the bitstream
domain, only variable-length decoding is needed. If the
watermark is embedded in 8-by-8 block-based DCT domain,
inverse zigzag scanning and inverse quantization are
necessary. If the watermark is embedded in spatial domain
or other frequency domains, inverse DCT would be needed.
The J2J model is shown in Fig. 1. In this paper, we
make two assumptions. The first assumption is that the
watermarked images will be JPEG-compressed using either
the original quantization table Q< extracted from the input
JPEG file or a new quantization table QR defined by the
user. With this assumption, we have the J2J framework. The
second assumption is that the dimensions of the images are
not changed in the watermark embedding. The J2J model
makes no assumption on the domainthe watermark is
embedded in. There are four J2J cases as follows and this
paper addresses most of the cases.

a. The original quantization table “Reis used to
compress the watermarked image, i.e, Qn = R-o
and no other processing is applied to the image. An
example is a watermarking command program.

b. The original quantization table *“2e=may or may not
be used to compress the watermarked image, i.e.,
Qu = Qo or Qn # Qoand no other processing
is applied to the image. An example is a watermarking
command program with an option to choose a different
quality factor (QF) or Q

c. The original quantization table Qe is used to
compress the watermarked image, and the image may
be altered by some kind of processing before or after
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the watermarking insertion. An example is image
processing software such as Adobe Photoshop with
watermarking functionality, and the user performs red-
eye reduction or other filtering before or after the
watermark insertion and then chooses the ‘Save’
(instead of “‘Save as’) command to save the image.

d. The original quantization Qe table may not be used
to compress the watermarked image, and the image
may be altered by some kind of processing before or
after the watermarking insertion. An example is the
user performs red-eye reduction before or after the
watermark insertion and then chooses the “Save As™
command (instead of “Save™) to save the image. In the
“Save As” command, the user may choose different
QF in the JPEG compression.

For case 1, we propose a method in Section Il to
estimate the data-hiding capacity of the JPEG images. The
estimated capacity is the upper bound of the amount of bits
that can be embedded in JPEG image files without causing
visible artifacts. The estimated capacity can be passed to the
watermark embedding module as a reference. For case 2,

since the new quantization table Q= is unknown to the
watermark embedding module, the problem is similar to
embedding a watermark against JPEG attack. As most
quantization tables in JPEG encoders are obtained by
scaling a reference quantization table (most probably the
default quantization table recommended in the JPEG
standard) with a QF, the typical “mncorresponding to
different QFsand the reference quantization table can be
derived in J2J. For case 2, our proposed algorithm in Section
Il can be used to estimate the data hiding capacity for a wide
range of QF. The resulting capacity curve can be passed to
the watermark embedding module as a reference. For cases
3 and 4, if the modification is done before watermarking
insertion, our proposed algorithm in Section Il can be used
to estimate data hiding capacity. If the modification is done
after the watermarking insertion, the modification should be
treated as attacks leading to lower capacity.

1. WATERMARK CONCEPT

The block diagram of the digital watermark system
is shown in Figure 1.
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Figure 2. A typical digital watermarking system.

The methods for the imperceptible watermark
technology can be broadly classified into two categories in
the sense of embedding method: the spatial domain based
and the transform domain based. Hiding the logo in the
spatial domain is the simplest watermarking technique [36,
37] .The hidden information can be easily removed by users,
or destroyed by JPEG compression. One robust way is to
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embed the logo into the middle frequency portion of the host
image [35, 38].In those methods, some authors utilized the
polarity information to modify the middle frequency
coefficients [35] to achieve a robust approach. But
the extraction procedure requires the watermark and the
host image.

In this paper, a frequency domain scheme
developed expressly for oblivious watermarking and
signature process are presented. It uses the self-information
of coefficients of the middle frequency in the host image,
and explicitly takes in the cross-correlation between
coefficients of the middle frequency and the watermark. and
signature process that input is the edge properties extracted
from the image. The signature can be correctly verified
when the image is incidentally damaged suchas lossy
compression.

To achieve the robustness property, one will design
the hiding mechanism according to the quantization
algorithm of JPEG which is the most commonly used lossy
compression standard. The overall block diagram of JPEG
encoder and decoder is depicted in Figure 2

Ciriginal - b Inverse| |lnverse| |Inverse| Retriered
Image ~{DET 1 Q |—=VLE VL = T Image
[ [
Jb VLC VLC Jj
Table Table Table Table
JPEG Encode Flow JPEG Decode Flow

Figure 3. Block diagram of JPEG codec.

The DCT transforms image blocks from spatial domain
to frequency domain. Let the block b(u,v) denote
the transformed coefficients. The quantization is performed
by

bg (u.v)=round (5(u.v)/O(u.v))

The DCT transforms image blocks from spatial domain
to frequency domain. Let the block b(u,v) denote
the transformed coefficients. The quantization is performed
by
by (u.v)=round (. v)/Q(u.v))

for DEH:F{E (1.1)
Where Q(u,v) is the quantization table of size 8x8 . In

the decoding process, the quantity b'(u,v) is retrieved from
the de-quantization

B (uv)=by (u.vQ(u.v) . for O=i <
1.2

The data loss of JPEG compression comes from
the rounding operation in (1.1) and the retrieval in (1.2).
There are two quantization tables for JPEG, one is the

luminance table and the other is the chrominance table. An
example of the luminance table is given in Figure 3.
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Figure 4. Mid-frequency region chosen from JPEG quantization table for
luminance.
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It can be easily found from the quantization and de-
quantization formula (1.1) and (1.2) that higher values
of Q(u,v) will produce more loss of F(u,v) at the position
(u,v) . Therefore if the information is hidden in high
frequency region which divide higher quantization values, it
will be easily erased by JPEG attack and if it is hidden in the
low frequency region, the host image will be seriously
damaged. Thus, in the proposed scheme, the information is
hidden in the middle frequency region which is selected
according to the values of Q(u,v) as shown is Figure 3.

1. DIGITAL WATERMARKING IN JPEG

The main steps for JPEG are color space conversion
and sampling, OCT and its inverse (IDCT), quantization,
zigzag scanning, motion estimation, and entropy coding. A
simpler approach is a single watermarking step in the
compression framework  because  the  computation
requirements of watermarking are comparable to these
steps. 3.1 Color Space Conversion
The color space conversion equations are as follows

Y = 0.209R+ 0.587G + 0.1148,

Cy = 0.564(8B — Y + 128,

C, = O0.731(R—Y)+ 128 @3)
A. DCT or IDCT:

For ease of hardware implementation, we selected the
fast DCT algorithm and its inverse [8]. The fast DCT
algorithm reduces the number of adders and multipliers so
that the evaluation of the DCT or IDCT coefficients is
accelerated.

B. Quantization:

In the MPEG-4, a uniform scalar quantization is
adopted. The feature of the scalar quantization scheme is an
adaptive quantized step size according to the DCT
coefficients. For computational efficiency and hardware
simplification, scalar quantization step size is chosen from
pre-defined tables.

C. Motion Estimation:

The criterion of match for two macro blocks is the
minimized difference between them. For computational
simplification, the sum of absolute difference (SAD)
criterion is given as shown in the below equation

Syt Tiso' el 3) = pli,5)] Az, y)=(0,0),
SAD(x,y)= (2)

Vil Y leiyg) — pli+ 2,5 4wl
D. Entropy Coding:

The entropy coding efficiency depends on the precision
of calculating the probability of occurrence of each
coefficient. The approach we followed is to utilize pre-
calculated Huffman code tables for generic images.

V. RESULTS ANALYSIS

We have presented here the input and output images and
analysis of the experiment carried out i.e. figure 4a-4e.
Results obtained clearly depict that the algorithm using
blocking effect prediction model (BEP) has bettered the
results as compared to early method by a significant
multiplying factor.
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Figure 4c. Output Image
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Table 1. Results of the experiment

Samples Without BEP With BEP
PSNR SSIM PSNR SSIM
1 37.2 0.7 40.2 0.9
2 35.5 0.6 43.5 1
3 36.2 0.5 45.2 0.8
4 32.7 0.4 39.7 0.7
V. CONCLUSION

The paper presents a novel approach for
robust watermarking to jpeg compression. The employed
blocking effect prediction model (BEP)is simple and
efficient by exploiting jpeg compression and learning
process. The main idea of this article is to demonstrate the
performance of a watermarking scheme when using
BEP map to improve resistance against jpeg compression.
The experimental results showed that the proposed method
helps significantly to improve the watermark's transparency
and it's robustness to jpeg compression. It is worth to notice
that the proposed algorithm is quite flexible and can be
exploited for other watermarking scheme resistant to block-
based compression standards or for other block-based
compression standards just by reloading the training phase
when constructing the BEP map. As shown better
perspective here using BEP model with a improved PSNR
value as compared to conventional method.
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