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Abstract: Authentication systems employ various access mechanisms for the data validation process.Nowadays there are many proposals
focused on solving the traditional problems that exist to validate the records of installations in public or private places. With the appearance of
COVID-19, the use of technology has intensified to avoid contact with physical devices and achieve successful access. This article shows a
compilation of work dedicated to methods and techniques for access to facilities by reading modern biometric systems.
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I. INTRODUCTION

Authentication systems based on biometric data
acquisition, allow the recognition of individuals who intend to
access facilities. Authentication systems can generally be by
contact, such as fingerprint scanning, or contactless, generally
based on taking a photograph of the face or iris. In times of the
COVID-19 pandemic, authentication systems that require
contact with devices are not advisable, because these devices
expose people to contracting pathogens that are harmful to
health [1] and [2].

The most recurrent systems used for biometric data
validation are those based on face and iris detection analysis,
because these systems are accessible and cheap, but require a
series of validation elements to avoid being cheated [3].
Authentication systems based on the reading of biometric data
allow the identity of a person to be determined to access a
series of resources or specific sites. Generally, this type of data
is classified into physiological and behavioral. The biometric
data includes the following [4] and [5].

Fingerprint.

Palm of the hand.
Iris

Face

The most common behavioral-based biometrics are as
follows.

Autograph signature
Voice

Typing on keyboard
Walking pace
Electrocardiogram
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Biometric data must maintain a series of characteristics
that make them unique, which these are.
1. Universality. Every individual must have the same
biometric trait.
2. Uniqueness. The same trait must be different between
individuals.
3. Permanence. The biometric feature must not change over a
period.
4. Acquisition. The ease with which biometric trait data can be
measured, captured, and processed.
5. Performance. The recognition accuracy and the resources to
achieve it must meet the specifications of the application.
6. Acceptability. The user population must be willing to
submit their biometric trait to the system.
7. Circumvention. The ease with which it is possible to mimic
a trait of an individual and therefore fool the biometric system.

Biometric systems generally present a series of elements
that allow you to acquire the signals that have been sensed,
some of the most important elements are the following.

1. Sensor module. Capture the biometric information of the
individual in the form of images, audio, video, or some other
signal.

2. [Feature vector extraction module. The biometric
information is processed to extract discriminant features that
represent the captured trait.

3. Database module. In this module, the biometric information
is stored after the stage known as enrollment, this information
is processed and with it a pattern or model is created.

4. Comparison module. The extracted feature vectors are
compared with patterns or models that represent the
individuals registered in the biometric system, the result is a
numerical qualification or score.

5. Decision making module. The results of the previous
module are used to either validate an identity or identify an
individual.
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Biometric systems require validation processes on the
input data these receive to validate the information from a
biometric system, a series of metrics are generally applied to
validate the information acquired.

Il. METRICS TO BIOMETRICS SYSTEMS

Wherever Times is specified, Times Roman or Times New
Roman may be used. If neither is available on your word
processor, please use the font closest in appearance to Times.
Avoid using bit-mapped fonts if possible. True-Type 1 or Open
Type fonts are preferred. Please embed symbol fonts, as well,
for math, etc.

Considering that a biometric system is used for the
identification of certain characteristics of individuals that are
considered unique and unalterable and aimed at correctly
identifying approved users and rejecting those outside the
system. For this reason, it is necessary that different biometric
systems are applied to them different metrics that indicate their
reliability to accept or reject accesses to the system. Below is a
brief description of the metrics used in biometric systems [6],
[7] and [8]: within these metrics we have, the False
Acceptance Rate (FAR) which typically consists of measuring
the samples or intruding users who accept the system, likewise
the False Rejection Rate (FRR) which is also known as False
Match (FM) or False Positive (FP) which measures the
number of valid samples or users that the system rejects.

User

A

Discard measurements

A
v,

< Preprocessing > Scoring

Multiple type sensors

Input data

of samples accepted for each user. The CM shows each user’s
FRR and the FAR for users who are attacking the system. The
detection rate is a measure that observes the number of users
outside the system in an individual way.

There are also other types of metrics where the
performance of biometric systems is observed, such as:
Computational time considered the time it takes for a system
to acquire, verify, and identify users who are accepted by the
biometric system. Failure-to-enroll rate is representing the
population that it is not possible to capture or extract biometric
characteristics of system users. Likewise, the Failure-to-
acquire consists of observing how incapable the system is of
capturing the user’s data.

In figure 1 its present the general structure of biometric
system, taking into consideration the input data of the users,
the process of data analysis and the analysis by metrics.

I1l. RELATED WORKS

The investigations of biometric systems present interesting
proposals for the acquisition and treatment of the information
obtained, among which is the work of [9] is a biometric
authentication identification system is proposed using the
palm, finger and iris impression using a Mapping of Minutiae
(Minutiae), likewise the Discrete Wavelet Transformation
(DWT) algorithm is used for the encryption and concealment
of information and is tested in an e-business system.
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Fig. 1. General diagram of biometric system with methods to verify information

On the other hand, we have the Equal Error Rate (ERR) which
is the error rate that is achieved by adjusting the detection
threshold so that the FAR and FRR are equal, this metric
describes the overall accuracy of the biometric system.
Likewise, precision measures the fraction of users or samples
that it accurately classifies without considering the two types
of error. HTER is the target mean error rate which is the
average between FAR and FRR considering a target threshold.
On the other hand, the Receiver Operating Characteristics
(ROC) curve is a metric which is a graph showing the
dependence between FAR and FRR at the detection threshold
of the system. Also, the area under the ROC Curve (AUROC)
which varies from 0.5 to 1 and has the feature that observe the
performance of the system in the threshold settings. On the
other hand, the Confounding Matrix (CM) shows the fraction
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In [14] proposes a multi-signature mapping approach that
reduces the false acceptance rate without having to increase
the false rejection rate in addition to eliminating the need to
use a threshold that is empirically adjusted. On the other hand,
in [15] a multimodal biometric identification system is
proposed considering the iris, palm print, face, and signature
using the discrete wavelet transform, thus obtaining integrated
biometric features and eliminating the problems presented by
unimodal biometric systems. In [16] a system is presented to
securely store confidential documentation using a mobile
device where a set of documents associated where the access
policy is encrypted.Confidentiality is achieved through a
biometric key binding scheme with facial recognition and the
use of hardware-provided security primitives.

In [17] analyze the design of a non-intrusive continuous
biometric authentication approach using results from cognitive
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psychology considering different behaviors to validate the
results using a usability scale system. In [18] present an
analysis of the existing problems Cloud Computing, Internet
of Things and Cloud of Things, observing the different risk
factors as well as the trends to avoid the intrusions and
vulnerabilities of the systems. In the same way, these carry
out an analysis of current and future trends related to the
technologies, describing, and indicating concepts related with
them. In [19] propose a system for the control of medication
application using  Near-field Communication (NFC)
technology and protocol that, according to the authors,
complies with International Organization for Standardization
(ISO) security and communication standards that guarantee
patient safety. For implementation, different devices that are
available in the market can be used. Likewise, the authors
consider that the developed system has greater safety and
efficiency. On the other hand, in [20] present a work for the
authentication of users considering the biometric behavior
based on the calculator theorem, which seeks to give the user
the necessary attempts to authenticate. Likewise, the authors
carry out an investigation where the dynamics of pressing on
the keys is observed for a better precision in the authentication
of the system users. In [21] presents a work for the biometric
identification for remote users between loT devices or
applications. The proposed method is based on feature
extraction based on sparse coding, proving that the proposed
scheme accurately extracts biometric features and is robust
against different noise levels. Alternatively, [22] propose a
dual system with the Radio Frequency lIdentification (RFID)
biometrics that is used to lock or unlock bank vaults. Where
three levels of security are proposed. Lock control uses RFID
via NFC, biometrics via a web portal, and Bluetooth for
authentication. Also, the authors consider that their security
system provides intelligent digital procedures and low cost. On
the other hand, [23] perform an analysis of different
techniques that are applied in biometric authentication is
considering different aspects such as: security, precision,
deficiencies, attacks on biometric systems and measures to
protect systems from this type of attack.The proposed method
is based on feature extraction based on sparse coding; the
scheme accurately extracts biometric features. [24] propose a
dual system with RFID biometrics that is used to lock or
unlock bank vaults. Where three levels of security are
proposed. Lock control uses NFC in biometrics via a web
portal, and Bluetooth for authentication. Also, the authors
consider that their security system provides intelligent digital
procedures and low cost. On the other hand, [25] perform an
analysis of different techniques that are applied in biometric
authentication is considering different aspects such as:
security, precision, deficiencies, attacks on biometric systems
and measures to protect systems from this type of attack. The
authors propose a possible methodology to solve the problems
and make a general description of biometric authentication
systems.

In [26] an extensive work on a hybrid encryption system is
presented and complemented with the use of hash in a
decentralized way to uses an algorithmic version, while the
hybrid encryption is implemented by means of a symmetric
key, and asymmetric encryption for key generation. The
proposed encryption scheme works through a multifactor
verification that is based on mutual data segmented between
nodes. The evaluation of the security scheme was based on its
integration in a fingerprint and iris recognition type biometric
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interface, generating encryption without affecting data
processing, and being immune to brute force attacks. The
proposal requires a client server scheme. [27] present an
investigation where the concept of fingerprint is analyzed with
biometric authentication methods based on 2D and 3D. In this
study, the authors developed a different Android application
for each form of authentication, in the work was used 6
volunteers in the preliminary evaluation. In the work, the
accuracy of fingerprint authentication and biometric
authentication of behavior through 2D and 3D gestures was
compared through an application developed for Android, as an
observation it is necessary to collect more exhaustive data and
an analysis of data in depth get better response in biometrics
system.

In [28] present a security scheme for remote
authentication of users based on biometrics, the authors
propose a scheme to overcome attacks such as specific
temporary information attack, reply attack, forward secrecy,
man-in-middle attack, user anonymity and others. In the work
of [29] propose a system for user authentication through a
dynamic online signature, the analysis that authors did is based
on determining the threshold of the signature taking into
account characteristics such as shape, size and speed relative
in the recording of signatures, for each comparison error count
is also shown, this proposal indicates that the signature of an
individual generally changes over time and this threshold is
taken into account, took into account a base of 100 signatures.

Fingerprint registration is one of the best known processes
in the recognition of biometric data, in the work of [30], where
did an experiment with FAR where it has been shown that
fingerprints have better performance than biometric systems of
facial features and voice features, because the acceptance of
impostors is much lower in the fingerprint biometric system,
in the second experiment fingerprint biometric system shows
the best performance of FRR compared to the biometric
system of facial and voice features, obtained that a smaller
number of users genuine ones are rejected by the fingerprint
biometric system. In a third experiment, the fingerprint
biometric system shows the best Failure to Capture (FTC)
performance compared to the facial and voice biometric
system, therefore identified that a lower number of
identification failures in the fingerprint biometric system.

The loT devices is highly used for the registration of
biometric data, because allow a large number of actions to be
carried out to process data, in [31] used a Raspberry Pi as a
remote authentication and registration node. , the enrollment is
successful and the captured data is sent to the cloud, The
fingerprint and face capture sensors along with the Wi-Fi
adapter are successfully connected to the Raspberry Pi, the
captured data is sent to a biometric service Based on Microsoft
Azure, the service extracts features as feature vectors are
stored in a vector database. The system that the authors
propose allows control through the capture of biometric data,
which is scalable. In [32] use a Raspberry Pi for user
authentication through biometric data, the proposed work the
collection of 6 samples of the same person footprint and 6
samples of fingerprints, in the data acquired performed the
steps of Image Acquisition, Image Enhancement, Binarization,
Thinning and Feature Extraction, the images that enter the are
subjected to a preprocessing stage followed by the pattern
matching stage, finally proceeding to a decision-making based
on the match score if the given input is authenticated or not.
The 10T system uses a version of Linux NOOBS and image
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recognition is done using OpenCV. The data recognition
algorithm implemented for fingerprints is SIFT for feature
extraction, a fold pattern orientation flow and fingerprint
orientation normalization using the centroid rule.

In [33] developed a work for access to vehicles through
biometric data, this work used a system implemented in a
Raspberry Pi sensor to acquire fingerprints, the process
consists of capturing the thumb to recognize if the registered
fingerprint matches that of the base, all the car doors will
automatically unlock, otherwise the car will not be unlocked.
The system uses a Global System for Mobile Communication
(GSM) module to communicate to the owner about access
events or access attempts. In [33] propose the implementation
of an Arduino Uno connected to a GSM module and an NFC
reader and implement in Arduino Mini connected with a
fingerprint sensor and an NFC card. The fingerprint detection
algorithm is SmartFinger 3.0. At work use authentication
when a verification occurs, the system sends the user an SMS
with the telephone number of the guest who wishes to enter to
give access authorization, the NFC band allows to acquire
fingerprints and will allow access when it coincides with
registration on the device. In [34] present an interesting work
on the registration of biometric data with EGC analysis, firstly
filter the ECG signal, by eliminating noise with linear or non-
linear methods, propose an adaptive wavelet decomposition
(AWD). However, the AWD has a high demand on Signal
Noise to Ratio (SNR) when reconstructing signals,
furthermore, for this reason the authors add the Singular
Vector Decomposition (SVD) to efficiently extract
compressed features from the based on the reading of
Electrocardiogram (ECG) signal and then recover a clean ECG
signal from the noisy one. The authors highlight that the
algorithms can be implemented in 10T devices using Python
2.7, to filter out noise, allowing effective user authentication
as well as data assurance. In [35] carry out an advanced study
on the authentication and identification systems that are
implemented in the current IoT technology, in which the
Bayesian network algorithms, the radial based SVM in the
kernel function and the dynamic time warping stand out.
distance, while the identification systems are based on
algorithms such as Radial Basis Function Network, Sparce
Approximation Classification, Artificial Neural Network
among others, this investigation gives as a result the
identification and authentication systems are still in an
improvement process in which mathematical processes are still
subject to challenge by attacks and hardware limitations. In
[36] develop an authentication scheme based on multiple
factors and the generation of secret keys using entropy sources
ECG, HRV, and SRAM PUF values. The basis of the work is
ECG and Photoplethysmogram (PPG), to achieve
multifactorial safety. The authors developed a hardware
security engine with ECG entropy sources, Heart Rate
Variability (HRV) and SRAM-based Physical Unclonable
Function (PUF) to perform real time authentication, thus
proposing hybrid signatures that vary from person to person,
and from device to device, for the generation of random secret
keys. The chip proposed is a manufactured in LP CMOS of 65
nanometers, the database used for the data obtained from the
ECG is 741 people. The hardware was tested by ERR, and the
256-bit keys that were generated were tested by NIST
randomness tests.

In [37] proposed a DSA for a Biometric Authentication
System (EBA) based on ECG, one of the contributions is that
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the authors managed to reduce the vulnerabilities of the EBA
when time-based attacks were applied, reducing the latency of
the system. The authors tested their system with attacks on a
convolutional neural accelerator based on FPGA to recover the
captured energy traces, being this work in verifying
countermeasures to side channel attacks in EBA systems based
on system times, without interfering in running system
applications when authentication execution is not being
enforced. In [38] conducted research on Match-on-Card
(MOC) authentication for mobile devices using models for
offline machine learning. The model used by the authors was
calculated by simplifying the SC of the mobile devices,
registering the users, and storing the data in vectors so as not
to retrain the model, comparing the characteristics obtained by
deriving a binary authentication decision. The authors point
out that the advantage of their model is that it can be applied to
different biometrics. The software used by the authors was
Java Card in a 16/32-bit version for face detection. For the
experiments used 8 face images from a template and 4 recently
registered facial images. The ERR results were between 2.4
and 5.4. %. Authentication times are on the order of 1 second.

In [39] developed a biometric authentication system for
automobiles based on EEG, the recordings collected are
transformed to create unique biometric identifiers based on the
acquisition of unrepeatable physiological characteristics, the
system is implemented in mobile devices, the work is based on
obtaining data from brain waves, which are read by the system
and measure the stability of the subject, if the subject is in an
altered state the system does not allow the user to enter, due
because it would be in a disturbed state and it would not be
possible to establish the correct state with which the system
was trained, although author’s work has the defect that in a
disturbed state of the user in which their security is not
compromised it would not be possible to access the system.

Table 1 presents a summary of the most relevant

works of this research.

Table 1: Compilation of signal biometric and methods used in the analyzed
investigations

Author Biometric Method
Govindraj, 2020 Fingerprint SmartFinger 3.0
Cherupally (2020) ECG No mentioned
Cordeiro (2020) ECG EBA
Findling (2018) No mentioned On match-on-card
Klonovs (2013) EEG Neruohead Emotive COPD
Shah (2015) Fingerprint Microsoft Azure
Huang (2017) Face No mentioned
Sujatha and Iris, palm print, face, FAR, FRR, EER
Chilambuchelvan and signature
(2018)
Wojtowicz (2016) Voice, face, and FAR, FRR
fingerprints
Kang (2017) Face No mentioned

As can be seen in the analyzed investigations, the signals
captured by biometric systems can be classified into two parts,
the signals that are acquired with contact such as fingerprints,
palm of the hand and signature, on the other hand, those that
do not require contact such as voice capture, face, iris, among
others. Innovative applications have been found such as the
use of EEG and ECG signals to guarantee the authenticity of
the acquired data. The data acquired without contact ensures
that users who use biometric devices are not put at risk,
although it depends on a more reliable mechanism to validate
the information acquired.
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IV. FUTURE DIRECTIONS

According to the analysis carried out in the present
investigation is possible to determine the direction to take,
which is focused on developing a biometric system that
captures data without the need for contact and supported by an
acquisition of multiple biometric signals with additional radio
validation. frequency to avoid false positives or false
negatives, without neglecting a data encryption mechanism
that guarantees the privacy of the information.

V. CONCLUSION

The development of biometric systems for access control to
different systems has undergone many changes to provide
more secure access and to prevent system access violations.
For this reason, such systems have progressed due to the need
for secure authentication and to deal with attacks from
different systems.

According to the analyzed data, it is possible to observe
that biometric systems depend on the accuracy of the sensors
to collect information from users and on computational
techniques that allow validating the identity of the user. The
efficiency of an authentication system is based on the ability to
determine that the biometric signal comes from an individual,
without false positives, in addition to the correct use of
validation metrics such as FAR, FRR, ROC, among others.

Currently, the biometric data obtained allow the
generation of secure cryptosystems to prevent malicious
agents from obtaining information, therefore, the information
obtained from EGC and EEG allows the generation of highly
secure cryptosystems, because the information obtained
contains many patterns that it encodes. the information
securely.

The biometric data that are commonly acquired are those
from fingerprints, face, and voice, because these are easily
obtained and processed, but these need a strict and reliable
validation process to guarantee the authenticity of the data
entered in the system.
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