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Abstract:  Mobile Ad hoc Network (MANET) is a part of wireless networks that gives different applications in various fields. MANET's security 

had gotten perhaps the greatest issue in fields of networks. MANET is powerless against various kinds of attacks that influence its usefulness 

and availability. The black hole attack is viewed as one of the most perilous dynamic attacks which impedes the presentation and dependability 

of the network because of the dropping of all approaching data packets by the malicious node. 

The black hole attack intends to deceive each node in the network that needs to speak with another node by guaranteeing that it generally has the 

best path to the objective node. AODV is a responsive routing protocol which has no method to identify and forestall black hole attack in to the 

network. In this examination work, we improved the AODV routing protocol utilizing another lightweight method that utilizes hop count and 

trolling to recognize and detect single and multiple black hole attack. 

In this research work we provide the security scheme against single and cooperative black hole attack in MANET. The blackhole attack is packet 

dropping attack behaves like normal node at the time of connection establishment and after forward false reply of destination to sender drops all 

the data packets. In this attack one or more than one malicious nodes create a secure environment with the presence of other normal nodes. The 

proposed IDS (Intrusion Detection System) is identified the nodes those are not forwarded the data packets continuously abut node exist in 

network and provides the secure communication in dynamic network. 
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1. INTRODUCTION 

Mobile Ad hoc networks (MANET) are assortment 

of remote organizations, which comprises of immense 

number of versatile hubs. Hubs in Mobile Ad hoc 

networks (MANET) can associate and leave the 

organization powerfully. The portability and versatility of 

MANET which doesn't need any fixed organization 

foundation, makes it well known for various applications. 

Along these lines, it is extremely valuable for crisis 

circumstance like military activity or catastrophe the 

executives. By methods for definition, MANET is a 

gathering of nomad hubs that performing working as the 

transmitter and recipient both speak with one another by 

means of bidirectional connection straightforwardly or in 

a roundabout way referenced in figure 1. Through RREQ 

demand bundles are overwhelmed by sender and RREP 

answer parcels are opposite back ship off senders by 

beneficiary. The course determination for information 

sending depends on least bounce check esteem. Hence the 

way in the middle of S-C-D is chosen and rest of them 

isn't chosen for information sending in unique 

organization.

 

 
Fig.1 Mobile Ad-hoc Network 
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MANET is a self-governing, self arranging organization. 

This organization can be conveyed anyplace effortlessly 

without no help on any fixed foundation. There is 

framework less and brought together organization in this 

sort of organizations. Hubs are steady from first to last 

remote interface. The dynamic idea of such sort of 

organizations makes it exceptionally hung to different 

connection assaults. The fundamental necessities for a made 

sure about remote systems administration are secure 

conventions which ensure the carefulness, accessibility, 

legitimacy, reality of organization. Many existing security 

answers for wire arranged organizations are inefficacious 

and wasteful for Mobile Ad hoc networks (MANET) 

climate. A specially appointed organization is the co-

employable climate of an arrangement of portable hubs 

which doesn't needed a hindrance of any concentrated 

framework. An impromptu organization is the incidentally 

settled and made organization, which is overseen and 

worked by partaking hubs. Mobile Ad hoc networks 

(MANET) is a gathering or set of portable hubs which can 

contact to one another by utilizing multi-jump remote 

connections. Versatile impromptu organization doesn't need 

any concentrated administration framework and fixed 

organization geography of hubs. 

 

Black-Hole Attack 

It is a functioning assault type where the aggressor hub 

asserts that it has the most limited course to any ideal hub in 

the organization regardless of whether it doesn't have any 

course to it; subsequently all the bundles will go through it 

and this empowers the dark opening hub to advance or 

dispose of parcels during the information transmission. 

Ordinary hubs trust any answer for the solicitations that they 

broadcast and dark opening hub exploits this and continues 

answering to any demand asserting that it has the briefest 

way to the ideal hub. Ordinarily hubs start disclosure stage 

to discover a way to the objective hub. The source hub 

communicates a solicitation to the objective hub, any hub 

getting this solicitation checks in the event that it has a new 

way to the objective hub. At the point when dark opening 

hub gets this solicitation it quickly sends an answer to the 

telecaster asserting that it has the freshest and the most brief 

way to the objective hub. Source hub accepts that answer on 

the grounds that there is no instrument to check that the 

solicitation is from an ordinary hub or from a dark opening 

hub. Source hub begins sending parcels to dark opening hub 

planning to convey these bundles to the objective hub, at 

that point dark opening hub begins to drop these sent 

parcels. Figure 1 shows an illustration of MANET dark 

opening assault. The dark opening assaults can be ordered 

into two sorts: single and helpful dark opening assaults 

where the characterization depends on the quantity of 

assailant hubs. In a solitary dark opening assault, just a 

single aggressor hub is dynamic while in an agreeable dark 

opening assault, there is a gathering of assailant hubs that 

cooperate [4] to debase the organization dependability. 

 

 
 

Fig. 2: A Black Hole Attack in MANET 

Portable specially appointed organization is unconstrained, 

framework or geography less and self coordinated 

organization. MANET has wide territory use in light of their 

self foundation, self creation, and self support. Portable 

impromptu organization (MANET) is a significant part for 

correspondence for versatile framework. Versatile 

framework or hubs or gadget in the portable impromptu 

organization has an opportunity for passage or exit from the 

organization. In a blackhole assault [2,3] an aggressor gets 

bundles from the sender and answer through bogus data of 

objective., and referenced in figure 2. The An is assailant 

hub and S is sender and D is collector.  

 

Versatility mirrors the much of the time change of 

organization geography. Versatile hubs in the portable 

specially appointed organization which has a similar 

correspondence range are supposed to be the neighboring 

hubs and neighboring hubs can contact straightforwardly to 

one another. Portable hubs in MANET can convey to one 

another by passing the information and control bundles 

starting with one hub then onto the next hub, which are in a 

similar remote reach. Trusted and co-employable conduct of 

versatile hubs helps in the correspondence of portable hubs 

in the MANET. The portable hubs in a MANET might be 

PC, switch, PDA, individual computerized aides and so 

forth Portable Nodes sets up the virtual gathering of 

association which serves to one another in passing data and 

control parcels to one another.  

 

The aggressor in organization is existing in remote 

transmission scope of a solitary jump, it is basic or might be 

conceivable numerous and drop all the bundles show up 

with preferable measurement over a typical multihop course. 

The blackhole assault is the steering assault and their 

conduct is additionally similar to as unique blackhole 

implies catch all the information bundles. It is additionally 

workable for the aggressor to advance each piece over the 

blackhole straightforwardly. Because of the idea of remote 

transmission, the assailant can make a blackhole in any 

event, for parcels not routed to itself by that all bundles are 

sent through aggressor and genuine objective just sit tight 
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for information. In world, quite an unselfish hubs is 

commonly remarkably irksome to acknowledge and 

afterward we routinely notice vindictive hubs conjointly 

commitment inside a similar organization. Some of these are 

aggressor hubs that influence the whole activity of 

organization. 

2. RELATED WORK 

The past work in field of blackhole is referenced in this 

part. These work are additionally productive and gives data 

about the work is as of now done in field of assault.  

In [6] Sathish M et.al proposed a security plan to ensure 

the organization against dark opening assaults, it is essential 

to find pernicious hubs during the course revelation 

measure, when they pass the manufactured RREP 

impersonating the source hub. The proposed system does 

precisely the equivalent. In view of the following bounce 

data and the objective grouping number that can be 

separated from the RREPs, this outline handles single, 

synergistic dark opening assaults with alleviated 

computational, steering, and capacity overhead.  

In this work [7] V. Keerthika et.al recommended that the 

direct/backhanded trust be determined utilizing the 

standardized Route Reply mischief factor, interface quality 

and effective conveyances to moderate the dark opening 

assault . The presumption that the limit of the hubs is 

additionally fundamental for productive activity of the 

organization isn't considered. In this work, it is proposed to 

incorporate organization boundaries to ascertain the 

certainty. The hubs travel a significant distance in space 

among one of the MANETs and are not explicit to the 

unwavering quality of another as they don't gather enough 

proof. The model is expected to speak to the vulnerability 

appropriately with the basic vulnerability. 

In this article [8] Raquel Lacuesta et.al can build up a 

protected self-arranged climate for the circulation of 

information and the sharing of assets and administrations 

between clients. A customer can associate with the 

organization since he realizes that somebody to encourage 

has a place with him. Subsequently, legitimate or affirmed 

authority is scattered among the addicts who trust the new 

fanatic. Organization the board is additionally dispersed, 

which permits the organization to have an appropriated 

name administration. We apply lopsided cryptography, 

where every gadget has a public-private key pair for gadget 

recognizable proof and symmetric cryptography to trade 

meeting keys between hubs. There are no unknown clients, 

as classification and legitimacy depend on client ID. 

Unconstrained impromptu organizations require very much 

characterized, productive and easy to understand security 

components.  

In [9] Raj et al. DPRAODV suggested that an extra check 

is performed to decide whether the RREP esteem <L no is 

more prominent than the limit esteem contrasted with the 

typical AODV. In the event that the RREP esteem <L no is 

more prominent than the edge esteem, the hub is viewed as 

malignant and this hub is added to the boycott. At the point 

when the hub identifies a malevolent hub, it sends an 

ALARM bundle to its neighbors. This ALARM parcel has a 

boycotted hub as a boundary. Afterward, if any of different 

hubs gets the RREP bundle, it ensures the boycott condition. 

In the event that that hub or hubs are boycotted, it 

essentially overlooks it and doesn't get a reaction from that 

hub any longer.  

In [10] Panthi N.K et. Al had proposed a framework that 

underpins information security, yet in addition guarantees 

the continuous activity of the moderator by utilizing a 

spurious specialist and a composite affirmation procedure. 

The organization reproduction likewise outlines that no 

specialist is barren for few pernicious hubs. A few 

shortcomings affirm the expansion in the deferral, they 

didn't think about the security of the checking specialist, and 

the fundamental preparing time is additionally higher. They 

inspect three ways to deal with tackling the portable 

specialist security predicament. The three security 

approaches are favored in light of the fact that each is 

executed in a remarkable manner and has qualities that 

different methodologies don't have in making sure about the 

organization. They pick a fractional outcomes verification 

code approach since it can ensure the consequences of 

portable specialists. The calculation with scrambled capacity 

approaches is chosen since it endeavors to combine code 

and information. A clouded framework approach is picked 

in light of the fact that it scrambles the code of a specialist 

so nobody can pick up a full comprehension of its capacity.  

[11], L. Tamilselvan et al., Introduced the idea of 

"unwaveringness structure". Here, a specific degree of 

dependability is relegated to every hub that takes an interest. 

However long the online sender hub disperses and sits tight 

for the RREQ, the got RREPs will be gathered in its reaction 

structure. RREPN is viewed as solid if the normal degree of 

the RREP send hub (RREPN) and its next bounce hub 

(NHN) in this line surpasses the foreordained limit. In this 

manner, while getting various RREPs, the most significant 

level of unwaveringness is chosen. Nonetheless, if the 

dependability level of a few hubs is the equivalent, RREP is 

chosen with the base number of desires. Ultimately, the way 

is cultivated through the chose way.  

[12] The Sun B venture, planned dependent on a bunch of 

associated or neighboring hub data, is intended to make sure 

about the organization from a dark opening assault 

comprising of two sections: network revelation and reaction. 

There are two significant strides in the disclosure cycle: the 

initial step [9] Raj et al. An extra DPRAODV check is 

performed to decide if the RREP se <L esteem is higher than 

the typical AODV esteem. In the event that RREP se <L 

doesn't surpass any worth, the hub is viewed as malignant 

and the hub is boycotted. At the point when a hub 

distinguishes a malignant hub, it sends an ALARM bundle 

to its neighbors. This ALARM bundle has a boycott hub as a 
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boundary. Afterward, if different hubs/RREP get the parcel, 

it will guarantee the boycott mode. On the off chance that 

this hub or hub is boycotted, it essentially disregards it and 

doesn't get a reaction from that hub.  

In this work [13], an always expanding number of specific 

organization arrangements and area administrations require 

the investigation of the area of portable hub neighbors. 

Notwithstanding, this cycle can be effectively manhandled 

or disturbed by contradicting hubs. Without pre-dependable 

hubs, the revelation and approval of neighbors 'positions has 

introduced unexplored difficulties in the writing. In this 

article, we will address this open issue by proposing a 

completely fledged agreeable arrangement that is solid 

against autonomous and firm opponents, which is just 

frustrated by an enormous number of adversaries. The 

outcomes show that our understanding can forestall over 

99% of assaults in the most ideal conditions for the other 

party with the best bogus positive rate. 

In this work [14] the Black Cave assault is a genuine 

danger on the versatile publicizing organization (MANET). 

In this assault, the pernicious hub beats the reaction to the 

phony line and deludes the source hub, subsequently making 

a way to the noxious hub and sending all the information 

parcels to the malevolent hub. In each conventional manner 

to recognize such an assault, the pace of misconception is 

generally high. To cure this imperfection, we proposed 

another strategy for revelation dependent on the succession 

number in the street reaction data, utilizing new data from 

the objective hub, just as observing the data passed on by 

the transitional hubs out and about. . The consequences of 

the PC recreation show that our technique is a lot of lower 

than the bogus positive and negative proportion in the 

recognition of different malignant hubs than in the ordinary 

strategies.  

In this work [15] Panagiotis Papadimitratos and Zygmunt 

J. Haas predominantly consider expanding course 

solicitation and reaction parcels and in the accompanying 

each sort of message is demonstrated independently. Be that 

as it may, it is feasible for SRP to control in an exceptionally 

huge number of general boundaries, where, for instance, a 

course reaction is added to a data parcel. Throughout this 

work, a course revelation convention that mitigates the 

unfavorable impacts of such noxious conduct gives right 

network data. Their convention guarantees that created 

traded off or replayed course reactions will either be 

dismissed or never arrive at the mentioning hub. Likewise, 

the responsiveness of the convention is saved under various 

sorts of assaults that abuse the directing convention itself. 

The main necessity of the proposed theme is that the 

presence of a security relationship between the starting hub 

of the solicitation and subsequently they looked for 

objective. In particular, no suppositions that are made with 

respect to moderate hubs, which may display incautious and 

pernicious conduct. The generally acknowledged procedure 

in the MANET setting of course disclosure dependent on the 

transmission of solicitation parcels is the premise of our 

convention. Specifically, as the solicitation bundles cross the 

organization, the halfway hand-off hubs add their image (eg, 

the IP address) in the header of the solicitation parcel. at the 

point when at least one solicitations arrive at the ideal 

objective, the reactions containing the amassed courses are 

gotten back to the solicitation hub; the source would then be 

able to utilize at least one of these courses to communicate 

its data.  

In this exploration work [16] K. S. Sujatha, Vydeki 

Dharmar, R. S. Bhuvaneswaran, proposed the plan of IDS 

dependent on a hereditary calculation for MANET. In this 

work, we proposed a technique to analyze the revelation of 

assaults in the AODV directing convention, specifically the 

most well-known organization layer assault, the Blackhole 

assault, and to build up an interruption identification 

framework ( IDS) in view of detail utilizing the hereditary 

calculation approach. The proposed framework depends on 

a hereditary calculation, which examines the practices of 

every hub and gives insights regarding the assault. 

Hereditary Algorithm Control (GAC) is a bunch of different 

guidelines dependent on the fundamental attributes of 

AODV, for example, demand move rate, reaction get rate, 

and so on 

In this examination work [17] Dr Karim KONATE, 

GAYE Abdourahime, proposed an investigation of assaults 

in versatile specially appointed organizations: displaying 

and reproduction. In this title, this work is given to the 

investigation of assaults and countermeasures in MANET. 

After a short prologue to what MANETs are and network 

security, we present an investigation of the various assaults 

in MANETs with respect to fizzled steering conventions. 

We additionally present the various apparatuses utilized by 

these assaults and the instruments utilized by secure steering 

conventions to counter them. In this characterized the idea 

of DoS as its various kinds. They introduced a few DoS 

assault choices experienced in MANETs, their method of 

activity and in this way the systems utilized and the 

conventions which actualize them to counter these assaults.  

In this article [18] N. Gandhewar, R. Patel, proposed the 

discovery and anticipation of well assaults on the AODV 

convention in the impromptu portable organization. This 

work essentially centers around the well issue, its outcomes 

and presents a system of identification and anticipation of 

this with regards to the AODV convention. Sinkhole is one 

of the sorts of serious assaults which endeavors to pull in a 

large portion of the organization traffic to itself and debase 

network execution. The AODV steering convention is 

essentially dissected under wormhole and blakhole, and 

flood assault, which should likewise be examined under 

different kinds of assault. It additionally shows the 

presentation of AODV without gorge assault, enduring an 

onslaught and after utilization of our system as reproduction 

result acquired for specific varieties of organization hubs, 
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considering execution measurements like throughput, PDR, 

start to finish deferral and bundle misfortune.  

In this paper [19] P.K Singh, G. Sharma has proposed a 

productive counteraction of dark opening issues in 

MANET's AODV steering convention. This assignment 

gives an answer for a dark opening assault in specially 

appointed on-request distance vector (AODV) steering, one 

of the notable directing calculations for MANET. Dark 

opening assaults are one such security hazard. In this 

assault, a pernicious hub erroneously promotes the most 

brief way to the objective hub with the aim of meddling with 

the correspondence. The proposed strategy utilizes aimless 

mode to recognize noxious hubs (dark openings) and 

proliferate the data of the vindictive hub to all different hubs 

in the organization.  

In this paper, [20] Jian-Ming Chang, Po-Chun Tsou, Han-

Chieh Chao, and Jiann-Liang Chen anticipated CBDS: The 

Co-Bait Detection Theme is an Attacker for a Hybrid 

Defense Design Supported by MANET. It is to stop the 

malignant action of the hub. They have given them a system 

to recognize noxious hubs that dispatch dark opening or dim 

opening assaults and facilitated zone assaults. This is known 

as the Coordinated Bait Detection Theme (CBDS). It 

incorporates proactive and responsive safeguard models and 

arbitrarily works with nearby hubs at irregular. By giving up 

the location of the nearby hub for the objective location of 

the trap, it reacts to the RREP by benefiting from the 

malevolent hub and recognizes the malignant hub by the 

proposed switch follow program, bringing about an assault 

to forestall.. 

3. PROPOSED WORK 

The proposed procedure is created to oppose brilliant dark 

opening assaults by utilizing counter and savaging 

messages. The proposed procedure comprises of two stages: 

savaging and Nonneighbor Reply. In savaging stage every 

hub has a savage clock, the estimation of the clock is set 

haphazardly to B seconds, and each time the clock arrives at 

B it makes and broadcasts a savage solicitation with an 

arbitrarily created counterfeit id. Contingent upon the 

characteristic conduct of a dark opening hub when it gets 

any course demand it reacts with an answer asserting that it 

has the best way regardless of whether it doesn't exist. At 

the point when the dark opening gets the savage solicitation 

it sends an answer to the source hub asserting that it has a 

course; when the source hub gets the answer it promptly 

considers the hub which reacted as a dark opening and adds 

it to the dark opening rundown since it professed to have a 

course to a phony hub. In the snare demand, the estimation 

of TTL (Time-To-live) is set to one to try not to block the 

organization with counterfeit solicitations. As in a local 

AODV when any hub needs to speak with another in the 

organization it communicates RREQ to the objective hub. In 

Nonneighbor Reply stage every hub knows its neighboring 

hubs due to the welcome message broadcasting measure. At 

the point when the source hub gets an answer it checks the 

id of the base distance node(MDN) on the off chance that it 

is in the dark opening rundown; at that point it disposes of 

the answer; else it checks if the id exists in the neighbor list 

by contrasting the ID and ones in the neighbor list; on the 

off chance that MDN isn't a neighbor hub, at that point the 

source hub disposes of that answer to evade any 

correspondence with obscure hubs. The proposed procedure 

gives a self-discovery and segregation for any dark opening 

hub which empowers the network between MANET hubs. 

The recommended strategy doesn't utilize the dark opening 

caution to keep any brilliant dark opening hub from utilizing 

this component by communicating bogus alerts. We set the 

TTL of the savage solicitation to one to try not to block the 

organization by savage solicitations and reactions. The 

arbitrariness in both phony id and savage clock will keep the 

dark opening hub from recognizing any example to counter 

this strategy. No overhead and exceptional parcels are 

utilized which make it a lightweight strategy. 

Algorithm: Single Blackhole node detection and prevention 

Input: 

M:mobile nodes 

I:intermediate nodes 

B:blackhole node 

S:Source node 

D:destination node  

rp: : routing packet  

ack: acknowledge 

Seq: higher sequence number 

AODV: routing protocol 

Ψ: radio zone 550m 

Output: blackhole node detection, percentage of infection, 

PDR, NRL, throughput 

Procedure:1 Trolling Phase 

Source Node 

1 if CurrentTime ==Troll_Time then 

2 Create Troll request; 

3 Generate a random ID and Set it in Troll request; 

4 Set TTL of  Troll request to 1;// TTL (Time-To-Live) 

5 Broadcast Troll request; 

6 Reset Troll_time to a random time; 

7 end if 

8 for each received Reply to the Troll request do 

9 Store MDN id in the Black-hole list;// MDN (Minimum 

Distance Node) 

10 end for 

 

Procedure:2: Nonneighbor Reply phase 

Source Node 

1 Broadcast request to the Destination node by using AODV 

Protocol. 

2 for each received Reply to the Destination node request 

do 

3 if MDN in the Black-hole list then 
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4 Ignore reply; 

5 end if 

6 if MDN not in neighbor list && Not from Destination 

node then 

7 Ignore reply; 

8 else 

9 start transmitting packet to nearest node as per AODV 

protocol. 

10 end if 

11 end for 

 

5. RESULT ANALYSIS 

Simulation results of single black hole:- 

 
As appeared in Figure 3 the consequence of Throughput in 

local AODV when there is a dark opening hub in the 

organization was the most reduced in view of the bundle 

dropping brought about by the dark opening hub. The 

aftereffect of Throughput in local AODV when there is no 

dark opening hub in the organization was the most elevated. 

Taking a gander at the consequences of CBTT demonstrated 

a higher throughput than local AODV when there is a dark 

opening hub, yet lower than local AODV when there is no 

dark opening hub in the organization. The throughput 

improvement of recommended CBBT is because of 

dropping any answer From obscure hubs that guarantees that 

they have a more limited way than some other hub to the 

objective hub which prompts diminishing the throughput. 

Likewise, the situation of the dark opening hub plays a 

significant principle, as it very well might be situated in the 

most limited way between the source and objective. 
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Fig. 3 Results of Throughput vs. the number of nodes 

 

Table 1: Number of nodes vs. Throughput 

Number of Nodes CBTT Native AODV Without BH Native AODV With BH 

25 80.99 102.735 37.962 

50 139.137 174.236 24.544 

100 88.542 142.368 40.251 

150 121.5 174.689 35.248 

 

As appeared in Figure 4 the aftereffect of End-to-End Delay 

in local AODV when there is a dark opening hub in the 

organization was the most elevated. The aftereffect of End-

to-End Delay in local AODV when there is no dark opening 

hub in the organization was the most minimal in light of the 

AODV instrument in choosing the briefest path. The 

consequences of CBBT demonstrated a slight distinction in 

End-to-End Delay results contrasted and local AODV when 

there is no dark opening hub and this is a direct result of the 

way choice system in CBBT which stays as before as in 

local AODV. 

 



Rupal Jain et al, International Journal of Advanced Research in Computer Science, 11 (6), November-December 2020,36-45 

© 2020-2022, IJARCS All Rights Reserved       42 

0

0.2

0.4

0.6

0.8

1

1.2

1.4

1.6

25 50 100 150

P
D

R

Number of Nodes vs. PDR

CBTT

Native AODV
Without BH

Native AODV
With BH

 
Fig. 4 Results of Throughput vs. PDR 

 

Table 2: Number of nodes vs. PDR 

Number of Nodes CBTT Native AODV Without BH Native AODV With BH 

25 1.195 1.12 1.442 

50 0.934 0.902 1.064 

100 0.884 0.852 1.021 

150 0.871 0.733 1.251 

 

As appeared in Figure 5 the aftereffect of PDR in local 

AODV when there is a dark opening hub in the organization 

was low close to zero since dark opening hub consistently 

expects to the cut association between any two hubs that 

attempt to impart in the organization and attempt to ingest 

all parcels between them. The consequence of PDR in local 

AODV when there is no blackhole hub in the organization 

was the most elevated. Taking a gander at the consequences 

of CBBT demonstrated a higher PDR than local AODV 

when there is a dark opening hub, however lower than local 

AODV when there is no dark opening hub in the 

organization. The PDR improvement of recommended 

CBBT is a result of the dropping of any answer that is from 

obscure hub, which diminishes PDR. What's more, the 

situation of the dark opening hub plays a significant 

guideline, as it very well might be situated in the most 

limited way between the source and objective. 
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Fig. 5 Number of nodes vs. End to End Delay 
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Table 3: Number of nodes vs. End to End delay 

Number of Nodes CBTT Native AODV Without BH Native AODV With BH 

25 0.07961 0.10132 0.03611 

50 0.13538 0.17202 0.02242 

100 0.08658 0.14093 0.03846 

150 0.11962 0.17163 0.03219 

 

Simulation results of multiple black hole:- 

 

As appeared in Figure 6 the consequence of local 

AODV against helpful dark opening hubs demonstrated a 

zero Throughput because of actuality that expanding number 

of dark opening hubs in the organization will undoubtedly 

forestall the association between the source hub and the 

objective hub. The consequence of Throughput in CBBT 

AODV is diminished while expanding the quantity of dark 

opening hubs in the organization. The drop in Throughput is 

a result of the situation of the dark opening that might be 

situated in the way between the source hub and the objective 

hub, notwithstanding the way that CBBT drops any answer 

from obscure hubs. 
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Fig. 6 Number of BH nodes vs. Throughput 

 

Table 4: Number of BH nodes vs. Throughput 

 
As appeared in Figure 7 the consequence of End-to-End 

Delay in local AODV when there were just two dark 

opening hubs in the organization was the most elevated. 

Likewise when the quantity of dark opening hubs expanded 

the association between the source hub and the objective 

hub was forestalled so the End-to-End Delay arrived at 

endless. CBBT AODV demonstrated a slight distinction 

End-to-End Delay results with local AODV while 

expanding number of dark opening hubs in light of the fact 

that the instrument in choosing the way remains equivalent 

to in local AODV. 

 

Number of BH CBTT Native AODV Without BH Native AODV With BH 

2 111.194 152.944 11.551 

4 74.968 152.944 0 

8 70.967 152.944 0 

10 52.987 152.944 0 
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Fig. 7 Number of BH nodes vs. End to End Delay 

 

Table 5: Number of BH nodes vs. End to End delay 

Number of BH CBTT Native AODV Without BH Native AODV With BH 

2 1.112 0.922 1.441 

4 1.164 0.922 ∞ 

8 1.251 0.922 ∞ 

10 1.344 0.922 ∞ 

 

As appeared in Figure 8 the aftereffect of local AODV 

against agreeable dark opening hubs indicated a zero PDR 

on the grounds that when the quantity of dark opening 

builds they will cover the entire organization, which will 

without a doubt cut any correspondence between any two 

hubs in the organization. The aftereffect of PDR in CBBT 

AODV is diminished while expanding the quantity of dark 

opening hubs in the organization. The diminishing in PDR is 

a result of the situation of the dark opening hubs that might 

be situated in the way between the source hub and the 

objective hub, notwithstanding the way that CBBT drops 

any answer from obscure hubs. 
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Fig. 8 Number of BH nodes vs. End to PDR 

 

Table6: Number of BH nodes vs. End to PDR 
Number of BH CBTT Native AODV Without BH Native AODV With BH 

2 0.10791 0.15039 0.01157 

4 0.07316 0.15039 0 
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8 0.06905 0.15039 0 

10 0.05121 0.15039 0 

 

7. CONCLUSION: 

 

The black-hole attack is viewed as one of the most genuine 

assaults that influence the activity of MANET. The location 

and detachment of any dark opening hubs in the 

organization are viewed as a fundamental assignment to 

forestall network breakdown. In this examination, we 

presented a brilliant dark opening location and seclusion 

strategy that should be considered in building and building 

up any dark opening battling conventions or procedures. The 

proposed CBBT coordinates the two clocks and bedeviling 

procedures to upgrade dark opening recognition ability 

while protecting Throughput, End-to-End Delay, and Packet 

Delivery Ratio. The recreation consequences of the 

proposed procedure demonstrated that the End-to-End 

Delay, Throughput, and Packet Delivery Ratio are near the 

local AODV. As a future work, we plan to improve the 

proposed model to expand the Throughput and Packet 

Delivery Ratio likewise to diminish the End-to-End Delay. 

8. REFERENCES 

 
[1] C.Siva Ram Murthy and B S Manoj, „Mobile Ad Hoc 

Networks-Architecture and Protocols”, Pearson Education, 

ISBN 81-317-0688-5, 2004. 

[2] Yongguang Zhang and Wenke Lee, Security in Mobile Ad-

Hoc Networks, in Book Ad Hoc Networks Technologies 

and Protocols, Springer, 2005. 

[3] M. A. Shurman, S. M. Yoo, and S. Park, “Black hole attack 

in wireless ad hoc networks,” in ACM 42nd Southeast 

Conference (ACMSE‟04), pp. 96-97, April. 2004. 
[4] Mohd Anuar Jaafar and Zuriati Ahmad Zukarnain, 

“Performance Comparisons of AODV, Secure AODV and 

Adaptive Secure AODV Routing Protocols in Free Attack 

Simulation Environment”, European Journal of Scientific 

Research, pp. 430-443, 2009. 

[5] Khin Sandar Win,” Analysis of Detecting Wormhole 

Attack in Wireless Networks”, World Academy of Science, 

Engineering and Technology 48, pp. 422-428, 2008. 

[6] Sathish, Arumugam, S.Neelavathy Pari, Harikrishnan V, 

"Detection of Single and Collaborative Black Hole Attack 

in MANET", This full-text paper was peer-reviewed and 

accepted to be presented at the IEEE, WiSPNET, 2016. 

[7] V. Keerthika, N. Malarvizhi, "Migrating Blackhole Attack 

using Trust with AODV in MANET", IEEE, 2016 

[8] Raquel Lacuesta, Jaime Lloret, Miguel Garcia and Lourdes 

Penalver, "A Secure Protocol for Spontaneous Wireless Ad 

Hoc Networks Creation", IEEE Transactions on Parallel 

and Distributed Systems, Vol. 24, No. 4, 629-641, April 

2013. 

[9] Raj PN, Swadas PB, "DPRAODV: A Dynamic Learning 

System against Blackhole Attack in AODV based 

MANET', International Journal of Computer Science Issue, 

Vol. 2, pp 54-59, 2009. 

[10] Neelesh Kumar Panthi, Ilyas Khan, Vijay k. Chaudhari, 

“Securing Mobile Agent Using Dummy and Monitoring 

Mobile Agents” , "International Journal of Computer 

Science and Information Technologies,(IJCSIT), Vol. 1 (4) 

, pp. 208-211, 2010. 

[11] L.Tamilselvan, Dr.V. Sankaranarayanan, "Prevention of 

Co-operativeBblack hole attack in MANET ", Journal of 

Networks,, 2008,pp. 13– 20. 

[12] Sun B, Guan Y, Chen J, Pooch UW , " Detecting Black-

hole Attack in Mobile Ad Hoc Networks". 5th European 

Personal Mobile Communications Conference, Glasgow, 

United Kingdom, 22-25 April 2003. 

[13] Marco Fiore, Claudio Ettore Casetti, Carla-Fabiana 

Chiasserini, and Panagiotis Papadimitratos, "Discovery and 

Verification of Neighbor Positions in Mobile Ad Hoc 

Networks ", IEEE Transactions on Mobile Computing, 

Vol. 12, No. 2, Pp. 289-303, February 2013 

[14] X.Y. Zhang, Y. Sekiya and Y. Wakahara, “Proposal of a 

Method to Detect Black Hole Attack in MANETs”, 

Proceeding of IEEE International Symposium on 

Autonomous Decentralized System ISADS, 2009. 

[15] Panagiotis Papadimitratos and Zygmunt J. Haas , "Secure 

Routing for Mobile Ad hoc Networks", In Proceedings of 

the SCS Communication Networks and Distributed 

Systems Modeling and Simulation Conference (CNDS 

2002), San Antonio, TX, pp 1-13,January 27-31, 2002 

[16] K. S. Sujatha, Vydeki Dharmar, R. S. Bhuvaneswaran 

“Design of Genetic Algorithm based IDS for MANET”, 

International Conference on Recent Trends in Information 

Technology (ICRTIT), pp. 28-33, 2012. 

[17] Dr Karim KONATE, GAYE Abdourahime “Attacks 

Analysis in mobile ad hoc networks: Modeling and 

Simulation”, 2011 Second International Conference on 

Intelligent Systems, Modelling and Simulation, pp. 367 – 

372, 2011. 

[18]     N. Gandhewar, R.Patel, “Detection and Prevention of 

Sinkhole Attack on AODV Protocol in Mobile Adhoc 

Network”, Fourth International Conference on 

Computational Intelligence and Communication Networks 

(CICN), pp. 714 – 718, 2012. 

[19]      P.K Singh, G. Sharma, “An Efficient Prevention of Black 

Hole Problem in AODV Routing Protocol in MANET”, 

IEEE 11th International Conference on Trust, Security and 

Privacy in Computing and Communications (TrustCom), 

pp. 902 – 906, 2012. 

[20]     Jian-Ming Chang, Po-Chun Tsou, Han-Chieh Chao, Jiann-

Liang Chen, “CBDS: A Cooperative Bait Detection 

Scheme to prevent malicious node for MANET based on 

hybrid defense architecture”, 2nd International Conference 

on Wireless Communication, Vehicular Technology, 

Information Theory and Aerospace & Electronics Systems 

Technology (Wireless VITAE), pp. 1-5, 2011.  

 


