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Abstract: The conventional wireless network makes use of the base station, hardware, as a central entity. When no base station on hand or it is 
out of range, mobile nodes can still form a fully connected wireless network, accordingly called ad hoc mode. Ever since the initiative of ad hoc 
routing was regarded, an overabundance of protocols has surfaced, customized for a particular state. If a routing protocol does not achieve as 
projected, it is reduced quality of service. The routing protocol should be validated before deployment. A good way to confirm a protocol is to 
use formal verification techniques. This paper presents the various tools/techniques/languages used for formal modeling and verification of the 
ad hoc network routing protocols. It ranges from Petri nets, SPIN Model Checker, PROMELA, AVISPA, HLPSL, UPPAAL Model Checker, 
SDL and BAN logic. 
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I. INTRODUCTION 

The conventional wireless network makes use of the 
base station, hardware, as a central entity. For that reason, it 
is an infrastructure based network. The base station is 
coupled to a wired network and facilitates computers in 
proximity to hook up to it using wireless network cards. 
When no base station on hand or it is out of range, mobile 
nodes can still form a fully connected wireless network, 
accordingly called ad hoc mode. Nodes within wireless 
transmission range of each other can then communicate 
directly in a peer-to-peer fashion. A Mobile Ad hoc 
Network is a network of mobile nodes operating in ad hoc 
mode. In the case of an ad hoc network without multi-hop 
paths, a node that needs to deliver a packet to another node 
which is not within direct transmission range will not be 
able to do so.  

This state can be coped by running a routing protocol 
all through the network so as to ascertain such paths. If there 
exists a multi-hop radio path involving two nodes, then 
packets can be routed. Building a routing protocol for a 
mobile ad hoc network poses added challenges in contrast to 
the infrastructure based case. Ever since the initiative of ad 
hoc routing was regarded, an overabundance of protocols 
has surfaced, customized for a particular state. If a routing 
protocol does not achieve as projected, it is reduced quality 
of service. In the most awful situation an application might 
not work by any means. Another quandary with a faulty 
protocol is that the workstation happens to be exposed to 
attacks from malicious users.  

With the aim of to rule out invalid actions, protocol 
designers subject their designs to validation. A general 
manner to do this is to build a software model of the 
protocol and simulate a large figure of usage situations. The 
model is performed on virtual devices in a simulated 
environment. After a stipulated time the simulation is 
stopped and the result examined. A second methodology 
used in progress of the protocol is to do live tests on real 
hardware. In order for experimentations to give in 
significant information, they could do with a number of tests 

can be performed and averaged. Neither simulation nor 
testing is complete. They can be used to identify the bugs 
that are easily located but cannot exclude protocol blueprint 
errors. The third method to confirm a protocol is to use 
formal verification techniques. A protocol model is checked 
to see if it verifies to user requirements. Rather than 
executing the model, its logical formation is considered. 
This practice works by using mathematical logic and can be 
more or less automatic. It is wise to consider that formal 
verification is not a replacement for testing or simulation. 
These three techniques are much more complementary 
rather than competitive approaches.  

There are mainly three kinds of automated formal 
verification techniques [8], namely, model checking, 
theorem proving and equivalence checking. Model checking 
is a method to validate if a formally modeled system 
satisfies a given property. Theorem proving technique uses 
mathematical methods, such as axioms and rules, to prove 
the correctness of a system. Equivalence checking formally 
checks if two models, at different abstraction levels, are 
equivalent.   

Model Checking and Theorem Proving are used 
techniques for the validation of routing protocols of ad hoc 
networks. The literature has shown the various tools/models/ 
languages used for this purpose. This paper is intended for 
the audience, looking for the tools and techniques for formal 
modeling and verification of ad hoc network routing 
protocols. To determine the correctness of a particular 
protocol definition for correct operation of an ad hoc routing 
protocol [31] is like as follows. If there at one point in time 
exists a path between two nodes, then the protocol must be 
able to find some path between the nodes. When a path has 
been found, and for the time it stays valid, it shall be 
possible to send packets along the path from the source node 
to the destination node. 

The rest of the paper is organized as follows. The 
section 2 is about the various techniques/tools/ languages 
used for the formal modeling and verification of ad hoc 
network routing protocols. The section 3 is the Conclusion. 
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II. REVIEW OF LITERATURE 

There are number of formal approaches and their 
applications in diverse areas for validation and for proving 
correctness the models in study. The formal verification 
techniques applicable to all areas of ad hoc network namely, 
authentication, access control, routing etc. As the present 
study is about the usage of formal approach for the 
validation of routing protocols of ad hoc networks, so below 
is the listing of the techniques/tools for specification, 
modeling and verification of it with the references of studies 
that have used these for validation of their models.  

A. Petri Nets:  
Petri nets [21] are a basic model of parallel and 

distributed systems, designed by Carl Adam Petri in 1962. 
These are a graphical tool for the formal description of the 
flow of activities in complex systems. The technique is 
mathematically defined. Many static and dynamic properties 
of a Petri net (and hence a system specified using the 
technique) may be mathematically proven. With the time 
there many variants of Petri nets like High Level Petri nets, 
Fuzzy Petri nets, Object Oriented Petri nets, 
Place/Transition nets, Petri nets with time, Stochastic Petri 
nets, Hybrid, Modular, Inhibitor, Symmetric, Hierarchical 
and Colored Petri nets. The Petri net tools database for 
various variants and platforms is available on webpage [9]. 

Stochastic Petri Nets [36] is used to build an 
approximate model for a quick numerical analysis of 
performance. It allows the quick construction of a simplified 
abstract model that is numerically solved for different model 
parameters. The dynamic topological Fuzzy timing high 
level Petri nets [32] defined to construct and verify routing 
protocols for MANET. A highly abstract Coloured Petri Net 
model [4] of routing in a MANET based on DSDV routing 
protocol created. This study demonstrates the feasibility of 
using CPNs to model routing protocols of MANETs given 
their dynamically changing network topologies. An 
adequate formal modeling technique that is integration of 
Petri nets and Petri net transformations [14] called 
reconfigurable systems and algebraic higher order nets 
proposed for formal modeling and analysis of flexible 
processes in mobile ad-hoc networks 

B. SPIN and PROMELA:  
SPIN is a popular open-source software tool [11], used 

by thousands of people worldwide that can be used for the 
formal verification of distributed software systems. The tool 
was developed at Bell Labs in the original UNIX group of 
the Computing Sciences Research Center, starting in 1980. 
The software has been available freely since 1991, and 
continues to evolve to keep pace with new developments in 
the field. In April 2002 the tool was awarded the prestigious 
System Software Award for 2001 by the ACM. It has been 
used to detect design errors in applications ranging from 
high-level descriptions of distributed algorithms to detailed 
code for controlling telephone exchanges. SPIN verification 
models are focused on proving the correctness of process 
interactions, and they attempt to abstract as much as 
possible from internal sequential computations. SPIN 
accepts design specifications written in the verification 
language PROMELA (a Process Meta Language), and it 
accepts correctness claims specified in the syntax of 
standard Linear Temporal Logic (LTL).  

PROMELA is a verification modeling language. It 
provides a way for making abstractions of distributed 
systems. It defines a finite set of processes, which together 
constitute the behavior of the system. Linear Temporal 
Logic a logic in which one express property of paths in a 
computation tree. In particular, properties such as “for some 
state on the path” or “for every two consecutive states” can 
be expressed. 

A formal Verification [23] of Ad-Hoc Routing 
Protocols Using SPIN Model Checker is done. The protocol 
under study was WARP. In order to exemplify the 
methodology [5] for formal verification of routing protocols 
for ad hoc networks use PROMELA and verified them using 
SPIN. The verification of simplified version of CAR for 
verification [18] PROMELA and SPIN was used. A formal 
security analysis [12] of Secure AODV (SAODV) using 
SPIN studied. First, they formally specify two security 
properties in the presence of an external attacker and model 
the protocol using PROMELA, the specification and 
modeling language of SPIN. A Component based Testing 
Technique for a MANET Routing Protocol [35] use 
PROMELA and SPIN to build formal model for their study. 

C. UPPAAL: 
UPPAAL is a tool box for validation (via graphical 

simulation) and verification (via automatic model checking) 
of real-time systems. The tool has been developed in 
collaboration between the Design and Analysis of Real-
Time Systems group at Uppsala University, Sweden and 
Basic Research in Computer Science at Aalborg University, 
Denmark. UPPAAL uses very restricted data structures, 
forcing to find alternative ways of expressing some complex 
data structures. This resulted in an increase in model size 

A study to define methodology [26] for the verification 
of real-world communication protocols use UPPAAL to 
verify timing properties of AODV protocol and results a 
tractable timed automata model of AODV. For automatized 
verification [31]  of Ad hoc Routing protocols the paper 
evaluates two model checking tools, SPIN and UPPAAL, 
using the verification of the Lightweight Underlay Network 
Ad hoc Routing protocol (LUNAR) as a case study. A 
pattern to model mobile ad hoc networks in UPPAAL, 
including encodings of locations and mobility as well as 
local broadcast where the actual receivers of messages are 
those nodes only that are immediate neighbours of the 
emitting node was provided [13].  

D. AVISPA and HLPSL: 
AVISPA stands for Automated Validation of Internet 

Security Protocols and Applications. It provides a modular 
and expressive formal language for specifying protocols and 
their security properties, and integrates different back-ends 
that implement a variety of automatic protocol analysis 
techniques [16]. SPAN, the Security Protocol ANimator for 
AVISPA is designed to help protocol developers in writing 
HLPSL specifications. From an HLPSL specification SPAN 
helps in interactively building Message Sequence Charts 
(MSC) of the protocol execution. Since SPAN implements 
an active intruder, it can also be used to interactively find 
and build attacks over protocols. The High Level Protocol 
Specification Language (HLPSL) is an expressive language 
[34] for modelling communication and security protocols. 
HLPSL draws its semantic roots from Lamport’s Temporal 
Logic of Actions. The importance of AVISPA is given by 



Amandeep Verma, International Journal of Advanced Research in Computer Science, 2 (4), July-August, 2011, 526-530 

© 2010, IJARCS All Rights Reserved                         528 

the fact that it has a high capacity of developing new 
network protocols and of securing already proposed 
protocols, making them easier to accept by the users. 

The demonstration of  AVISPA formal verification tool 
can be used to validate the security properties of ad hoc 
secure routing protocols is presented [3][19][20]. In order to 
prove the technique formal verification of ARAN, endairA 
are taken as case study. 

E. SDL: 
Specification and Description Language (SDL) is an 

object-oriented, formal language [24] defined by the 
International Telecommunications Union- Telecommuni 
cations Standardization Sector (ITU-T). The commercial 
tools available in the market are ObjectGeode, Cinderella, 
Safire-SDL, PragmaDev. The variant SDL-RT is used to 
develop real-time and embedded software.  

In the validation model [6][7][30] of DSR Protocol 
formal specifications use SDL Language. 

F. Specification language Z: 
The Z (pronounced Zed) language is a formal 

specification language named after Zermelo–Fraenkel set 
theory, is a formal specification language used for 
describing and modeling computing systems. Z was 
developed in Paris, France and Oxford, England. Z/EVES, 
is a proof tool based on EVES and ZF set theory that 
supports the Z notation. The Z notation is used as a formal 
technique because of its abstract characteristics and 
properties, and having a rigorous computer tool support. 

The Z notation is used as a formal technique [28] for 
formal Verification of Route Request procedure for AODV 
Protocol. The formal specification is analyzed and validated 
using Z Eves tool. 
G. BAN Logic: 

Burrows–Abadi–Needham logic (also known as the 
BAN logic) is a set of rules for defining and analyzing 
information exchange protocols. Specifically, BAN logic 
helps its users determine whether exchanged information is 
trustworthy, secured against eavesdropping, or both. BAN 
logic starts with the assumption that all information 
exchanges happen on media vulnerable to tampering and 
public monitoring. 

The paper [22] and another [29] describe the 
formalization of routing protocols by using BAN logic. A 
Secure Dynamic Source Routing protocol for Mobile Ad 
hoc Networks that prevents a lot of potential attacks to these 
kind of networks. The stated security goals using the BAN 
logic formalism [10] are shown.  

H. SMV: 
SMV [25] is another model checking tool used for 

verification of hardware systems.. It allows several forms of 
specification, including the temporal logics CTL and LTL, 
finite automata, embedded assertions, and refinement 
specifications. It also includes an easy-to-use graphical user 
interface and source level debugging capabilities. SMV 
automatically verifies a design for all possible input 
sequences for properties of combinational logic and 
interacting finite state machines. When a property fails to 
verify, then a counterexample trace is produced which helps 
locating the bugs and fixing the model. NuSMV [1] is an 
open source tool for Symbolic Modeling Checking. 

The most well-known tool that makes use of symbolic 
model checking is SMV series. In this paper we use 
Cadence SMV, which is designed in Cadence Berkeley Lab. 
The properties to be verified are specified in LTL (Linear 
Temporal Logic). Although originally it is designed mainly 
as a verification system for hardware design, many people 
started to apply it to more general and software-based 
verification tasks. The usage of Cadence SMV for validation 
of AODV protocol is shown in the study [33].  

I. Others: 
The paper [2] describes the modeling of AODV, a 

reactive routing protocol for MANETs, in the ω-calculus.  
A technique for modeling and automatic verification of 

network protocols, based on graph transformation [17], is 
suggested. It is suitable for protocols with a potentially 
unbounded number of nodes, in which the structure and 
topology of the network is a central aspect, such as routing 
protocols for ad hoc networks. 

III. CONCLUSION 

Formal verification is a promising technique to validate 
algorithms for wireless networks. It presents an expressive 
increase in the quality of the protocol. The practices 
presented here are a fine beginning for people who would 
like to pursue the research on this field or apply formal 
verification on their algorithms. Theorem proving 
mechanisms involves manual interaction and on the other 
hand, model checking is almost automatic. It is difficult to 
say that one approach is the replacement of some other 
approach because each has merits and demerits. The trade 
off is among the complexity, accuracy and automaton.  
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