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Abstract: In this paper we show a model of e-mailing system in braid group  using  steganographic scheme for Internet communication. It is the 

model of a real-life secure mailing system for any organization. In this model a sender can send a secret message even to a unacquainted person 

in an anonymous way. The users of this model are assumed to be may or may not be the members of a closed organization.  
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I. INTRODUCTION 

Human beings have long hoped to have a technique to 

communicate with a distant partner anonymously but later on 

distinctive and must be secure. We may be able to realize this 

hope by using steganography. 

Modern steganography has a relatively short history be-

cause people did not pay much attention to this skill until In-

ternet security became a social concern. Most people did not 

know what steganography was because they did not have any 

means to know the meaning. Even today ordinary dictionaries 

do not contain the word “steganography.” Books on stegano-

graphy are still very few [1], [2]. The most important feature 

of this steganography is that it has a very large data hiding 

capacity [3], [4]. It normally embeds 50% or more of a con-

tainer image file with information without increasing its size. 

Steganography can be applied to variety of information sys-

tems. Some key is used in these systems when it em-

beds/extracts secret data. One natural application is a secret 

mailing system [7] that uses a symmetric key. Another appli-

cation pays attention to the nature of steganography whereby 

the external data (e.g., visible image data) and the internal data 

(any hidden information) cannot be separated by any means. 

We will term this nature as an “inseparability” of the two 

forms of data. For more details [5,6,8,9,10,11,12]. 

In the present paper we will show our basic model of e-

mailing system in braid group  using  steganographic scheme. 

The structure of the present paper is as follows. In Section 2 

we will make a short discussion on the problems of an en-

crypted mailing system. Section 3 describes the scheme of the 

e-mailing system in braid group  using  steganographic 

scheme.  

II. PROBLEMS OF AN ENCRYPTED MAILING SYSTEM 

  There are two types of cryptography scheme:  Symme-

tric key schemes and asymmetric key schemes. 

In a symmetric system a message sender and receiver use a 

same encryption/decryption key. In this scheme, however, the 

sender and the receiver must negotiate on what key they are 

going to use before they start communication. Such a negotia-

tion must be absolutely secret. They usually use some second 

channel (e.g., fax or phone). However, the second channels 

may not be very secure. There is another problem in this situa-

tion in that if the sender is not acquainted with the receiver, it 

is difficult to start the key-negotiation in secret. Furthermore, 

the more secure the key system is, the more inconvenient the 

system usage is. An asymmetric system uses a public key and 

a private key system. The public key is open to the public, and 

it is used for message encoding when a sender is sending a 

message to the key owner.  

III. A MODEL OF E-MAILING SYSTEM IN BRAID GROUP  

USING  STEGANOGRAPHIC SCHEME  

 We do not intend to develop a new “message reader-and-

sender” or “message composer”, but we are developing three 

system components that make e-mailing system in braid group  

using  Steganographic scheme(EBSS). A message sender in-

serts (actually, embeds) a secret message in an envelope using 

steganography and sends it as an e-mail attachment. The re-

ceiver receives the attached envelope and opens it to receive 

the message. An “envelope” in this system is actually an im-

age file that is a container, vessel, cover, or dummy data in the 

terminology of steganography. This system can solve all the 

problems mentioned above. 

The following items are the conditions we have set forth in 

designing the system. 

1. The name of the message sender may or may not be ano-

nymous, as depends upon  their wish.  

2. The message is hidden in the envelope and only the desig-

nated receiver can open it.  

3. Sender can send a secret message even to an unaccustomed 

person. 
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4. It is easy to use for both sender and receiver. 

A. Customization of an EBSS 

In this section we describe our two pass e-mailing system 

in braid group  using  Steganographic scheme (EBSS) between 

two entities 
first

EBSS  and secondEBSS , and consider its 

security. For this scheme, the initial setup known to both 

first
EBSS and secondEBSS  braid group nB  For a,b in nB , it 

is hard to guess a and b from ab.We assume that n is even, and 

denoted by nLB  (resp. nUB ) is:  

We denote by 

   s                            : Sufficiently complicated  -braid; 

1, 2 n
a a LB∈           : 

first
EBSS ’s long term private key pair; 

1 2

e e

aa sa X=          : 
first

EBSS ’s long term public key ; 

1 2, nb b UB∈          : secondEBSS ’s long term private keypair; 

1 2

e e

bb sb X=            : secondEBSS ’s long term public key. 

 Following the above mentioned notations, we describe the 

EBSS below. The protocol works in the following steps.  

                     

               
first

EBSS                                       secondEBSS  

 

 1 2

e e

ax sx Y=           1 2

e e

b aK b X b=  

        

                                                                       

1 2

e e e e

b b bY K y sy K=  

      

             

 

1.  
first

EBSS choose 1 2, na a LB∈ ,computes 1 2

e e

ax sx Y=  . If 

aY  = I (Identity  braid), A terminates the protocol  and restarts 

1x and 2x , 
first

EBSS  then sends h ( aY ) to
first

EBSS  sends 

it to secondEBSS . 

2. Upon receiving 
aY , secondEBSS  randomly chooses 

1 2, ny y UB∈ , computes 1 2

e e

b aK b X b= , and    

1 2

e e e e

b b bY K y sy K= . 

3. If   bK   or   bY I=  , secondEBSS  terminates the 

protocol and restarts with new 1y  and 2y .  otherwise 

secondEBSS  sends it to 
first

EBSS . 

4.Upon receiving 

bY ,
first

EBSS computes 1 2

e e

b b aK a X a K= = ,and the shared 

key 1 2

e e e e

a a b aKEY x K Y K x
− −

= . 

5.  secondEBSS   also computes the shared key  

1 2

e e

b aKEY y Y y=  . 

6. In each step 4 and 5, if aKEY  or bKEY   is I, then the 

protocol run is  terminated with failure. 

7. After regular protocol running, 
first

EBSS  and secondEBSS  

share the secret a bK KEY KEY= = . 

Customization of an EBSS for a member 
first

EBSS  takes 

place in the following way.   
first

EBSS  and secondEBSS  first 

agree to generate a key ( secfirst ond
K KEY KEY= = ). Then 

first
EBSS  types in his name ( ) and e-mail address 

( ). Key is secretly hidden (according to a       

steganographic method or some other method) in 

first
EBSS envelope ( ). This  Key is eventually trans-

ferred to a message sender’s   in an invisible way.  

and  are printed out on the envelope 

surface when 
first

EBSS produces  by using . Key 

is also set to  for the initialization. and 

are also inserted (actually, embedded) automati-

cally by  any time 
first

EBSS inserts message 

(  ) in envelope ( ). The embedded 

and  are extracted by a message re-

ceiver ( secondEBSS ) by .  

B. Components of the system 

EBSS is a steganography application .It makes use of the 

inseparability of the external and internal data. The system can 

be implemented differently according to different 

programmers or different specifications. Different EBSS’ are 

incompatible in operation with others. 

An EBSS consists of the three following components. 

1. Envelope Producer (EP)   

2. Message Inserter (MI)    

3. Envelope Opener (EO) 

In this scheme we have two communicating parties first and 

second. We denote first’s EBSS as 
first

EBSS  So, it is de-

scribed as  , ,
first first first first

EBSS EP MI EO=  .  

 is a component that produces ’s envelope 

.  is the envelope (actually,an image file) which is 

used by all, when they send a secret message to  
first

EBSS . 

  is produced from an original image . 
firstEBSS   

can select it according to his preference.  has both the 

name and e-mail address of 
first

EBSS  on the envelope 

surface (actually, the name and address are “printed” on image 

). It will be placed at downloadable site, so that anyone 

can get it freely and use it any time. 

Or someone may ask 
first

EBSS   to send it directly to him/her. 

 is the component to insert (i.e., embed according to the 

steganographic scheme)
first

EBSS ’s message into another 

member’s (e.g.,  secondEBSS )’s envelope ( ) when 

first
EBSS  is sending a secret message ( ) to  

. One important function of   is that it 

detects a key ( ) that has been hidden in the envelope 

( ), and uses it when inserting a message 
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( ) in .  is a component that opens 

(extracts) ’s “message inserted” envelop  

( ) which 
first

EBSS  received from someone 

as an e-mail attachment. The sender ( secondEBSS ) of the 

secret message (  ) is not known until 

first
EBSS opens the envelope by using  . 

 

C. How it works 

When some member ( secondEBSS ) wants to send a secret 

message ( ) to another member 

(
first

EBSS ),whether they are acquainted or not,  secondEBSS  

gets (e.g., downloads) the 
first

EBSS ’s envelope ( ), and 

uses it to insert his message ( ) by using 

. When  secondEBSS tries to insert a message, 

first
EBSS ’s key is transferred to   automatically in 

an invisible manner, and is actually used. 
first

EBSS can send 

directly, or ask someone else to send, 

it to  
first

EBSS  as an e-mail attachment. 

 secondEBSS  can be anonymous because no sender’s informa-

tion is seen on   is 

hidden, and only 
first

EBSS  can see it by opening the 

envelope. It is not a problem for secondEBSS  and 
first

EBSS  

to be acquainted or not because secondEBSS  can get any-

one’s envelope from downloadable site. EBSS is a very easy-

to-use system because users are not bothered by any key han-

dling. 
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