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Abstract: This paper details the design and development of Wi-Fi connectivity based on home security surveillance camera using Raspberry Pi 
and an IoT Module reducing continuous human monitoring and controlling with enhanced performance and effective results.Adding wireless 
fidelity to embedded systems will open up various feasibilities such as worldwide monitoring and control, reliable data storage etc. This system 
comprises of wireless sensor nodes and a controller section for surveillance. Remote user alerts, live video streaming, and portability are the 
prime features of the system. Modular design is followed so that any number of nodes can be added or removed; data acquisition is used to 
sample signals and measure real world physical conditions. The user is warned via e-mails, phone calls or SMS after an unusual behavior occurs 
and an event notification is sent which shows the events captured by the camera. The IoT module eliminates the need for a microcontroller and 
wireless transceiver module in a sensor node, thus it makes the node compact, cost-effective and easy to use. The biggest advantage of the 
system is that the user can seek surveillance from anywhere in the world and can respond according to the situations. 
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I. INTRODUCTION 
 
In the 21st century where the crimes regarding the invasion 
of someone else’s property and robbing, stealing and much 
other antisocial behaviors has reached its peak, ensuring 
safety and security has an inevitable significance. And as, 
the impact of modern technology has escalated and 
advanced around the world, the need for security systems 
are been increasing constantly. Modern home needs 
intelligent systems with minimum human effort. With the 
advent of digital and wireless technologies, automated 
security systems become more intelligent. In the present 
situation, the requirements of security cameras in modern 
society become essential and effective for the home 
surveillance to prevent the house from any kind of danger. 
 
Surveillance camera allows the users to have the remote 
view of his home from anywhere in the world and respond 
according to the situations. And, moreover, extra security 
features such as temperature sensors and motion detecting 
sensors can also be added for the better effectiveness of the 
system. Also, adding Wi-Fi to security systems enables 
faster data transmission and it will help the user to monitor 
and control the systems globally.  Adding to all these 
features, the IoT module eliminates the necessity of a 
microcontroller or a computer and wireless transceiver 
module in a sensor node, thus it makes the node portable, 
compact, cost-effective and easy to use. Also, the creation of 
web servers helps the user to view the sensor status and the 
live video. This system also sends intruder’s picture and the 
captured video to the owner by e-mail. The main aim of our 
project is to develop and implement a low cost, reliable, 

energy efficient, long range, globally accessible, storage 
effective surveillance system using Raspberry Pi. The 
successful development of this Surveillance system [1] will 
allow all kinds of people to use it and prevent everyone to 
not to compromise their own and their family’s safety and 
security.

 
Fig1.Surveillance System 

 
II. LITERATURE SURVEY 

 
A. An Internet of Things Approach for Motion 

Detection using Raspberry Pi 
 

The proposed system[2], would detect and take snapshots 
and videos of the motion when detected and upload to an 
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external server. The major use of the 'Motion Detection' is at 
homes, buildings and also for surveillance for security for 
example of server rooms. This system simplifies the use of 
motion detection and is user-friendly which alerts the user 
by sending notifications when motion is detected. The 
motion sensor detects the change of activity in the video by 
analyzing it with a python script[1], if there is any difference 
in the video from the most recent frames, it would alert the 
user by snapshots and video recordings. The sensor settings 
can be customized to the user requirements. Real-time data 
processing and analytics which may arise incomplete 
datasets [4] in sensor settings should be considered along 
with clustering of datasets[5]. 
 
The project makes use of Raspberry Pi, a low priced credit 
card sized computer which is capable enough of working as 
a normal computer and uses a triple-layered architecture 
where the first layer is the motion detection layer which 
shows the outcome by the python script. The second layer 
produces the triggered actions as per the configuration file. 
And in the third layer, the triggered actions are executed 
where the user is notified about the activity through emails 
or pictures saved on the ftp/sftp server. The system is well 
tested and has given accurate results and notifications; it is 
an enhanced alternative system for expensive security 
system being used in the present day. The system is easy to 
install and doesn’t require any other special modifications 
for implementing. The main advantage of the project is that 
the Raspberry Pi used, plays a 1080p resolution videos 
without lagging and is also used as a server for light traffic 
such as web traffic or DNS servers or NTP servers. The 
disadvantages found in the project are that the Raspberry Pi 
used cannot run X86 operating systems such as Windows 
and some Linux distributions and also applications, which 
require high CPU utilization. 
 

B. DESIGN AND IMPLEMENTATION OF THE 
MOBILE FIRE ALARM SYSTEM USING 

WIRELESS SENSOR NETWORKS 
 

This paper[6] proposes the design and implementation of 
mobile fire alarm system which uses wireless sensor 
networks; it is defined as a combination of large sensor 
nodes where each node can sense, process and communicate 
with its peers so as to work in an efficient manner. A sensor 
node that has a microprocessor has the ability of monitoring 
and wireless connectivity, the sensor shows its reading by a 
small screen. The sensors used in transmission such as 
temperature, humidity, pressure etc…moves the information 
on the wireless network to the data processing station where 
the reading is processed without the human intervention in 
the location of the physical environment. Sensors have 
limited energy stock components and the size of the memory 
is small, constant and changeful. The following modules are 
the sensor components: 
 

1. Unit Transmission and reception 
2. Power supply unit 
3. Sensor Module 
4. The unit of data storage and micro-controller for 

processing.  
The readings obtained by the sensor nodes from the room 
are sent to the sink node, which is programmed to base 

station. Further readings are sent to the computer via the 
serial port. The programming was performed for the reading 
of sensor values. 
 
//read value: 
void loop(void){ 
uint_tchk=DHT11.read(DHT11PIN); 
int sensorValue1=digitalRead(9);//fire 
intsensorValue=analogRead(A1);//fire 
int va2=analogRead(A0);//gas 
int va2=digitalRead(8);//gas 
//condition data: 
if(va2==0) 
{client.println(“GAS: No Gas”);} 
if(va2==1){client.println(“GAS: Has GAS”);} 
if(sensorValue1==0){client.println(“FIRE No FIRE”);} 
if(sensorValue1==1){client.println(“FIRE: Has FIRE”);} 
client.print(“Humidity: ”); 
client.println(DHT11.humidity, DEC); 
client.print(“Temperature(C):”); 
client.println(DHT11.temperature, DEC); 
 
The readings taken by the sensors depend upon the existence 
and absence of any human activity. The values are 
transmitted to the mobile device through the installed 
network connection. If the resultant values surpass the 
predefined threshold level, then the user is notified by a 
notification sent on their mobile phone to prevent a possible 
disaster. In case of any unusual activity occurs at home or 
office, a notification is sent to the user’s personal mobile 
phone by the application on the phone. Thus, in this way, the 
paper proposes a system that ensures the user’s safety and 
helps to keep track of their home or office’s safety within 
the limits of the presence of the router connected between 
mobile phones and devices. It provides a low-cost for 
industrial and home safety systems. The system proposed in 
the paper has a very simple design, which corresponds 
simple hardware circuits that permits each user to use this 
wireless home safety system. The only disadvantage found 
is that it is easily troubled by surroundings (walls, 
microwave, large distances due to signal attenuation, etc.). 

C. DESIGN AND IMPLEMENTATION OF AN 
EMBEDDED HOME SURVEILLANCE SYSTEM 

BY USE OF MULTIPLE ULTRASONIC SENSORS 
 
The proposed paper[7] puts forth a design and 
implementation of a home surveillance system using on an 
embedded system along with multiple ultrasonic sensor 
modules, which helps the system to perform efficiently as 
well as makes the system reliable. The ultrasonic 
transmission will spread at a beam angle and for that 
multiple ultrasonic receiver are used to receive the ultrasonic 
transmission The system will sense the intruder activity as 
when an intruder passes through the sensing area, the 
ultrasonic transmission will be blocked by human body and 
receivers won't receive any transmission from the ultrasonic 
transmitter. 
 
To show the system’s reliability, Majority Voting 
Mechanism (MVM) is used for a group of sensors. If more 
than half of the sensors in a group sense a signal blocking, 
then the majority voting mechanism program starts the Web 
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camera. The mathematical equation and the sensing 
experiment show the improvement in system’s reliability. 
According to our MVM, the resolution count must be 
greater than 0.5 x n, with n being the total number of 
sensors. To fit the extreme value of n we use w x n to 
deduce the relationship between Pmultiple(n) =Pm and Psingle=Ps 
in the extreme value of n. 

 
We define 

 
And, 

 
 

As we expect that will converge, we need to 
determine whether f (k) is a decreasing function. From the 
ratio test for the convergence function, we learn that 
increasing the n value decreases the ratio gradually for each 
f (k). The relationship is as follows. 

(2) 
 

If we let represent the miss rate of sensors, we learn that

and  in this case. 

We rewrite (1), by letting  and thus deducing 

 by the ratio test. 

(3) 
According to (2) and (3), the sensing probability of multiple 
sensors must be greater than the sensing probability of any 
single sensor. We know that when Psingle is greater than 0.5, 
the Pmultiple(n) will be greater than 0.5. 
The sensing probability is improved by the use of multiple 
sensors having an MVM. However, an increment in the cost 
is resulted due to the use of multiple sensors, the voting 
circuit, and the amplifier circuits. In spite of that, the 
occurrences of false alarms are reduced due to the proposed 
home surveillance system’s reliability. The plus point of the 
proposed system is that it can be used in detecting high-
frequency ultrasonic transmission. The disadvantage is that 
system may operate with less speed as expected. 

D. DESIGN AND IMPLEMENTATION OF A HOME 
EMBEDDED SURVEILLANCE SYSTEM WITH 

ULTRA-LOW ALERT POWER 
 

This paper[8] proposes a design of a home embedded 
surveillance system with ultra-low-power. Here, 
Pyroelectric Infrared Sensors (PIR) and pressure sensors 
have been built around a microcontroller with ultra-low alert 
power as the alert group in windows and doors where an 
intruder must pass through. In this, the PIR sensor generates 
a signal upon any kind of activity and sends it to the system 
which senses the signal. When the sensor detects the 
presence of any unauthorized person, it directly triggers the 
alarm and a call alert is sent to a predefined number through 
a GSM modem. The low- power alert sensors wake up the 
MCU (Micro Controller Unit) which has power 
management for the ultrasonic sensors and PIR sensors 
indoors. Also, in the design introduces, Majority Voting 
Mechanism (MVM) is used to manage sensor groups to 
enhance the probability of multiple sensors sensing. The 
embedded system reads the sensor signal sent by MCU, after 
which the program triggers the Web camera. 
The working of the system was analyzed and it shows that 
the system reduces the memory consumption and also 
decreases the power consumed by the system. 
Making use of MVM improves the sensing reliability of the 
sensors placed indoor. The readings of the sensors are 
directly sent to the embedded system which then decides to 
whether trigger the web camera or to images and upload 
those images to the web server via the internet. Another 
feature of the system reduces the power consumption and 
prevents wastage of energy by putting the MCU in sleep 
mode when there is no activity. 
The following table shows the sensors used in different 
operating states: 
 
Table 1 
System State Alert State Detection State 
PIR Sensors  Use Use 
Pressure Sensor Use Not in Use 
Ultrasonic Sensor Not in Use Use 

 
The following table shows the power consumption of s 
Single Sensor Group: 
 
Table 2 
System State  Alert State 

Power 
Consumption  
mW 

Detection State 
Power 
consumption 
Mw 

PIR sensors 1.05 7.35 
Pressure sensor 0.8 1.5 
Ultrasonic 
Sensor 

Not in use 256.08 

 
The above two tables are obtained results after the design 
proposed in the paper was developed and implemented. 
In this design, multiple sensor groups with low power 
consumption are used for the detection of an intruder. The 
MCU stays in a sleep state, unlike the traditional 
surveillance system which stays in the detection state. They 
reduce the power consumption in the alert or sleep state by 
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10.9 times by remaining 90% in the alert state and 10% in 
the detection state, and also, two sensor groups to improve 
the detection reliability of the alert state has been used. In 
addition, the home embedded surveillance system reduces 
unnecessary memory consumption for the capture of images 
without an intruder, compared to previous surveillance 
systems. The low power consumption and the reduction in 
the unnecessary memory consumption can be considered as 
the plus point of the proposed system but the system is 
examined to be not reliable in various situations 
 

E. WIRELESS SENSOR NETWORKS FOR 
HABITAT MONITORING 

 
In this paper[9], a thorough study of using wireless sensor 
network to real-world habitat monitoring is given. A specific 
habitat monitoring application that generally represents the 
domain is developed and described by the paper. An 
architecture of the system is put forth to address the 
developed requirements and, an instance of the architecture 
for monitoring seabird nesting environment and behavior is 
presented. The network developed recently is said to consist 
of 32 nodes on a small island off the coast of Maine 
streaming useful live data onto the web. The application-

driven design proposed in the paper aids to identify essential 
areas of further work such as health monitoring, network re-
tasking, data sampling and communications. 

A tiered architecture is designed and developed. The sensor 
nodes that carry out general purpose computing and 
networking and also, application-specific sensing are 
integrated into the bottom-most level of the architecture. 
The sensor nodes send their data to the sensor network 
gateway through the sensor network.  

At last, the resultant data is showed to the scientists through 
a user interface. Gizmo, commonly known as mobile 
phones, can be used to interact with any of the networks 
whether it is a field of across the world connected to the 
database replica. With the aid of the various sensors that are 
being used, the system that is proposed by the paper is 
expected to provide good power management with the cost 
being a little high. 
The characteristics of the various sensors that are being used 
in the proposed system are illustrated by the table shown 
below: 
 

 
Table 3 

Sensor Accuracy Interchangeability Sample Rate Startup Current 
Photo resistor N/A 10% 2001Hz 11ms 1.245Ma 
I2C Temperature 1K 0.21K 2.01Hz 501ms 0.160Ma 
Barometric 
Pressure 

1.6mbar 0.6% 10Hz 500ms 0.010Ma 
 

Barometric 
Pressure Temp 

0.8K 0.25K 10Hz 500ms 0.010Ma 

Humidity 2% 3% 500Hz 500-3000ms 0.778Ma 
Thermopile 3K 5% 2000Hz 200ms 0.190Ma 
Thermistor 5K 10% 2000Hz 10ms 0.136Ma 
 

F. IOT BASED SMART SURVEILLANCE 
SECURITY SYSTEM USING RASPBERRY PI 

This paper[10] proposes a detailed design and 
implementation of an IoT based smart surveillance security 
system using Raspberry Pi. The home surveillance security 
system is one of the most crucial components of a luxurious 
home. The smart home technology provides the added 
security as well as energy-saving technique to the 
consumers. Nowadays, everyone wants a secure and 
comfortable life. The system uses a web camera which 
records images when an intruder enters a room; the web 
camera detects the motion and captures it. The user is 
notified of the intruder activity via email or SMS. The email 
with the attachment of intruder’s image and a text message 
with a warning will be sent to the user. The monitoring 
system is connected and implemented to the server. Use of 
Raspberry Pi, which is a credit card sized computer perfectly 
capable of working as a normal computer does, provides 
high video resolution without any lag. The Raspberry Pi 
runs Linux form operating systems; and is a significant extra 
powerful device but that power arises with some 
responsibilities. An algorithm for motion detection is given 
below: 

 

Algorithm for Motion Detection: 

1. Process motion detection. 
2. Calculation of the mean of a particular shade in that 

first frame. 
3. Waiting for X sec.  
4. Calculation of the mean of a particular shade in that 

second frame. 
5. Condition absolute (avgFrame1−avgFrame2) > 

threshold then. 
6. Motion detected. 

Motion Detection algorithm can’t examine a spinning thing 
– a thing i.e. changes.  

The monitoring system contains hardware as well as the 
software operations. The hardware implementation carried 
out the Raspberry Pi, and the software implementation 
carried out the software program that was programmed in 
the Raspberry Pi and the concern Person’s computer. 
Raspberry Pi is the central core part of the whole proposed 
system. It takes the command from either an Android tablet 
or PC and according to the command, controls the 
appliances connected to it on the output port. It is connected 
to an Android tablet or phone via a router by using Wi-Fi or 
Ethernet cable. It is also used as a web server to store the 
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status of appliances in the database and give it to the PHP 
web application to display on the webpage.  
The system can be further improvised by adding more 
sensors like the infrared emitting system to detect the people 
face in case of any burglary where they wear masks or cover 
their face. Sensors for gas, fire, and smoke would be another 
special feature of the system to prevent accidents or 
disasters. The Raspberry Pi used, produces high-resolution 
videos without any lag. But, the major drawback of the 
proposed system is that the motion detection can’t catch any 
moving or spin things. Also, faces of a person that is 
covered using a mask or anything cannot be captured. 
 

G. SECURITY SYSTEM USING RASPBERRY PI 

In this paper[11], an intelligent surveillance system is 
proposed that continuously monitors the targeted area and 
detects the motion in each and every frame. If the system 
detects motion in the targeted area then a notification is 
automatically sent to the user by SMS and the video starts 
getting recorded till the motion is stopped. On implementing 
the method illustrated in the paper, the required memory 
space for storing the video is also reduced since it doesn’t 
store the entire video but stores the video when a motion is 
detected. OpenCV(computer vision/ machine vision) 
technology and raspberry pi are used to achieve real-time 
video processing. Moreover, the disadvantage of using 
locker systems for the protection of jewelry and money is 
also mention and how the current security systems are open 
to attack. Therefore, to overcome this disadvantage an 
embedded security system is used commonly known as, 
Raspberry Pi operated by OpenCV, which also uses a low 
power supply. If there is an intruder in the surveillance area 
the Raspberry Pi sends alert information to the authority by 
mail along with the intruder image which is obtained by the 
video that captures the image continuously. 
 
Motion detection is implemented by using a differential 
comparison method which works on the principle of image 
comparison. Three frames are taken from the video 
capturing unit which are continuous frames used for the 
detection. To detect the motion, the difference of the 3 
frames taken simultaneously is compared. If there is a 
change then between the values, it means that a motion is 
detected. If there is no change then it means that there is no 
motion in the captured frames, after which it will again start 
capturing the video and redo the same procedure in an 
iterative manner. 
 
The proposed system also consists of a GSM modem which 
is connected to the system by means of a USB port present 
in the Raspberry Pi. The USB port acts as an alert system, 
which immediately calls the SMS function, once the motion 
is detected. GSM modem contains all the authentication 
details and the list of phone numbers to which the alert 
message needs to be sent. Open computer vision is a tool 
that allows the webcam surveillance through Raspberry Pi. 
It is a library function that enables all real-time video and 
image processing i.e., enabling the computer to see. All the 
real-time video processing systems were operated with the 
help of this library. The programming languages such as C, 
C++, Python, and Java have been used for real-time 
processing. The python scripting has been used since the 

hardware plot is Raspberry Pi which will provide the better 
support for python scripting. 
 
Furthermore, it does not need any manpower to monitor the 
entire video continuously and thus, manpower is also 
reduced. The author of the paper aims to use the proposed 
system in all the secured places such as bank lockers, ATM 
centers, etc. The main advantages of the proposed system is 
that it provides a safe security system over a highly arcane 
area at a low cost; the system is smaller, lighter with lower 
power consumption; and it also reduces the video storage 
system to a huge extent since it will store the video only if it 
detects any motion and also, the cost of the entire system is 
also reduced. 
 

III. FUTURE WORK 
 
This paper aims at providing an efficient surveillance 
camera system for home security. Future work concerns 
deeper analysis on the existing surveillance system and a 
detailed improvisation and modification based on the 
analysis. We plan to use a motion detector sensor with the 
PIR sensors for any intruder detection and for detecting the 
fire in the environment, temperature sensors are proposed to 
be used. Furthermore, face recognition was found to be a 
major drawback for the present systems, so, to overcome 
this disadvantage we intend to use a face recognition 
mechanism so that the system does not confuse the owner as 
an intruder. In addition to all these, we also propose to build 
an android application that sends a notification to the user if 
any unusual activity is noticed in the environment so that the 
whole agenda of the system is accomplished. 
 

IV. CONCLUSION 

In this paper, we introduce an active surveillance system 
where the user will get alerts when an event occurs through 
Phone calls or SMS, emails, etc. Intruder and Fire detection 
are the most important features of the system. The system is 
developed using RaspberryPi and IoT module to provide 
real-time surveillance. The system will send intruder’s 
captured images and video to the owner via email. The 
sensor status and live video can be streamed using the Web 
server’s facility. The system is developed with an aim to 
provide security of everyone’s home with less cost and user-
friendly for common people to be able to afford it. 
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