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based application has 9 sections. But some applications may 
also have only two sections, and some may have more. But 
the important thing is information in these sections [6]. 

 
                    

Fig.1 PE file format[14] 
 

Many files in windows environment follow this format 
like: DLL, COM, SYS, and OCX. 
B. Windows loader 

The loading process just starts to begin when we double 
click an executable. It has the following steps: 

I. Read the first page table of memory that contains: 
DOS headers, PE headers, and section headers. 

II. Determine the memory requirements in address 
space, if it is not available, then allocate another memory 
reign of page. 
III. Place all the sections required into the address 

space as mentioned in the section headers. 
IV. If the image is not loaded at its preferred base 

address then relocate using relocation tables. 
V. Walk through all the dlls required by executable. If 

any dll is not loaded into the memory, loads that dll into 
its share memory. 
VI. Resolve all imports of import address table. 
VII. After creating initial heap and stack create main 

thread of process and start the process. 
 

C. Packer 
Packer is a tool which encrypts the executable and adds 

extra code into it, and according to its needs it also modifies 
the headers of executable file. It makes the arrangements 
like first stub (packer code) is executed which decrypts all 
the packed executable part, and then imports are fixed. After 
that actual code related to that executable is executed. It just 
does one side of encryption and put the code in executable 
that do another side. This technique can easily evade any 
static checking based on signature. So without 
understanding no one can modify the content of executable. 

 
D. PEB 

Process environment block contain process related 
information it can be found at 30h of the segment register 
FS. PEB is allocated by operating system itself. 

E. Related work 
In [5] the details about internal structure of windows 

based executable have been discussed. This paper provides a 
lot of information required to develop the executable under 
windows environment, and it also describes the things that 
we have to tackle while altering an executable. It also 
describes the kind of tasks that a window loader program 
does on an executable before it begins the execution of the 
same. It elaborates on the role of different sections and 
various information fields of executable file. To create 
packer we have to understand all these fields. And this paper 
clearly describe every perspective of executable file under 
windows environment. 

Fanglu Guo & Peter Ferrie & Tzi-cker Chiueh [7] 
presents just in time unpacking method. In the proposed 
work, let the unpacking algorithm is let to work for itself. 
The algorithm just checks the stack pointer and dirty page 
execution. So with debugger’s attachment some selective 
packed applications can unpack manually. Most viruses 
come packed with their binary image. So due to this 
signature based checking of any AV program can easily be 
evaded. But to run any packed executable they must been 
unpacked at memory or secondary memory then they can 
fed to operating system. Once the unpacked algorithm does 
that, the method keeps checking the memory written by 
application once it detected that the unpacking is done. Then 
it calls the AV routine for signature based scanning. At this 
time it can work fine. The proposed algorithm just inserts 
breakpoint at the end of unpacked code in application. Once 
control reaches at that breakpoint it means the unpacked 
algorithm has done its job. Then another common way is to 
make store dump of memory that have the unpacked image 
after some fix (imports, Address entry point, etc). The dump 
file is able to run directly, so it shows a way how many 
packers security can be evaded by using just in time 
technique of unpacking. 

Yu San-Chao & Li Yi Chao [8] presents an unpacking 
technique which is remove code obfuscation from 
executable. It is named AG-Un-packer. It decides when the 
program decrypts itself in memory completely by tracing 
long jump or intersectional jump. The algorithm is able to 
find imports address table in packed executable. All this is 
done by stack trace and forensic tracing. All calls to API’s 
go through these import address tables. This technique can 
deal with the known and unknown packers. The concept of 
PUSHAD (push all general purpose registers in stack) and 
POPAD (pop all general purposes register from stack) is 
used. After the POPAD instruction there is JUMP 
instruction. When all come in the PUSHAD, POPAD, and 
jump sequence it means that is stub code.  Breakpoint can be 
inserted at that end of code before jump. The proposed 
technique captures these intersectional jumps by using 
exception handling and is capable of monitoring the end of 
unpacked code in many packers. This is common for most 
packers who use this approach. 81% of packers use this 
technique for unpacking the packed executable. 

Sungwon Han & Keungi Lee & Sangjin Lee [9] present 
signature based detection method of forensics in PE files.  
The approach uses signature based technique to find the type 
of packer or encryption method, as to detect signature of 
malware there is need to detect the signature of packer. The 
algorithm implements both ways of detection (signature 
based detection and entropy based detection). There are 
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Fig.11. String references in Unsafe String.exe after 
packing[15] 

 
All the contents of the file are changed as can be seen in 

Fig.11. After applying the proposed packing, all strings 
contents of file have changed. Now the executable can 
easily bypass any kind of signature based detection and 
crackers can’t understand that. They don’t represent any 
useful information now. 

 

 
 

Fig.12.  Multiple executable packing 
 

 
Fig.13. Execution of packed files 

 
In another experiment 4 executable files are passed as 

input to the algorithm, which converts all of them into one 

single executable file. When that single file is executed, then 
all the files packed within are executed as depicted in 
Fig.13. 
 
5. CONCLUSION AND FUTURE WORK 

 
In this paper , a novel encryption algorithm based on 

hash key is proposed. The algorithm has been implemented 
on various window based x86 & x64 executables. It injects 
the executable files into itself. Hashing has always been 
used for verifying the data content but in the proposed 
technique, it has been used for encryption as size of the 
image is the only thing that is not changed in whole image. 
The technique has been implemented on many window 
based executables and experimental results show that this 
technique is capable of packing up to 2 GB executable files. 
The proposed technique assures packing of any kind of 
executable file. The experimental results show the execution 
of multiple packed files also. Proposed technique used 
different process space for different executables by letting 
the operating system create abstraction between all 
executables which are packed. Future scope of the research 
includes: 

● Protection function for anti-debugger (timestamp 
compare, checking of debugger process, ENDIAN 
order for anti memory dump) 

● Encryption with wider byte rage for generating key 
like 128 bit. 

● Direct process level writing of unpacked image. 
● Multiple threads can used to improve speed of 

execution. 
● Multiple timestamps for anti-debugger. 
● Extend the file capability more then 2 Gb by using 

mapped files instead of heap 
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