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2. BACKGROUND AND MOTIVATION 
 
At present, the usage patterns of many real-world 
applications is very dynamic and unpredictable e.g. Social 
networking sites like Facebook, MySpace etc. are used by 
millions of users. It is very difficult to predict the access and 
interaction pattern of such applications. This leads to over 
and under utilization of resources that are situated at 
different locations at different intervals of time [7]. 
Currently, there is no single Cloud provide that is capable of 
providing a huge infrastructure that can handle such 
applications having uncertain scalability with massive 
amounts of users accessing these services at different times, 
from different locations [8]. To cope up with such 
requirements, there is a need of easy migration of workloads 
and data from one CP to another or between private and 
public Clouds [9] i.e. interconnection of Clouds is required. 
One way of doing this is to create Federation of Clouds. 
 
A. Cloud Federation 
“It is a concept of service aggregation characterized by 
interoperability features, which addresses the vendor lock-in 
and provider integration problem.” [9]. Interoperability 
feature allows users to move easily to different CPs, if and 
when required. It also enables CPs to exchange and share 
resources in an efficient manner thus solving the problem of 
under or over provisioning of resources. 
As a whole, Cloud Federation provides following benefits: 
 During periods of peak loads, it helps in sharing 

resources in a cost-efficient manner and thus overcomes 
the requirement of over dimensioning the servers. 

 In case of less demand of resources of a CP, its 
resources are provided to other CPs thus causing 
utilization of idle resources and generation of revenues. 

 It enables interoperability among different CPs thus 
solving vendor lock-in problem [1]. 

 
Though Cloud Federation provides many benefits but some 
problems are associated with it. In [11], different issues 
related to Cloud Federation have been discussed: 
 Portability (Virtual Machine (VM) Mobility, VM and 

Data Portability) 
 Service Level Agreement (SLA) (Federated SLA 

Management, Federation Level Agreement, SLA 
Monitoring and Dependency, Legal Issues) 

 Security (Trust, Authorization and Identity 
Management, Federated Policy and Semantic 
Interoperability) 

 Economy (Market, Pricing, Accounting and Billing) etc. 
 In this paper, the focus is on accounting and billing issue. 
 
B.  Motivation 
Accounting systems track resource usage of various 
services, charge consumers for the resources consumed and 
generating revenues for their providers [12]. Currently, lack 
of a fair and transparent process of accounting and billing is 
one of the main reasons for hindering organizations from 
embracing Cloud. The process of accounting and billing of 
cloud resources also involves some issues which are 
discussed below.  These issues create the requirement of 
studying and exploring this area of research in detail. 
1) Issues: 

Related to customers 
 Users of Cloud computing have very less information 

about their actual consumption or usage of resources 
due to the black box nature of the datacenter’s 
infrastructure. This makes it difficult for users to get 
an idea of expenditure of the services requested by 
them.  

 CPs may incorrectly charge one user for the resources 
used by another. This is because resources are shared.  

 Absolute isolation of all shared resources is not 
possible. This may cause externalities resulting in 
inflation in resource footprint of an application [13]. 

Related to CPs 
 It is not easy for a CP to precisely monitor the 

consumption of all its resources and produce bills for 
the customers. The profitability of CPs is not clear. 
Therefore,   some of the resources that are difficult to 
monitor may not be accounted completely, which 
eventually results in less income for CP. 

 Sharing of resources imposes costs that are challenging 
to measure. Consequently, providers may incorrectly 
account for these costs, thereby, implicitly bearing 
additional costs and increasing their own operating 
expenses and thus, reducing their cost-effectiveness 
[13]. 

2) Benefits: 
These issues can be solved with the help of appropriate 
accounting and billing mechanisms that will provide 
following benefits with respect to the above mentioned 
issues: 
Customers related benefits 
 Customers can make some idea of the cost footprint of 

their resources that are outsourced [13]. 
 Prevent overcharging. 

CP related benefits 
 Helps in estimating their Return on Investment. 
 Prevents CPs from losing revenue due to undercharging 

[6]. 
 

As a whole, availability of appropriate accounting and 
billing mechanisms will encourage more customers to adopt 
clouds thereby reducing their infrastructural investment cost 
and enabling them to avail Cloud environment related other 
benefits. It will also be beneficial for CPs as their 
infrastructure utilization will be increased and their profit 
margins will improve [13]. 
From the above discussion, accounting and billing of cloud 
resources may be justified as a suitable area for further 
research. 
 
3. REVIEW METHOD 
 
Following major activities were performed in the review 
process: 
A. Research Questions Formulation 
This paper is aimed to answer following Research 
Questions: 
Q1. What are the existing methods of Accounting and 
Billing in CC and Cloud Federation? 
Q2. What are the limitations of these methods? 
Q2. Is there any need of developing a new Accounting and 
Billing framework for Federated Cloud environment? 
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B. Defining search string 
To carry out the literature review process, search was 
conducted in databases like Springer, Elsevier, ACM, IEEE 
digital library etc. to find relevant papers. 
The database sources were searched using search strings that 
consisted of different combinations of the following 
keywords: 
Accounting, Billing, Charging, Pricing, Payment, Metering, 
Monitoring, Cloud Computing, Cloud Federation, 
Federated Cloud 
 
C. Application of Inclusion/Exclusion criteria 
On applying the search strings, a large number of papers 
were obtained. All of these were not relevant to this specific 
study. Therefore, from the search results, only those 
publications have been considered that satisfied the 
following inclusion/exclusion criteria: 
Inclusion Criteria:   
 If similar kind of work is done in more than one 

publication of the same author, with not much 
significant difference, then only the latest one has been 
included. 

Exclusion Criteria: 
Those publications were excluded that 
 Discussed accounting and billing process in general but 

not with respect to CC or Cloud Federation. 
 Focused solely on just one particular aspect or function 

or feature of accounting and billing (e.g. energy 
consumption, pricing etc.) and did not consider any of 
the other functions or characteristics of accounting and 
billing process. 

  
The inclusion/exclusion criteria were initially applied only 
on titles as well as abstracts. In case of any non –clarity, 
complete paper was reviewed to decide whether it has to be 
included or not. 
After applying the inclusion/exclusion criteria, 14 primary 
studies and 1 secondary study have been identified that are 
relevant from the point of view of Research Questions 
formulated and the area on which we are focusing upon.  
It is worth mentioning here that accounting and billing 
solutions for Grid Computing, Service Oriented 
Architectures etc. have not been considered. Though these 
technologies are related to CC, but they are out of scope for 
this paper.           
       
4. ACCOUNTING AND BILLING 
 
A. Accounting and Billing process 
Cloud accounting and billing refers to how resource usage is 
recorded in Cloud environmrent and charged [14]. Very few 
studies have explained the complete process of Accounting 
and Billing with respect to CC or Cloud Federation.  An 
overview of accounting and billing process described in 3 
selected studies [3, 15, 16] is given here. 
Agundez et al. [15] presented following taxonomy of 
accounting process for services on Internet which is also 
applicable to CC. 
 Metering: Information related to the resource usage of a 

user’s service is collected by this function.  

 Mediation: It performs the task of converting records 
collected by metering function into some data format 
that can easily be stored and processed. 

 Accounting: The information related to resource usage 
of service(s) of consumer is collected and filtered by 
this process. 

 Roaming: This function allows usage of multiple Cloud 
providers. Customer deals with a single CP without 
knowing where its requested services are actually being 
run. 

 Pricing: Resources requested by a user are obtained 
from CP at a certain price.  

 Charging: A pricing function is applied to the usage 
records of requested resources to convert them into 
monetary units. This way, the cost of resource usage is 
collected by this process. 

 Billing: Final Bills for users are generated by 
summarizing the charge records of requested services of 
a given time period and indicating the amount to be 
paid by users in monetary units. 

 Financial clearing: All the activities beginning from the 
commitment of providing service to bills generation are 
included in this function.  Broadly, it implies the bill 
payment. 

 
Two studies [3] [16], have explained Accounting and billing 
process with respect to CC itself. Three basic services 
(components) of an accounting system are [16]: metering, 
accounting and billing.   
 Resource Usage data is collected by the metering 

service component at the service interface. It stores this 
data and makes it accessible to accounting service 
which further uses it for accounting purpose.  

 After retrieving resource usage data from metering 
service, the accounting service calculates resource 
consumption from it and makes it available to the 
billing service, which uses the accounting data and 
computes bills. 

In Lindner et al. [3], the functions of accounting and Billing 
process have been mentioned as sub processes of service 
provisioning process. Apart from service deployment, that 
defines the service in terms of service components and 
associated meta-data, other sub-processes and their 
functions discussed in this study are: 
 Infrastructure monitoring: This process measures 

hardware related metrics of VMs which deploy the 
actual applications. Examples of metrics that are 
measured are CPU usage, bandwidth usage, memory 
usage etc. 

 Service Monitoring: Key Performance Indicators (KPIs) 
of running VMs of a service are measured here. KPIs 
are related to the operation and status of the service. 
This process also checks for implementation of SLAs 
and gives notifications if there is any violation in 
fulfillment of SLA. 

 Service Accounting: Retrieval of resource usage 
information of VMs in the form of records is the main 
task of this process. SLA violations and usage data are 
obtained from service and infrastructure monitoring 
processes respectively.  

 Service Billing: Keeping in view the prices of resources 
used by VMs and other rules for billing, bills are 
produced by this process using accounting records.  
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B. Current solutions of Accounting and Billing 
The work done by researchers in the area of accounting and 
billing in CC and Cloud Federation is summarized below: 

 
1) Primary studies 
 The year-wise distribution of studies identified in Section 3 
is shown in Figure 1. 

 

 
Figure 1 Year-wise distribution of selected studies 

 
These studies have been briefed in the below table with 
respect to their area of focus, kind of cloud environment and 
service model in which their work is applicable, year of 
publication and citation count. It is also mentioned in the 

table whether the research work done has been verified/ 
evaluated and whether it is a part of some research project. 
 

 
Table 1. Accounting and Billing solutions in CC and Cloud Federation

 
Study 

 
Focus 

 
Kind of Cloud 
Environment 

 
Service 
Model 

Verification/ 
Evaluation of 

solution 

 
Research 
Project 

 
Citations 

[3] Definition and components of 
Cloud Supply Chain 

Single Cloud 
Provider 

IaaS No Yes 50 

[17] Billing based on Leasing 
Instances model 

Single Cloud 
Provider 

IaaS Yes Yes 12 

[18] Accounting model for CC Single Cloud 
Provider 

IaaS 
PaaS 
SaaS 

Yes No 12 

[19] Real Time Rating and Charging Cloud Federation IaaS 
PaaS 
SaaS 

No Yes 4 

[1] Accounting and Billing between 
consumer and Infrastructure 
Provider 

Cloud Federation IaaS No Yes 99 

[20] Storage access billing based on 
exertion 

Single Cloud 
Provider 

IaaS No No 25 

[12] Scalable Accounting for prepaid 
Services 

Single Cloud 
Provider 

IaaS Yes Yes 4 

[21] Secure, non-obstructive and 
mutually verifiable billing 

Single Cloud 
Provider 

IaaS Yes No 39 

[13] Verifiable resource accounting Single Cloud 
Provider 

IaaS No No 60 

[6] Verification of Billable events Single Cloud 
Provider 

IaaS Yes Yes 4 

[22] Consumer side resource 
accounting 

Single Cloud 
Provider 

IaaS Yes No 5 

[23] Online Billing System Single Cloud 
Provider 

IaaS Yes No 23 
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[16] Accounting by both customer 
and provider 

Single Cloud 
Provider 

IaaS Yes Yes 10 

[24] Verifiable resource accounting Single Cloud 
Provider 

IaaS Yes Yes 24 

 
Table 2 mentions some of the important functions and 
characteristics of an accounting and billing process 

identified from the literature, along with the studies in which 
they have been considered or discussed.  

 
Table 2. Functions and characteristics 

Accounting and Billing Study 
 
 
Functions 

SLA monitoring or violation 
compensation 

[1], [3], [13], [19], [21],  

Resource Usage Monitoring [1], [3], [6], [12], [13], [16], [18], 
[21], [22], [24] 

Payment Method [1], [3], [12], [17], [19], [23] 
Pricing Mechanism [1], [3], [12], [13], [16], [17], [18], 

[19], [22], [23], [24] 
 
Characteristics 

Security [6], [13], [21], [23], [24] 
Graphical User Interface [1], [18], [19], [23], [24] 
Verifiability [6], [13], [16], [21], [24] 
Revenue Sharing [19] 

 
Publication details of the studies are shown in Table 3. 

 
Table 3. Publication details 

Sr. 
No. 

Database Conference/ 
Journal/ Workshop 

Studies 

1. IEEE Conference [1], [12], 
[19] 

Journal [21] 
2. Springer Conference [16], [17], 

[22] 
 
 

3. ACM Workshop [13] 
Conference [6] 
Journal [24] 

4. Others Workshop on Hot 
Cloud 

[20] 

Journals [18], [23] 
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Methods of verification/evaluation of solutions presented in different papers are given in figure below: 
 

 
Figure 2 evaluation/verification methods 

 
2) Secondary Study 
The identified secondary study [25] has taken into account 
just 4 accounting models and analysed them with respect to 
taxonomy of accounting and billing process presented by 
[15] and some other features. Other studies and their 
contribution have not been considered.  
As a whole, a comprehensive and thorough literature review 
of this particular research area has not been provided in the 
secondary study. 
                    
C. Key Findings 
Below mentioned are the key findings from the analysis of 
the papers studied: 
 This area of research has not been explored much by the 

researchers. Despite the importance of this area, it has 
not received much attention of research community. 

 Complete process of accounting and billing has been 
discussed in very few papers. Existing research in this 
area is focused on different aspects of accounting and 
billing like security, real time accounting etc. 

 All the functions and characteristics of an accounting 
and billing process have not been covered in any of the 
existing solutions. 

 Most of the work is focused on IaaS service model of 
CC. 

 Most of the mechanisms or solutions proposed in the 
literature for accounting and billing are not very 
transparent and details of the same are not completely 
available. 

 In many studies, only conceptual work has been done 
and subsequent studies for implementation part are not 
available. 

 The solutions presented and many of the features 
discussed in these papers like security, verifiability etc. 
have not been embraced in commercial cloud solutions. 

 
5. REQUIREMENTS OF ACCOUNTING AND 
BILLING 

Cloud environment has some specific requirements that 
must be fulfilled by an accounting and billing solution. The 
requirements of Accounting and Billing process, as 
mentioned in [1], have been discussed below under two 
broad categories: 
 
General Requirements applicable to both Single CP as well 
as Cloud Federation  
1. Service Elasticity: An accounting and billing system 

must be able to handle the VM requirements of a given 
service, that may increase or decrease, while in 
execution. 

2. Service Billing: A service request may consist of a 
number of VMs. Bills must be generated collectively 
for all these VMs instead of individually for each VM. 

3. Complex Pricing: Resources must be priced based on 
distinguishing factors and characteristics like usage 
history of user, CP’s workload etc. 

4. Adaptable Design: The accounting system must be able 
to manage with the addition of any new 
hardware/software related metrics or any other changes 
in the system’s working.  

5. Flexible Data Format: Accounting and billing must be 
done considering both hardware as well as software 
related metrics. 

6. SLA Violation Compensation: Accounting must be 
done for both resource consumption and any violations 
in SLA [1]. 

 
Requirements specifically with respect to Cloud Federation  
1. Dynamic relocation of VM: In Cloud Federation, VMs 

of a service may run on one or more sites. This is 
because in case of shortage of resources, a CP may 
outsource some of the VMs. So, a VM may be migrated 
to another CP while in execution. Accounting system 
must accommodate this relocation of running VMs i.e. 
accounting must be done appropriately for VMs running 
both at local as well as remote datacenters.  

2. Inter-site Billing: Two kinds of billing are required in 
Federated Cloud Environment:  a) between the CP and 
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the user and (b) among different CPs that collaborate to 
form Cloud Federation (also called Inter-site billing). 
The system must be able to manage both kinds of 
billing. [1] 

Apart from the requirements mentioned in [1], some other 
challenges that need to be addressed for accounting and 
billing in Cloud Federation are: 
• Appropriate pricing mechanism for resources in a Cloud 

Federation: Pricing mechanism in a federated cloud 
environment is different from single CP environment. 
In Cloud Federation, it is necessary to take into 
consideration pricing mechanism of each other while 
charging customers for the resource usage. What prices 
will be given to the resources in such a heterogeneous 
environment is an important issue because different CPs 
may have different prices for their resources.  

• Revenue sharing mechanism among different CPs: The 
revenue generated by renting infrastructure in Cloud 
Federation must be shared in an appropriate way. 

• Penalty for violating Federation Level Agreement 
(FLA): As FLA’s are built on top of existing SLA’s 
between user and CP as well as between different CPs 
constituting Cloud Federation, it is difficult to identify 
and compensate for violations in such an agreement. 

           
6. LIMITATIONS OF EXISTING SOLUTIONS WITH 
RESPECT TO CLOUD FEDERATION 

• Till now, not much work has been performed in the area 
of accounting and billing of cloud resources especially 
with respect to federated cloud environment. Very few 
papers are available in the literature which address 
accounting and billing in cloud federation. As a result, 
till now, no method of accounting and billing (in single 
Cloud environment or Cloud Federation) exist that 
addresses all the requirements mentioned in section V. 

• Commercial CPs like AWS has their own mechanisms 
of accounting based on their own specific requirements 
and no federation aspects are covered by their solutions 
[19]. 

• One paper in literature [1] that is focused on Cloud 
Federation, has proposed a solution that tries to fulfill 
some of the identified requirements. But the proposed 
solution has some limitations: 

1.) The solution presented is limited to RESERVOIR [26] 
project. 

2.) Problem of inter-site billing has not been addressed.  
3.) Pricing, FLA management and revenue distribution 

related details have not been included in the proposed 
solution. 

From the discussion in section IV and V, and the identified 
limitations, it is clear that existing methods of accounting 
and billing of cloud resources are not directly applicable in 
Federated environment and all the requirements of Cloud 
Federation have not been addressed by any of the available 
solutions. So there is a need to develop a new framework for 
Accounting and Billing in Federation of Clouds. 
 
7. CONCLUSION  

Cloud Federation is a new paradigm that facilitates sharing 
of resources of different providers among each other. This 
helps in preventing rejection of user’s requests when 

provider does not have sufficient resources and also allows a 
provider with underused resources to make them available to 
others. Appropriate accounting and billing of resources is 
important in Federated Cloud environment as well as single 
CP environment. But this area has not yet received much 
attention from the research community especially in case of 
Cloud Federation. This is mainly because Cloud Federation 
has itself emerged as a new field of research in recent years. 
This paper consolidates and summarizes the work done in 
the area of accounting and billing in CC as well federated 
cloud environment, identifies its limitations and 
requirements. 14 primary studies and 1 secondary study 
have been selected for review. The analysis of the existing 
literature shows that single commercial CSPs use their own 
different mechanisms to charge customers for the resources 
consumed. These mechanisms are not very transparent and 
details of the same are not completely available. They also 
do not fulfil the requirements of accounting and billing of 
heterogeneous environment of Cloud Federation. From this 
review, the need to develop a new framework for accounting 
and billing in federated cloud environment that must 
consider all the requirements of Cloud Federation that have 
not been addressed so far in any solution available in the 
literature, is justified.  
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