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correctness drops. Therefore, these methods are helpless 
against zero-day phishing attacks. 

B. User-Based Methods 

User-based methods combine the three perspectives and 
provide useful information to the user, and let him decide the 
action. Though, these methods might be able to detect zero-day 
attacks; but un-informed users would never take the cautions 
seriously. [9] is an example of this method. 

It’s not recommended to have users decide because he 
usually doesn’t have enough background knowledge to make 
the correct decision. 

C.  Website Analysis Method 

These methods use analysis of the websites and regarding 
the properties of the phishing websites and legitimate ones, to 
make the detection. The analysis can be in the following parts 
of the website: 

a. Content: These methods study the contents of the 
website. [10], [11], [12], [13], [14], [15], [16], [17] and [18] 
introduce methods which will be grouped as content analysis 
methods.  

b. Communication: These methods analyze the 
surroundings. [19] uses the communications to identify the 
existence of databases near the website, which might be used 
for collecting stolen data. [20] and [21] scans the connections 
of the website to analyze the communication with original 
website, which is a common parameter in most phishing 
websites. 

c. Search Engine Based: These methods rely on the 
information provided by search engines and other online 
sources for the detection. [22]and [23] are of this kind. These 
techniques are prone to search engine optimization acts. 

The key challenge in this type of tools is to select the most 
precise and optimum attributes. The main goal is to have high 
detection rate, i.e. low false positive and false negative. 

III. SYSTEM ARCHITECTURE 

Figure 1 shows the overview of the system architecture. 
This framework is based on textual properties of the website; 
the key feature of websites in use is the fact phishing websites 
have textual similarity to the original website. The framework 
consists of three components: 
 Textual Properties Extractor: This component is to 

analyze the website and extract textual properties of it.  
 Candidates Finder: This component provides a list of 

websites which are a possible target of the victim. 
 Compare Unit: this component, using both textual 

properties of visiting and candidate websites; compares 
them  

These components are thoroughly discussed in the next 
section. 

IV.  A SIMILARITY BASED ANTI-PHISHING 

FRAMEWORK 

Phishing which is a malicious act of stealing valuable 
information, by masquerading a website; have to lure the user 
into the trap. Therefore, phisher send an email, or text, to the 
victim; and tempting or threatening him to enter the website, 
and victim follows the bait and goes to the website. If the 
website is similar to the legitimate one, then he might fall into 
the trap; but in case of difference, he might get suspicious and 
fly out. 

 

 
Figure 1 System Architecture 

  
Therefore, the phisher tries to make the phishing website as 

similar as possible to the legitimate one to make sure that the 
victim won’t get suspicious.  

This framework triggers this point of the attack and tries to 
detect phishing websites by this. That is this framework checks 
through a list of candidates and analyzes the similarity by both 
textual properties. On the other hand, the legitimate website is 
mostly unique. 

The following explains the components: 

A. Modeling  

This component tries to model the website; that is it extracts 
several properties of the website and make a sound and 
complete association between a website and its properties. In 
this case, the set of properties can be called a model.  The 
model of the website in contrast to the website is easy to deal 
with, therefore the website is modeled before getting into the 
comparison component. 

B.  Candidates Extraction 

The framework tries to find a similar website to the visiting 
one and try to detect phishing. As going through all of the 
internet is impossible therefore it searching region should be 
narrowed. 

This component provides possible websites the victim 
meant to visit; i.e. a limited number of website which might be 
similar to the visited ones are extracted here. 

This component may use the model of the website or the 
website itself. The outputs of this component are analyzed to 
find the intended website. 

C. Comparison 

This component compares two websites. Since a website is 
a complex entity, modeling is needed. The comparison 
algorithm is highly dependent on the modeling algorithm. 

After the result of the comparison, it’s up to the decision 
maker, whether to direct the victim of phishing to the safe 
original website or only alert the user. 

V. EXPERIMENTAL METHOD 

A. An Implementation of the Framework 

For testing the framework, it was implemented. The 
selected platform was Java. The three components of the 
framework were implemented as follow: 
 Modeling: The modeling component was implemented by 

extracting the textual property of the website. 
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phishing, the suggesting domain is another address of the same 
website; therefore the main source of false positive is the 
problem of distinguishing different domains of a website, 
which are similar. 

False negative is mainly because of the websites with too 
little of texts, which makes the textual property of the website 
rather empty. That is, the modeling is done incorrectly. E.g. 
website is dedicated for login; these pages include only an 
HTML form and the text is limited to general keywords such as 
username, login and etc.; which can’t be used as decision 
guide.  

Another source of false decision, both false positive and 
false negative, is the language of the website. As in the 
implementation of the framework, the property extractor 
doesn’t implement some of the languages; therefore the textual 
properties and the decisions are not reliable. Albeit, this is a 
drawback of the implementation rather than in the framework. 

VIII. DISCUSSION 

As mentioned in previous sections, the phisher tries to make 
the phishing website as similar as possible to the legitimate one 
to make sure that the victim won’t get suspicious. That is this 
framework checks through a list of candidates and analyzes the 
similarity. On the other hand, the legitimate website is mostly 
unique. 

In website-analysis phishing detection methods, the 
properties of websites are used for detection; these properties 
can rely on the URL, the connections, the search engine and 
other similar information. This information is proven to be 
similar to some of the legitimate websites. For example, page 
rank and results in a search engine can detect phishing website; 
but for the low-profile website, the rank is also low, which 
causes a large false positive. 

Legitimate websites are unique; because each has a 
different taste and service behind it; that stops the framework 
from falsely detecting legitimate websites; therefore the false 
positive is very low in this implementation. 

As discussed above, the similarity is a key feature in the 
phishing websites, and as this framework uses this feature for 
detection, the false negative would also be very low. 

IX.  CONCLUSION 

In this paper, a novel framework was introduced which is 
relied on textual-properties. These are not associated with the 
popularity, and therefore low-profile websites are not to be 
detected. 

This framework was implemented by using the textual 
property for modeling. The implementation was used for 
evaluation of the framework; although it has some drawbacks, 
and can’t identify websites which has little words on it. That is 
when phisher doesn’t put much information on the website; or 
he can put the information in the form of images, which doesn’t 
provide a text or the text consist of general terms. In this case, 
this implementation of the framework can’t extract textual 
properties which this system is based on; therefore it can’t be 
processed and the detection can’t perform. But it’s not a 
drawback of the framework. 

For websites, which has limited texts, another 
implementation can be used to improve the results. For future 
works, the graphical properties can be added to the detection; to 
make it harder to entice by the attackers 
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