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Teo et al. [14] describes a dynamic risk-aware access control 
architecture which provides additional runtime support to 
firewalls by monitoring the environment. It monitors client 
requests at runtime and makes intuitive risk based assessments 
on each request before allowing traffic through. Similarly R.M 
Venkatesan et al. [2] considers a firewall which adapts to 
threats by changing security policies for each user at runtime 
based on Intrusion Detection System (IDS) input. Kang et al. 
[15] also considers using IDS input in the context of real-time 
embedded systems to allow the system systems to allow the 
system to perform optimally until a real security threat occurs. 
Finally M.E El-Hennawy et al. [16] also tries to alleviate 
security processing costs through segmenting data and applying 
a different level of encryption to each segment by varying the 
algorithm key size. Lee et al. [4] proposed a system using 
combined misuse and anomaly detection approaches to 
generate rules for IDS. For improving efficiency, multiple 
model cost based approaches are applied. These analyze and 
detect models with high accuracy but low cost. A distributed 
architecture is proposed for evaluating models in real time. To 
improve usability adaptive learning algorithms are used for 
incremental updates. To reduce reliance on the labeled data 
unsupervised learning is studied. 
 

III. PROPOSED ADAPTIVE SECURITY MODEL DESIGN 
 

In order to design a dynamic adaptive security model the 
system should have the functions of real-time invasion 
monitoring, vulnerability scanning, protection, system security 
mechanism, self learning and security policy updating. 
Monitoring and detection mechanisms are classified in two 
main categories. 
 

a) Signature based detection: Models built from well known 
attack types, i.e., from already known attack patterns. 
 

b) Anomaly based detection: This detection is based on 
heuristics or rules and any deviation from the traffic profile 
created during training phase is considered anomalous. 
 

The proposed adaptive security model uses both the methods 
for providing maximum security across the network. The key 
aspect in building an adaptive security model   is to decide the 
states and symbols that are to be used to build the model. 
Choosing right set of attributes for a model is very important as 
this step would ensure effective usage of available data. For our 
experiments, we use TCP header information present in packets 
as features. 
 
The proposed model consists of the following components. 
Monitor (M), Analyzer (A) and Reflector (E) as shown in 
Figure 1. 
 
3.1 Monitor 
In order to detect the network intrusion the monitor will first 
check the signature database for the possible threat and in case 
of a match will raise a flag otherwise the monitor will proceed 
for the anomaly based detection method.  

 
 
 
In order to detect the attack traffic, the system must be taught 
to recognize normal system activity.The two phases of a 
majority of anomaly detection systems consist of the training 
phase (where a profile of normal behaviors is built) and testing 
phase (where current traffic is compared with the profile 
created in the training phase)[1]. Any behavior that fall outside 
the predefined or accepted model of behavior generates an 
event. The monitor flags any traffic that deviates from clean 
traffic profile as suspicious. The rationale behind this method is 
that clean traffic and malicious traffic are not generated from 
the same distribution. Thus the role of monitor is to study the 
network environment and measures the changes in behavior of 
network to detect the possible intrusion. Monitor reports the 
changes along with threat parameters to the next component of 
the system, the Analyzer. 

 
3.2   Risk Analyzer  

Once the monitor detects a threat or infrequent pattern it 
raises a flag and passes the threat parameters and network 
information to the risk analyzer. Risk analyzer being the 
significant component of the proposed security model, it takes 
into consideration all network parameters and analyses the risk 
involved and makes a risk assessment.  

Risk confirmation is mainly about identifying possible risks 
in network and classifying them. Risk forecast is to foresee 
direct losses and indirect losses when risks occur. During the 
process of risk assessment, value of assets, impacts of damage, 
seriousness of threats, possibilities of threats, and 
vulnerabilities of assets play key roles.  
 
Calculation of Risk Rating    

Risk rating is a quantitative measure of the network’s threat 
level before the adaptive security model reflects the changes in 
security policies and mechanisms. The proposed model 
calculates a risk rating number using the following factors: 
Signature rating (SR): The value indicates the degree of attack 
certainty.  

 Damage rating (DR): The value indicates the amount of damage 
an attack can cause.  

Target rating (TR): This value indicates the target criticality. 

Vulnerability rating(VR) : This value indicates how much 
vulnerable the target is. 

Prior rating (PR): This factor indicates the value if the attacker is 
already in the watch list maintained by the security model. 

By taking all the above mentioned factors into consideration 
the risk rating is calculated using the formula: 

 

Risk Rating = (SR*DR*TR)  + VR + PR 

          1000 
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3.3  Evaluator 
The main job of the evaluator is to calculate the threat rating 

which is a quantitative measure of the network’s threat level 
after the adaptive security model reflects the changes in 
security policies and mechanisms. The proposed model 
calculates threat rating using the following factors: 

 

Threat Level Calculation 
 

Threat Level = Risk Level - Alert Level 
 
The alert level for some threats can be specified as:  
• 10: deny-intruder 

• 9: deny-intruder-victim-pair 

• 8: deny-intruder-service-pair  

• 7: deny-connection  

• 6: deny-packet  

• 5: modify-packet  

• 4: request-block-host  

• 3: request-block-connection  

• 2: reset-connection  

• 1: request-data rate-limit  

For example, if an alert had a risk level of 50 and the adaptive 
security model mitigates the event with a deny-packet  action, 
the threat rating would be calculated as:  
 
Threat Rating = Risk Rating - Alert Rating, or 50 - 6 = 44.  
 

Thus threat rating is a better measure than risk rating  and  
taking the adaptive security model mitigation action into 
account, threat rating helps to focus on the most important 
intrusion  issues that have not been mitigated.  

 
3.4 Policy Interpreter: 
 

The main objective of calculating the risk rating and threat 
level is to provide recommendations that maximize 
confidentiality, integrity and availability while still providing 
functionality and usability. Based on the decision taken by the 
evaluator after assessment of threat level, the job of reflector is 
to specify the appropriate security policies and change the 
network configuration to dynamically adapt the new network 
policies and mechanisms in order to ensure fail safe state. The 
policy interpreter determines the safety valve of network by 
adopting the need based security policies which in turn prevent 
the intrusion and ensure the privacy and security of data 
transmission. It is pertinent to mention that the evaluator  can 
apply the new security policies either on risk rating or threat 
rating, but threat rating focuses on the most important threats 
that have not been mitigated and hence is a preferred measure. 
The feedback loop reports back to monitor and assures the 
security of data transmission. When security policies are 
adapted through the evaluator component the monitor 
component’s measurements are affected in the next feedback 
loop because of the adaptation. Thus the executor maps the 
given policy rules to the source data indicating to the Security 
unit which security function to apply to which sets of data. 
 

IV. WORKPLAN REALIZATION 
 

The proposed enhanced adaptive network security model 
modifies the security policies and mechanisms at runtime and 
maximizes the privacy and protection of network data from the 

threats of numerous invasions. In comparison to other existing 
security models, the proposed adaptive network security model 
places more emphasis on network security using dynamic 
adaptation. The adaptive model starts working from packet 
filtering and ends in updating security policies. Comprehensive 
packet analysis (TCP packet Header) is the first step in 
monitoring network security. The packet is analyzed for the 
threat level and security measures and policies which satisfy 
the appropriate needs are drawn up, followed by network 
quality of service assessment. Then the network monitoring 
module will reinforce security and basic precautionary 
measures will be deployed, and system security mechanisms 
and policies will be established according to the results of 
packet analysis. Once a security threat is detected by the 
network monitoring module, detection and fore-warning 
measures are introduced into the model to monitor the work of 
security system, and detect whether the work of the present 
system is in accordance with security strategies. The proposed 
adaptive network security (ANSM) model can be expressed 
using the following relations: 
S (ANSM) = M(Monitoring) +R(Risk Analysis) +D(Detection 
& Alert) + A(Analyzing) +P(Policy)+  P(Reinforce Security 
Policy) + K(Knowledge Base) 
Briefly described as follows: 
State variables: 
Mn = Monitoring 
Ra= Risk Analysis 
Pa= Packet Analyzing 
Da = Detection &Alert 
Po = Policy 
Re = Reinforce security Policy 
Kn=Knowledge 
S = (Mn, Ra,Pa,Po, Re, Dw,Kn) 
C = (Pa, Da,Re) 
P = (Da, Re,K) 
Rules: create_object (S); 
If (!C) then 
{ 
     create (C); 
} 
Else 
{ 
     P = P + K; 
     Create (P); 
} 
 

V.  CONCLUSION  
 
Network security is a continuous process and demands 

regular network analysis, testing and maintenance. In current 
scenario there are number of ways, which guarantee for the 
safety and security of the network but it cannot be said that 
they will be everlasting. In this paper we propose a dynamic 
and   flexible security framework which makes real-time 
adjustment and control on the policy state using the self 
adaptive mechanism based on incident triggered and policy-
driven model. When network changes or new security 
technology or attack measures emerge, the network security 
model has the ability to respond and adapt to new situations. 
Thus it provides a viable method for network security 
validation in dynamic environment but further research is 
needed to develop new tactics , integrate new mechanisms and 
make the security model self learning. 
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