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Abstract: The advent of the Internet has resulted in many new opportunities for the creation and delivery of content in digital form. Applications 

include real time video and audio delivery, digital repositories and libraries, Web publishing and electronic advertising etc. An important issue 

that arises in these applications is the protection of the rights of all participants. Digital Watermarking is a technology being developed to ensure 

security and protection of multimedia data. The purpose of digital watermarking is to facilitate data authentication, copyright protection and 

content integrity verification. Digital watermarking is a relatively new and highly multidisciplinary research field, which combines the work of 

fields such as digital signal processing with cryptography, communications and information theory, and the theory of visual perception. This 

paper is intended to disseminate the concept, application and schemes of digital watermarking for multimedia security management. We will be 

addressing the challenges posed to multimedia security and how watermarking could meet those challenges. 
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                                  I.  INTRODAUCTION  

Digital information revolution has brought about many 

advantages and new issues. Unlimited number of replicas of 

the original content can be made from unprotected digital 

content. This makes the content creators and content owners 

more anxious about the copyrights management of their 

digital contents. 

Today, well established cryptographic algorithms can 

resolve many of these issues. However, cryptography [1] 

can only protect the digital contents during the transmission 

of the data from the sender to receiver. Once content is 

decrypted, there’s nothing to prevent an authorized user 

from illegally replicating digital content. Some other 

technology is obviously needed to solve this problem. One 

of the solutions to this problem is a digital watermarking 

system. [2][3][4][5]. 

A digital watermarking is a piece of information that is 

embedded directly in media content, in such a way that it is 

imperceptible to a human observer, but easily detected by a 

computer and can later be extracted or detected for a variety 

of purposes including copy prevention and control. 

The watermark should be imperceptibly embedded into the 

digital multimedia content, and it should be robust enough 

to survive not only most common signal distortions, but also 

distortions caused by malicious attacks. Well-established 

organizations are actively doing research into digital 

watermarking and developing digital watermarking system 

and schemes to protect multimedia contents. Researchers are 

developing general guidelines for effective watermarking 

algorithm design, improving robustness and reliability, and 

tailoring to the constantly changing needs of multimedia 

industries [4][5]. 

                               II.       APPLICATION AREA 

There are a number of different watermarking application 

scenarios, and they can be classified in a number of different 

ways. The following classification is based on the type of 

information conveyed by the watermark [6][7]. 

 
Table I: Classes of watermarking applications 

 
Application Class  Purpose of the 

embedded 

watermark 

Application 

Scenarios 

Protection of 

Intellectual 

Property Rights 

 

Conveys 

information about 

content ownership 

and intellectual 

property rights 

 

Copyright 

Protection, 

Copy Protection, 

Fingerprinting 

Content 

Verification 

Ensures that the 

original 

multimedia content 

has not 

been altered, and/or 

helps 

determine the type 

and 

location of 

alteration 

Authentication, 

Integrity Checking 

 

Information hiding Represents side-

channel used to 

carry additional 

Information. 

 

Broadcast 

Monitoring, 

System 

Enhancement 

 

 

            Possible application scenarios of Digital 

watermarking [8] are: 
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1. Digital Watermarking for Copyright Protection 

    The watermark identifies the owner of the content. This 

information can be used by a potential user to obtain legal 

rights to copy or publish the content from the contact owner 

[10]. 

 

2. Digital Watermarking for Copy Protection 

Watermarks can also be used for copy prevention and 

control. For example, in a closed system where the 

multimedia content needs special hardware for copying 

and/or viewing, a digital watermark can be inserted 

indicating the number of copies that are permitted. Every 

time a copy is made the watermark can be modified by the 

hardware and after a point the hardware would not create 

further copies of the data. An example of such a system is 

the Digital Versatile Disc (DVD) [11]. In fact, a copy 

protection mechanism that includes digital watermarking at 

its core is currently being considered for standardization and 

second generation DVD players may well include the ability 

to read watermarks and act based on their presence or 

absence. 

 

3. Digital Watermarking for Fingerprinting 

 In applications where multimedia content is electronically 

distributed over a network, the content owner would like to 

discourage unauthorized duplication and distribution by 

embedding a distinct watermark (or a fingerprint) in each 

copy of the data. If, at a later point in time, unauthorized 

copies of the data are found, then the origin of the copy can 

be determined by retrieving the fingerprint. In this 

application the watermark needs to be invisible and must 

also be invulnerable to deliberate attempts to forge, remove 

or invalidate. 

 

4. Digital Watermarking for Content Authentication 

In this type of application the watermark encodes 

information required to determine that the content is 

authentic. It must be designed in such a way that any 

alteration of the content either destroys the watermark, or 

creates a mismatch between the content and the watermark 

that can be easily detected. If the watermark is present, and 

properly matches the content, the user of the content can be 

assured that it has not been altered since the watermark was 

inserted. This type of watermark is 

referred as a fragile watermark. One example of this 

technology being used for image authentication is the 

trustworthy digital camera described in [12]. 

 

5. Digital Watermarking for Broadcast and Publication 

Monitoring 

In broadcast monitoring, automated system is used to collect 

information about the content being broadcast, and this 

information is then used as the bases for billing(for example 

in advertisement) as well as other purposes. Here, the 

watermark contains broadcast identification information and 

it’s embedded directly into the multimedia content itself, 

and the resulting broadcast monitoring solution becomes 

compatible with broadcast equipment for both digital and 

analog transmission. 

 

6. Secret communication  

The embedded signal is used to transmit secret information 

from one person to another, without anyone along the way 

knowing that this information is being sent. This is the 

classical application of steganography[13] – the hiding of 

one piece of information within another. 

                    III.  DIGITAL WATERMARKING SYSTEM 

Digital watermarking system [7] consists of two main 

components: watermark embedder and watermark detector. 

The embedder combines the cover work C0, an audio-visual 

signal in which data will be hidden, and the payload P, an 

input message to be added to the cover work, and creates the 

watermarked cover CW. This embedding operation takes 

place in two phases. In the first phase, the watermark 

encoder takes the payload P and maps it into the watermark 

W, which has to be of the same type and dimension as the 

cover work C0. For example, if the cover work C0 is an 

image, then the watermark encoder would produce an image 

pattern of the same size as the cover image. This mapping 

may be done with help of a watermark key K which can be 

used to enforce security. In the second phase, the watermark 

W is added to the cover work C0 to produce the watermarked 

cover CW. It can be described using the following notation: 

 

CW = E1(CO,W)     ^     W =  E0(P,K) 

 

Watermark detector either extracts the payload P from the 

watermarked cover CW, or it produces some kind confidence 

measure indicating how likely it is for a given payload P to 

be present in CW. The extraction of the payload is done with 

help of a watermark key K.  It can be described using the 

following notation: 

 

P = D(CW,K) 

BLOCK DIAGRAM FOR GENERATION AND DETECTION OF  

WATERMARK 

  

  

  

  

   

      

     

          

 

          Figure 1 . Watermark Insertion. 

  

                    Figure 2. Watermark Detection. 
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           IV .  PARAMETERS OF DIGITAL WATERMARKING 

Digital watermarking techniques may be classified in 

several ways. Parameters used in the categorization of 

digital watermark are [14] as given below: 

1. Robustness :  

A digital watermark is called fragile if it fails to be 

detectable after the slightest modification. Fragile 

watermarks are commonly used for integrity proof. 

A digital watermark is called semi-fragile if it is intended to 

de undetectable only after malicious manipulations of the 

host media in which it is embedded and detectable after non-

malicious manipulations. Semi-fragile watermarks 

commonly are used to detect malicious operations. 

A digital watermark is called robust if it is intended to be 

detectable even after significant malicious and non-

malicious manipulations on the host media in which it is 

embedded. Robust watermarks may be used in copy 

protection applications. 

2. Perceptibility : 

A digital watermark is called imperceptible if the original 

cover data and the watermarked data are perceptually 

indistinguishable. 

A digital watermark is called perceptible it its presence in 

the watermarked data is noticeable. 

3. Capacity : 

Capacity is the optimum amount of data that can be 

embedded in a given signal. On the basis of length of the 

embedded message the digital watermarking schemes can be 

classified into two different classes: 

• The message is conceptually zero-bit long and 

the system is designed in order to detect the 

presence or the absence of the watermark in the 

marked object. This kind of watermarking 

schemes is usually referred to as zero-bit 

watermarking schemes. 

• The message is a n-bit-long stream and is 

modulated in the watermark. These kinds of 

schemes usually referred to as multiple-bit 

watermarking or non-zero-bit watermarking 

schemes. 

                  V.  DIGITAL WATER MARKING TECHNIQUES 

A large number of research papers and articles have been 

published on digital watermarking over the last decade, 

where a number of different watermarking approaches have 

been presented [9, 15, 16, 17, 18, and 19]. Most of those 

approaches are similar and they only differ in one or a few 

aspects related to how a watermark gets created, where in 

the cover work it gets embedded, how it gets embedded, 

what domain to use for embedding, and how it gets detected. 

For obvious reason, it is not possible to discuss all 

contributions made in the field of digital watermarking. 

Instead, we will classify watermarking solutions according 

to the defining properties mentioned above. More 

specifically, the basic alternatives in a design of a digital 

watermarking system are: 

1. Processing domain selection: A watermark can be 

embedded into the cover image in a spatial domain 

[20][21].Alternatively, it can be more advantageous to 

do it in a transform domain, such as discrete Fourier 

transform domain (DFT) [25][26], discrete cosine 

transform domain (DCT) [10][22][23], the Fourier-

Mellin transform domain, wavelet transform domain 

[24], or the fractal transform domain [27]. 

2. Cover location selection: Early watermarking 

techniques were based on using the least significant bit 

of the image representation as the carrier for watermark. 

This technique has been improved by  random selection 

of cover locations where the watermark information 

will be embedded. A pseudorandom number generator, 

initialized by the secret key (the seed), is usually used 

to determine those locations. This solution basically 

hides the locations where various bits of watermark 

information are embedded [10]. An alternative 

approach protects the watermark information by 

spreading it across cover, so that any cover location 

contains some part of watermark information [28]. 

3. Payload encoding: Some applications required only 

one bit of information to show the presence and absence 

of  the watermark. A watermark carrying one bit of 

information is created as a psedo-random noice drown 

from uniform distribution.But,most watermarking 

applications, require more than one bit of information to 

be embedded. Some solutions allow any multi-bit 

payload to be directly embedded into an image [10]. 

Others use spread spectrum [29] or error correcting 

codes to transform a payload into an appropriate 

watermark before embedding it into data. 

4. Watermark embedding method selection: A 

watermark can simply be added to the cover image. The 

addition may be image independent or image 

dependent. The additional techniques differ on how 

they exploit frequency sensitivity, luminance sensitivity 

and masking capabilities of the human visual system 

(HVS) [16]. An alternative watermark embedding 

method is based on quantization [30]. Their method 

called quantization index modulation (QIM) is based on 

the set of N- dimensional quantizers. The quantizers are 

designed such that the reconstruction values from one 

quantizer have a good separation from the 

reconstruction points of every other quantizer. The 

message to be transmitted is used as an index for 

quantizer selection. The selected quantizer is then used 

to embed the information by quantizing the image data 

in either special or DCT domain. Quantization 

watermarks suffer from low robustness, but have a high 

information capacity due to rejection of host 

interference. 

5. Watermark detection: In general, watermark detection 

is directly derived from watermark embedding. 

        VI.  EVALUATION  OF WATERMARKING SYSTEM 

Once a watermarking system has been designed and 

implemented, it is important to be able to objectively 

evaluate its performance. This evaluation should be done in 

such a way to be able to compare results against other 

watermarking systems designed for the same or similar 

purpose [31][32]. 

By definition, watermarking is a technique for embedding a 

watermark into a cover work imperceptibly and robustly. 

Therefore a quality of a new watermarking system can be 

measured by evaluating those two properties and comparing 

results against an equivalent set of measures obtained by 

evaluating other watermarking systems. 
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Watermark imperceptibility can be evaluated either using 

subjective evaluation techniques involving human 

observers, or using some kind of distortion or distance 

metrics. Watermark robustness can be evaluated using 

standardized benchmark tests. Those tests are designed to 

create various distortions to the watermarked cover under 

tests, so that it is possible to measure watermark detection 

rate under those conditions. 

                     VII.   WATERMARKING ISSUES 

The important issues that arise in the study of digital 

watermarking techniques are: 

 

• Capacity: what is the optimum amount of data that can 

be embedded in a given signal? What is the optimum 

way to embed and then later extract this information?         

• Robustness: How do we embed and retrieve data such 

that it would survive malicious or accidental attempts at 

removal? 

• Transparency: How do we embed data such that it does 

not perceptually degrade the underlying content?                

• Security: How do we determine that the information 

embedded has not been tampered, forged or even 

removed? 

Indeed, these questions have been the focus of intense study 

in the past few years and some remarkable progress has 

already been made. However, there are still more questions 

than answers in this rapidly evolving research area. Perhaps 

a key reason for this is the fact that digital watermarking is 

inherently a multi-disciplinary topic that builds on 

developments in diverse subjects. The areas that contribute 

to the development of digital watermarking include at the 

very least the following: 

• Information and Communication Theory 

• Decision and Detection Theory 

• Signal Processing 

• Cryptography and Cryptographic Protocols 

Each of these areas deals with a particular aspect of the 

digital watermarking problem. 

                             VIII.    CONCLUSION 

Digital watermarking provides more solutions and promises 

for multimedia security. It has been accepted as a 

complementary technology to multimedia encryption, 

providing some additional level of protection. There are 

many ranges of applications that could be benefited from 

applying digital watermarking. Protection of intellectual 

property is very important nowadays because digital 

multimedia content can be copied and distributed quickly, 

easily, inexpensively, and with high quality. And 

watermarking could be used for this purpose. Other 

applications, such as copy protection, fingerprinting, content 

authentication and broadcast monitoring could also be 

benefited. The solutions are more likely to remain 

application dependent and trade-offs between the conflicting 

requirements of low distortion, high capacity, complexity, 

and robustness still have to be made. Before trustworthiness 

can be evaluated, possible attacks for specific applications 

have to be studied at the development stage. With so many 

challenges and potential, we expect that digital 

watermarking will continue to be an active research area. 
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