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Abstract: Wireless mesh networks have emerged recently as a technology for next generation wireless networking. Due to multi-hop 

communication and routing on layer two in mesh networks, attacks on the routing, selective forwarding and eavesdropping on confidential data 

become relatively easy. To avoid such attacks, a differentiated security approach which is based on protection levels associated with nodes in the 

network is introduced in this paper. Participation in the MAC layer routing is facilitated according to the respective protection level of a node. 

Using additional cryptographic protection, the approach introduced in this paper would greatly help in avoiding unintentional disclosure of 

confidential data. 
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 I. INTRODUCTION  

 
Wireless mesh networks can be implemented with various 

wireless technologies including IEEE 802.11 (WLANs) [1, 2]. 

The field of Wireless Networking has been experiencing an 

explosive growth proportional to the Internet. Since, the users 

and service providers enjoy the flexibility and accessibility of 

network any-where, any-time, Wireless Networks suffers from 

risks of unintentional disclosure of confidential data. The 

major risk involved is that the information is transmitted 

through air [3]. In contrast to the single-hop communication 

used in IEEE 802.11 [4] wireless networks, mesh networks 

apply routing mechanisms on layer 2 based on MAC addresses 

in order to achieve multi-hop communication. This means that 

each node taking part in the mesh network has to forward 

frames according to a specific MAC layer routing protocol, e. 

g. Hybrid Wireless Mesh Protocol [5]. 

Security in Wireless Mesh Networks (WMNs) is still in its 

infancy, as very little attention has been devoted so far to this 

issue by the research community [1, 6, 7]. Although many 

security schemes have been proposed for wireless LANs [8] 

and ad hoc networks [9, 10, 11, 12, 13, 14], they are not 

suitable for WMNs, which need convincing security solutions 

that should act as incentives for customers to subscribe to 

reliable services [1, 15, 16, 17]. In WMNs, two different 

security areas can be identified: one related to the access of 

user terminals (user authentication and data encryption) and 

the other related to network devices in the backbone of the 

WMN (mutual authentication of network devices, and secure 

exchange of data and control messages). 

In this paper, we focus on backbone area security by 

proposing a novel and fully Distributed Security Architecture 

for Wireless Mesh Networks, which provides a security 

framework for the mesh backbone, that is, access control for 

mesh routers as well as security and integrity of all data 

communications that occur in the WMN; this is achieved with 

layer-2 encryption through the utilization of a shared key 

whose delivery is assured by a key distribution protocol. 

            II. RELATED WORK  
 

So far, little attention has been devoted to security in 

WMNs by the research community [1, 6]. Two main security 

areas can be identified: the first is related to the access of 

client terminals, while the second is related to the mesh 

backbone. Client authentication and access control can be 

provided using standard techniques [18, 19, 20], which 

guarantee a high level of flexibility and transparency: all users 

can access the mesh network without any change to their client 

devices and software. However, client mobility can pose 

severe problems to security architectures, especially when 

real-time traffic is transmitted. To cope with these problems, 

proactive key distribution techniques can be devised [17, 21, 

22]. 

Several works investigate the use of cryptographic 

techniques to secure the information exchanged through a 

wireless network. In [12], authors proposed to use PANA, the 

Protocol for carrying authentication for Network Access, to 

authenticate the wireless clients and to provide them with the 

cryptographic material necessary to establish an encrypted 

tunnel with the remote access router to which they are 

associated. 

Other approaches have been proposed to authenticate the 

users in WMNs, maintaining at the same time a low overhead. 

In [23], security architecture for high integrity multi-hop 

WMNs is proposed; a heterogeneous set of WMN providers is 

modeled as a credit-card based system so that each mesh client 

does not need to be bound to a specific operator, but can 
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achieve ubiquitous network access by first obtaining a 

universal pass issued by a trusted third broker.  

In [24], a new authentication technique for hierarchical 

WMNs based on threshold cryptography is defined, where the 

certification authority services are provided through the 

collaboration of a pre-determined set of mesh routers. The 

proposed architecture extends the Diffie-Hellman key 

exchange protocol for negotiating a key that authorizes a user 

to access the backbone network services provided by a mesh 

router situated in a different zone. 

In [11], Komninos et al proposed a distributed detection 

mechanism that makes use of local agents to collect and 

analyze audit data. Each agent assigns a compromised status to 

other network agents, and passes it to the neighboring nodes 

for further decisions. In [25], two protocols are defined to 

detect replicated nodes by distributing the information about 

each node’s identity and geographical position to a randomly 

selected set of nodes.  

In [12] and [26], two different approaches are presented to 

allow specific coalitions of devices to act together as a single 

certification authority, whereas in [27] a hierarchical key 

management architecture is proposed to obtain an efficient 

establishment of distributed trust. Capkunet et al in [28] 

proposed a fully self-organized public key management 

scheme that, similarly to the PGP scheme, does not rely on any 

trusted authority to perform the authentication of other peer 

nodes: each network node is its own certification authority and 

issues certificates to other nodes; the authentication procedure 

is performed via trust chains of certificates. The public key 

management schemes proposed in [29] and [30] further 

enhance the security of the distributed approaches like those 

presented in the above works, by using proactive secret 

sharing and fast verifiable share redistribution techniques 

which permit to update periodically the secret shares. 

Even if these distributed systems improve the network 

fault tolerance by removing the single point of failure 

introduced by centralized schemes, they are not very efficient 

in terms of computational or communication overhead. On the 

other hand, the centralized architecture proposed in [31] 

(MobiSEC), provides both access control for mesh users and 

routers with a negligible impact on the network performance.  

Finally, we underline that none of the above solutions 

addresses all the security problems typical of a wireless mesh 

network. In fact, the previous proposals deal with security 

weaknesses related to a specific layer or protocol of the 

network stack, while in this paper we propose a fully 

distributed framework that copes with the security problems of 

the backbone area of a WMN, maintaining a high level of 

compatibility with current wireless security standards without 

impacting, at the same time, on the WMN performance. 

III. CRYPTOGRAPHIC PRIMITIVES & ALGORITHMS 
 

In this Section we introduce the cryptographic primitives 

and algorithms used in our architecture to distribute the Key 

Server functionalities among a group of mesh routers. 

We first introduce the Shamir Secret Sharing algorithm, 

which is used to share the key service private key among a set 

of core mesh routers; then, we provide an overview of the 

Threshold Signature Scheme, which is used by all generic 

mesh routers to prove the authenticity of the messages signed 

by the core mesh routers. 

Shamir Secret Sharing Algorithm: In [32], Shamir 

proposes a method to share a secret among a group of parties. 

In an (n, t)   threshold sharing scheme, a secret S is divided 

into n secret shares, but only t out of n pieces are necessary to 

recover the original secret.  

The scheme is based on the following property: 

    If   
 

 

 

Is a polynomial of order t − 1 whose coefficients  ai are 

chosen over a finite field Zq (where q is a large prime) and a0 

= S, then only t distinct points {(xi, f(xi))} are necessary to 

recover the secret S, while t − 1 or fewer points provide no 

information about the shared secret. The method used to 

recover the secret is known as Lagrange interpolation, which 

is briefly sketched in the following. 

Let C = {s1, s2, ..., sn} be the set of the n secret shares, 

where si = f(i) mod q, and let A be any subset of C whose 

cardinality is equal to t (A � C, |A| = t). The secret S can then 

be recovered from A, according to the following equation: 

 

 

 

Threshold Signature Scheme: Threshold signature 

schemes permit to verify the authenticity of the signature 

applied to a message by a coalition of t out of n parties without 

revealing the private key. 

In an RSA signature scheme [33], the private exponent d of 

the key service private key         

                                                                    can be 

shared by n parties. 

The signature of any message m, where h(m) represents the 

digest of m (computed using a one-way hash function), can be 

recovered by collecting t out of n partial signatures and 

multiplying them according to the following expression: 

 

 

Finally, to verify the authenticity of the message, the node 

has to raise the previous signature to the public exponent e, 

and compare the obtained result with the hash value of the 

message, according to expression (3). 
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IV. KEY MANAGEMENT 

To protect the WMN against outside attackers it is 

sufficient to deploy one single dynamically-generated key for 

the whole network { the Global Key (GK). Because the 

effective transmission key also contains the sender's MAC 

address and a station-generated sequence number (IV), there is 

no reuse of key material, provided that the GK is re-generated 

periodically and on every network restart using a reliable 

random number generator. 

This approach requires a single assigned station, the Mesh 

Key Distributor (MKD), to generate the initial and following 

GKs. Similar to the MKD in the 802.11s proposal this can be a 

station connected to the backbone network and having direct 

access to the user database. However, it is possible to use a 

leader election protocol as well, either once or for every round 

of GK generation. 

Because there is only one key, all Mesh Points can 

decrypt and verify the messages from any other MP. However, 

when a station leaves the network or when the key has been 

used for some time, it needs to be re-generated. To allow that, 

every key is augmented with a relative validity value VN. This 

value is generated by the MKD and propagated together with 

the key. A sane value for typical networks is in the order of ten 

minutes. 

The 802.11i standard requires every station to authenticate 

to every other station. However, this is not really required to 

ensure secure communication. In WMNSec every station has 

to perform only one authentication to become part of the 

network and to receive the Global Key. 

At the beginning the Mesh Key Distributor ( MKD) is the 

only "authenticated" station { the WMN consists only of the 

MKD. A station S1 which wants to participate in the WMN 

has to authenticate with the Mesh Key Distributor (MKD) 

using the 4-Way-Handhake. Hereby the MKD is the 

authenticator and S1 is the supplicant. When the mutual 

authentication succeeds the new station becomes an 

"authenticated" part of the WMN and receives the GK using 

the Group Key Handshake. After that it can switch its role to 

authenticator and further distribute the key. Another station 

now can authenticate with the MKD or S1, depending on 

which connection is more stable. Thus, the iterative 

authentication forms a spanning tree starting at the MKD and 

expanding to the whole network. Because a GKx is always 

augmented by its validity time Vx, the latter has to be 

transmitted during the handshake. The 802.11i standard allows 

to transfer user-specific fields as part of the handshake 

payload, so that the Group Key handshake has been extended 

to always include Vx for a transmitted GKx. 

Station Roles :Two roles are used in the 4-Way-

Handhake: supplicant and authenticator. Whenever a station 

needs to receive a GK it becomes a supplicant (either when it 

was just started, or when the GK it uses is expiring). A station 

in possession of the current GK becomes an authenticator and 

allows other stations to prove their authenticity and to receive 

the GK. The MKD is always an authenticator because it can 

generate a new GK whenever required. No station shall play 

both roles at the same time (either it does not have a current 

key, and thus cannot spread one, or it has one and does not 

require a key update).  

Re-Keying and Re-Authentication :When a cryptographic 

key is used actively, the amount of data encrypted with it 

grows and it becomes easier to perform attacks on the 

encryption algorithm. To prevent breaking of the security, 

every key has to be replaced after a certain amount of data has 

been encrypted with it. When a key is replaced by a new one it 

can happen that stations are using different keys and thus are 

not able to communicate with each-other. Because a WMN is 

a distributed system it is not possible to replace the key in the 

whole network instantaneously. Still, some applications 

demand interruption-free communication, requiring seamless 

exchange of the encryption keys. 

To provide service without interruptions a transition phase 

has been devised (example in Figure 1). This transition phase 

allows a station to migrate from the old to the new key without 

losing its ability to communicate with its neighbors, without a 

strict synchronization scheme. The transition begins when the 

validity VN of the current global key GKN is almost expired 

and consists of six steps:  

First, the new key GKN+1 is received using the 4-Way-

Handhake and Group Key Handshake, at the same time re-

verifying the station's authentication (1).  

After that both the old and the new key are set up as 

receiver (RX) keys (2). Now the station can receive packets 

from stations which already have completed the re-keying as 

well as from stations which have not started it yet. 

 Now, to give other stations enough time to perform the 

re- keying, a transition delay T is performed (3). This time 

interval has to be dimensioned to allow all neighbors of the 

current station to perform a re-keying and to receive 

GKN+1.A typical value is in the order of 10s.  

After the delay the station can assume that all neighbors 

have received the new GKN+1, so it can be used for 

transmissions (TX; 4). Still, it is possible that other nodes are 

in their own transition phase, and still use the deprecated GKN 

for transmitting. 

To allow neighbors to finish their own transition the old 

key GKN has to be allowed as a receive key (RX) for the same 

time other stations could use it: it is kept valid for a second 

transition time T (5). 

Finally, when it can be assumed that all stations have 

completed step 4 and thus are using GKN+1, the old GKN can 

be invalidated and deleted from the key storage (6). 

 

 
 

Figure-1: Re-Keying: Six Steps of Distributed GK Update and 

Transition. (MPx = Mesh Point x; RX = receive key(s); TX = 

transmit key). 
 
 

The whole transition phase requires 2 � T to complete, 

meaning that it should be started when the remaining key 

validity is VN = 2 � T, preventing the old key from being used 

after its expiry.  The transition of two stations M Pi and MPj 

can be seen in Figure 1. Even though MPj begins the transition 

at a later time, interruption-free communication is possible: 
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when M Pi switches to the new key, MPj has already 

completed step 2 and can successfully decrypt the packets. 

When MPj switches to the new key, MPi accepts packets 

encrypted with both keys, causing no packet losses.  The 

transition algorithm steps are summarized as follows: 

 

1.Change role to supplicant, perform Global Key Handshake, 

receive GKN+1 

2. Change role to authenticator, install GKN+1 as additional 

receive key 

3. Wait transition time T (T3) 

4. Setup GKN+1 as new transmit key 

5. Wait transition time T (T5) 

6. Invalidate GKN 

 

                  V. CONCLUSIONS  

In this paper a distributed architecture for Wireless Mesh 

Networks, which provides a security framework for the mesh 

backbone is presented. By concentrating on protection against 

external attackers the authentication and key management 

overhead could be significantly reduced. The proposed 

architecture is appropriate in scenarios where interruption-free 

connectivity and mobility are required, e.g. teleportation of 

mobile robots. Still the proposed scheme relies on the secure 

mechanisms introduced by 802.11i { the 4-Way-Hand- hake 

and the periodic update of the used cryptographic keys. The 

main restriction compared to 802.11i is that there is no 

protection against attackers with insider knowledge (i.e. 

participants of the WMN). While this has some relevance in 

roof-net WMNs, it is not an issue in centrally organized 

industrial networks. 
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