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Abstract: IEEE has incorporated Counter Mode with Cipher Block Chaining Message Authentication Code protocol (CCMP) to provide robust
security to IEEE 802.11 wireless LANs. Counter mode is used for data confidentiality and Cipher Block Chaining —Message Authentication
Code (CBC-MAC) is used for data integrity and authentication. It is found that CCMP has been designed with a weak nonce construction and
transmission mechanism, which leads to the exposure of initial counter value. This weak construction of nonce renders the protocol vulnerable to
attacks by intruders. The failure of the counter mode will result in the collapse of the whole security mechanism of 802.11 WLAN.The IEEE
802.11 standard provides multiple data rates at the physical layer(PHY).The Physical Layer Convergence Protocol(PLCP) header specifies the

data rate of current packet in SIGNAL field.  This paper  shows an enhancement to nonce through PLCP signal field. since signal rate is

different for each transmission.
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I. INTRODUCTION

IEEE 802.11i incorporates authentication, data integrity
and data encryption mechanisms to address security
concerns for legacy and new wireless LANSs in infrastructure
and ad-hoc (peer-to-peer) based 802.11 networks. 802.11i
specifies device authentication through IEEE 802.1X [2]
and data security through the Wire Equivalent Privacy
(WEP), Temporal Key Integrity Protocol (TKIP) or Counter
Mode with CBC-MAC Protocol (CCMP). WEP and TKIP
target legacy 802.11 equipment. Various academic and
commercial studies have shown that WEP based WLAN
Security can be breached by intruders. Vulnerabilities of
WEP include weak encryption (short keys), static encryption
keys and lack of key distribution mechanism. TKIP [1]
provides counter-measures to possible attacks on WEP. The
counter-measures reduce the probability of successful
forgery and amount of information an attacker can learn
about a key.

Il. SECURITY FLAWS

Wireless networks are prone to different kind of
security threats.[2] Ubiquitous RF signals provide
conducive environment for malicious and well planned
information warfare, where attackers can use the advance
technology to mount attacks with the ease to sniff the
MPDUs traversing the air. Generally the threats can be
classified into the following:

*Leakage of Information: Information dissemination to
anyone who is not authorized to access it.

* Alteration of Information: Un-authorized or malicious
alteration of data while in transit between autonomous
systems, injection of spurious information using spoofing,
replay of packets etc.

*Repudiation: A party involved in the communication
denies its involvement.
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* Impersonation: An adversary pretends to be an
authorized entity.

* Service Stealing: Unauthorized use of network or
domain services without degrading the services to other
users.

*Denial of Service: lllegitimate access and intentional
degradation or blocking of inter network communication
links or services.

I11. CCMP

By contrast, CCMP requires new 802.11 hardware
with greater processing power. CCMP is based on the
Advanced Encryption Standard (AES) [3], a FIPS-197
certified algorithm approved by NIST. AES (128 bits key
length) operates in a counter mode (AES-128-CM) within
802.11i with CBC-MAC (CCM) [4] [5]. Counter mode is
used for data confidentiality and Cipher Block Chaining —
Message Authentication Code (CBC-MAC) is used for data
integrity and authentication.[6] Counter mode operates by
encrypting the initial counter and the resulting output is
XORed with the plaintext to produce the cipher text . The
initial counter is constructed from the flags field, length of
the payload and the nonce.

A Nonce

The nonce is constructed from the packet number (PN),
MAC layer A2 Address field (A2) and MAC layer priority
field. Since the nonce value can be pre-computed, the only
thing required to predict the counter value is length of
payload. The length of the payload can be obtained through
a priori information.

B. CCMP Security Mechanism

CCMP requires a fresh temporal key for every session.
CCMP also requires a unique nonce value for each frame
protected by a given temporal key, and CCMP uses a 48-bit
packet number (PN) The CCMP headers concatenated with
the MAC header, the encrypted payload, the encrypted MIC
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and the FCS field. These fields form the MPDU as
illustrated in Figure 1.
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Figure 1 CCMP MPDU

The CCMP encapsulation process is depicted in Figure
2. CCMP encrypts[1] the payload of a plaintext MPDU and
encapsulates the resulting cipher text using the following
steps :
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Figure 2 CCMP encapsulation block diagram

a) Increment the PN, to obtain a fresh PN for each
MPDU, so that the PN never repeats for the same temporal
key. Note that retransmitted MPDUs are not modified on
retransmission.

b) Use the fields in the MPDU header to construct the
additional authentication data (AAD) for CCM. The CCM
algorithm provides integrity protection for the fields
included in the AAD. MPDU header fields that may change
when retransmitted are muted by being masked to 0 when
calculating the AAD.

c¢) Construct the CCM Nonce block from the PN, A2,
and the Priority field of the MPDU where A2 is MPDU
Address 2. The Priority field has a reserved value set to 0.

d) Place the new PN and the key identifier into the 8-
octet CCMP header.

e) Use the temporal key, AAD, nonce, and MPDU data
to form the cipher text and MIC. This step is known as CCM
originator processing.

f) Form the encrypted MPDU by combining the original
MPDU header, the CCMP header, the encrypted data and
MIC. [1]

The CCMP decapsulation steps are as follows:
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Figure 3 CCMP Decapulation block diagram
The decryption steps are:

a) The encrypted MPDU is parsed to construct the AAD
and nonce values.

b) The AAD is formed from the MPDU header of the
encrypted MPDU.

¢) The nonce value is constructed from the A2, PN, and
Priority Octet fields (reserved and set to 0).

d) The MIC is extracted for use in the CCM integrity
checking.

e) The CCM recipient processing uses the temporal key,

AAD, nonce, MIC, and MPDU cipher text data to
recover the MPDU plaintext data as well as to check the
integrity of the AAD and MPDU plaintext data.

f) The received MPDU header and the MPDU plaintext
data from the CCM recipient

processing may be concatenated to form a plaintext
MPDU.

4. PHYSICAL LAYER CONVERGENCE
PROTOCOL(PLCP)

A. IEEE 802.11 Physical Layer(PHY)

The IEEE 802.11 PHYs (physical layers) provide
multiple transmission rates by employing different
modulation and channel coding schemes.[9] For example,
the 802.11b PHY provides 4 PHY rates from 1 to 11 Mbps
at the 2.4 GHz band and most 802.11 devices available
today in the market are based on this PHY.[10]. The PHYs
have multiple data transfer rate capabilities that allow
implementations to perform dynamic rate switching with the
objective of improving performance. [7][1]

B. Long PLCP PPDU Format

The PLCP preamble contains the follovikids:
synchronization (Sync) and start frame delimiter (SFD). The
PLCP header contains the followfiegds: signaling
(SIGNAL), service (SERVICE), length (LENGTH), and
CRC-16.
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Figure 4 PLCP PPDU format

C. PLCP SIGNAL field

The 8-bit SIGNALfield indicates to the PHY the
modulation that shall be used for transmission (and
reception) of the PSDU. The data rate shall be equal to the
SIGNAL field value multiplied by 100 kbit/s.[8] The High
Rate PHY supports four mandatory rates given by the
following 8-bit words, which represent the rate in units of
100 kbit/s, where the Isb shall be transmitted first in time:

a) X’0A’ (msb to Isb) for 1 Mbit/s;
b) X’14’ (msb to Isb) for 2 Mbit/s;
c) X’37’ (msb to Isb) for 5.5 Mbit/s;
d) X’6E’ (msb to Isb) for 11 Mbit/s.

D. Reconstruction of Nonce in CCMP protocol
The nonce block constitutes three fields. The first field
is A2 address of MAC header (A2), second is priority field
which is set to ‘0’ by default and the third field is PN field.

Priority Field || Address (A2) || Packet Number (PN) =
Nonce

The construction of nonce has been devised in such a
manner that its reconstruction by an adversary is possible.
The first 8 bits of nonce is the priority field which is
presently kept as ‘0°, this field may be used in future for
802.11 frame prioritization. The A2 field, which is 48 bits,
is extracted from the MAC header field and is concatenated
with the priority field. The only dynamic field, which is
monotonically increasing per MPDU, is the PN field. The
Reserved octet can be assigned with signal rate from PLCP
or the 48 bit PN field can be reduced to 40bit PN field, an
octet can be used to hold Signal field from PLCP header.

The enhancement to nonce block is as follows:

Priority Field || Address (A2) ||
Packet Number (PN) || signal rate from PLCP = Nonce
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V. PROPOSED ARCHITECTURE
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Figure 5. CCMP header nonce enhancement through
PLCP protocol

The nonce is reconstructed from the packet number
(PN), MAC layer A2 Address field (A2) , MAC layer
priority field and signal field value from physical layer
convergence protocol.

The Reserved octet can be assigned with signal rate
from PLCP or the 48 bit PN field can be reduced to 40bit
PN field, an octet can be used to hold Signal field from
PLCP header. Dynamic nonce can be generated because
signal rate value is different for each transmission based on
the channel condition.

V1. CONCLUSION:

IEEE 802.11i has been well analyzed and recently
CCMP protocol has been incorporated providing encryption,
integrity and authentication. The counter mode has been
used with AES to provide the confidentiality services. The
mechanism, devised, is using the PN, A2, priority field and
length of payload length to compute the counter value. This
weak construction of nonce renders the protocol vulnerable
to attacks by intruders.

The failure of the counter mode will result in the
collapse of the whole security mechanism of 802.11
WLAN. The IEEE 802.11 standard provides multiple data
rates at the physical layer(PHY).The Physical Layer
Convergence Protocol(PLCP) header specifies the data rate
of current transmission in SIGNAL field . Dynamic nonce
can be generated because signal rate value is different for
each transmission based on the channel condition.
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