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Abstract: Rapid advancement in the field of Information and Communication Technology has greatly increased the demand for web services. In 
the present time, web services are used in day-to-day activities such as communication, social media, banking, and e-commerce. This 
advancement in Information and Communication Technology has given a great momentum to the vision of providing computing as utility, like 
electricity and telephony. Cloud computing has evolved as a new computing paradigm to provide computing services over the Internet. Present 
operational model of cloud computing has various obstacles in providing computing as utility in true sense. This paper briefly discusses some of 
the major issues and challenges in cloud computing. 
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I. INTRODUCTION 

In the recent past, everything from education to business has 
come online. Hence, high availability of online computing 
services is required. This has revolutionized the business of 
providing computing services over the Internet using the model 
of cloud computing. Cloud computing [1-3] is an Internet based 
service delivery model to provide on-demand network access to 
the computing resources (e.g., servers, storage, and 
applications) hosted by the datacenter. Cloud computing is 
evolving with the vision of providing computing as utility, like 
electricity and telephony. It encompasses a wide range of 
services broadly classified into three main categories: 
Infrastructure-as-a-Service, Platform-as-a-Service, and 
Software-as-a-Service. It follows “pay-as-you-use” model of 
billing, i.e. consumers need to pay only for the services they 
use. It leverage the users to use cloud services on short term 
basis (e.g., to handle peak loads and seasonal hikes). This 
greatly reduces the cost-of-ownership. Consumers need not to 
worry about the management and maintenance of Information 
Technology (IT) resources. Virtualization technology [4] is the 
key player in the realization of cloud computing technology. It 
is used to create virtual instances of IT resources in a datacenter 
to make them remotely accessible by the users over the 
Internet. Realizing the business potential and future scope of 
cloud, world leaders in IT (e.g., Amazon, Google, Microsoft, 
IBM, Rackspace, and Salesforce) have stepped in to deliver 
cloud based commercial services globally. Amazon 
revolutionized the commercialization of cloud with its Elastic 
Compute Cloud. According to Gartner’s 2017 report, Amazon 
remains the king of cloud. Cloud computing provides 
numerous benefits to both consumers and providers. It reduces 
the cost-of-ownership and leverage users to focus on their core 
work rather than worrying about the IT infrastructure needs. 
Indeed there are still number of obstacles in the path of making 
computing as a utility in true sense. This paper briefly discusses  

 
various issues and challenges in the present operational model 
of cloud computing. 

II. ISSUES AND CHALLENGES IN CLOUD COMPUTING 

Cloud computing has evolved as a business oriented computing 
model from its very origin. It has various issues and challenges 
associated with it, such as data confidentiality, interoperability, 
data lock-in, Internet speed, workload and resource 
management, energy budget, environmental issues, availability, 
scalability, and reliability. The most serious issues in cloud 
computing is the lack of standardization and secrecy of data. 
This section briefly discusses some of the major issues and 
challenges in the present model of cloud computing. 

A. Interoperability 
Interoperability focuses on the creation of standardized 

Application Programming Interfaces and data formats to 
facilitate the integration and migration of data and applications 
among different cloud service providers. In the present scenario 
there is no standardization of data formats and Application 
Programming Interfaces, in the field of cloud computing. This 
hinders the migration of data and applications from one cloud 
onto another cloud of a different service provider. Hence, 
vendor lock-in and failure of cloud service provider are big 
threats to the service consumers. It prevents consumers from 
adopting cloud as their ultimate source for computing services. 
Hence, lack of interoperability is a big obstacle in providing 
computing as a utility service. Organizations (e.g. Cloud 
Computing Interoperability Forum) are working to establish 
standardized Application Programming Interfaces and data 
formats. 

B. Data confidentiality 
In cloud computing, secrecy of data is one of the major 

issues which prevent consumers working with sensitive data 
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from using cloud services. Organizations working in fields, like 
market research and analysis, feel reluctant to use cloud 
services because they do not want their data confidentiality to 
be compromised at any cost. Cloud users face security threats 
both from outside and inside of the cloud. Virtualization plays a 
major role in establishing security in the cloud computing 
environment as it virtually separate the working boundaries of 
users sharing the computing resources. Multi-tenancy, which is 
an intrinsic feature of cloud computing imposes serious 
security threats as same hardware resource is shared by 
different service consumers. 

C. Auditability 
Quality of the cloud services can be measured using 

parameters such as, availability, scalability, reliability, 
throughput, and response time. Quality-of-service should 
adhere to the mutual agreements between provider and the 
consumer, usually known as Service Level Agreements. 
Violation of these agreements can lead to penalties which are 
also defined. To stay in the business of cloud computing where 
world’s top IT companies are competing to sell their web 
services. Cloud service providers need to provide real good 
services to the consumers. Companies spend a lot of money to 
provide quality services using redundant resources, 
sophisticated computing machinery, and intelligent algorithms. 
Auditability of the data/operations at the cloud service 
provider’s end is essential to ensure the transparency of cloud 
services and the credibility of Service Level Agreements. It 
also helps to ensure the secrecy of consumer’s data. There are 
no proper mechanisms to audit the operations of cloud service 
providers. This issue needs to be addressed with a sense of 
urgency. 

D. Software licensing policy 
Commercial software development consumes a lot of 

money and manpower. Software licensing and maintenance 
subscription are the main source of revenue generation for the 
commercial software companies. Current software licensing 
policies restrict the number of computers on which the 
particular software can be legally run which does not fit good 
in the multi-tenant and pay-as-you-use model of cloud 
computing. Hence, many cloud service providers rely on open 
source software to increase their revenue. Commercial software 
distributors need to change their licensing policies in order to 
make them compatible for the pay-as-you-use billing model of 
the cloud computing architecture. Software companies (e.g., 
Microsoft and IBM) are changing their licensing policies to 
charge software usage on per-hour basis. 

E. Workload and Resource management 
Cloud service providers e.g., Amazon, Google, Microsoft, 

IBM, and Rackspace provide web services over the Internet to 
both individuals and enterprises. Datacenter facilities house 
massive computing infrastructure and process large amounts of 
data to effectively deliver the computing services. Efficient 
utilization of the datacenter resources (e.g., processing power, 

memory, bandwidth, and energy) [5,6] and customer 
satisfaction are important aspects of revenue generation. 
Inefficient workload and resource management leads to 
performance degradation and resource wastage which in turn 
leads to revenue loss. Sophisticated algorithms and machines 
need to be developed in order to improve performance and 
resource utilization. In literature, dynamic and adaptive 
algorithms [7-16] are recommended to effectively handle the 
constantly changing system and workload behaviors in cloud 
computing environment. 

F. Environmental issues 
Datacenter is the engine of cloud computing. It is a giant 

building housing large number of servers and other essential 
components such as, cooling system, communication lines, and 
networking equipments. It requires a lot of power and a lot of 
cooling to run these machines/equipments which work together 
to make cloud function. In the last few decades, power sector 
has witnessed a drastic increase in electricity consumption. 
Electricity generation contribute heavily to green house gases 
in the environment which has adverse effects on the climate 
such as global warming, climate change, droughts, floods, and 
famine. This has lead to the emergence of green computing 
[17-19] which aim to run IT operations in an environmental 
friendly manner. It promotes the use of renewable sources of 
energy such as solar and wind energy. It also includes 
designing sophisticated machines and intelligent algorithms to 
minimize overall energy consumptions. 

III. CONCLUSION 

Consumer base for web services is increasing 
exponentially. Cloud computing will go huge in the coming 
future. Evolution and popularity of the cloud computing has 
significantly reduced the computing infrastructure 
(software/hardware) from the consumer’s end. In this paper, we 
have discussed some of the major issues and challenges in 
cloud computing. Lack of de facto standards is the biggest 
obstacle in providing effective web services to the users. 
Various issues in cloud computing like data lock-in, data 
migration, interoperability needs to be resolved in order to 
provide computing as utility in a real sense. 
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