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Abstract: The digital images are being widely used in computer applications. These can be modified without any limit by using different image
processing software. As a result the concerned person can suffer from financial and public damage. To overcome this, a reliable digital image
authentication scheme is required to be developed. Digital watermarking can be used as a solution to this problem. It is an efficient way to
guarantee authenticity and integrity of digital images. A watermark is embedded in to the digital image which uniquely identifies the ownership
and provides the security to it and can be easily extracted. In this paper, an image authentication scheme based on digital watermarking using
clustering is proposed. We have used a combination of DCT and clustering together with image scrambling technique. DCT is used for
watermark embedding process and Fuzzy C-Means is used for clustering. In order to improve the security of the proposed Digital Watermarking
scheme, Arnold Transform is used that scrambles watermark before embedding it in to the cover image. Performance of the proposed work is
evaluated based on Peak Signal-to-Noise Ratio (PSNR) and Normalized Correlation (NC).
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l. INTRODUCTION

The capture, transmission and storage of digital data have
become very easy and convenient due to the success of the
internet. In the last few years, more and more digital data is
being distributed to a continuously growing number of people
for sharing, studying and other purposes as a result of the fast
development of digital multimedia and internet techniques. The
digital data can be text, audio, video and software which are
being transferred over the internet. Sharing data digitally is
highly desirable because of its speed and cost efficiency. But
most of the digital data is not protected. This can lead to the
easy transferring, copying and tampering of the digital data. So
the protection of digital data is desirable. Due to the increasing
use of internet, the copyright protection and authentication of
the digital data has become a significant issue. A popular
resolution to the strong need of copyright protection and
authentication of digital multimedia is Digital watermarking.

In this paper, a clustering based digital watermarking
scheme is proposed. The watermark is first scrambled using
Arnold Transform to enhance the security. The organization of
the paper is as follows: Section 2 is about Digital
Watermarking. Section 3 contains the related work. Section 4
describes the techniques used. The proposed method is
provided in Section 5. Section 6 contains the Experimental
analysis and results. Conclusion is given in Section 7.

Il.  DIGITAL WATERMARKING

Digital watermarking is the process of embedding a
watermark in to the digital data. In it, information data, pattern,
logos or labels can be embedded in to the digital multimedia.
The watermark can be of text, audio image or video type.

A. Digital Watermarking Principle

Digital watermarking consists of two processes:
1. Watermark embedding: It is the process of embedding
watermark in to the digital data [19].
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Figure 1. Watermark Embedding [19].

2. Watermark extracting: It is the process of extracting
embedded watermark from the watermarked data [19].

Figure 2. Watermark Extracting [19].
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B. Clustering for Digital Watermarking

Clustering is an unsupervised learning method. It is the
process of organizing the objects in to clusters such that the
objects in the same cluster are as similar as possible and the
objects in different cluster are as different as possible [22]. The
construction of clustering algorithms are based on distance (or
dissimilarity) and similarity [22]. Distance function is used to
determine the relationship among the quantitative data while
similarity function is used for the qualitative data. Different sets
of useful data can be obtained by applying clustering on images
[71.

Image clustering simplifies the representation of an image
and makes its analysis easier. An image is first divided into
various segments which are then combined according to some
rules. The aim is to form clusters which have same
characteristics.

I1l. RELATED WORK

The process of embedding the watermark in to the digital
data is called Digital Watermarking. The method of embedding
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the watermark can be either spatial domain or frequency
(transform) domain.

In spatial domain based watermarking, the watermark is
embedded directly by modifying the gray values of pixels of
cover image.

Sanjay Kumar et al. [12] compared two spatial domain
digital watermarking schemes. In the first watermarking
scheme the watermark is embedded in to the cover image based
on LSB substitution. While in the second algorithm, the cover
image is divided into different blocks and for each block the
entropy value is calculated. The selected watermark is
embedded in to the maximum entropy value block using the
LSB substitution technique. MSE and The comparison result
shows that the algorithm based on entropy is better as
compared to the watermarking algorithm based on LSB
substitution. The first algorithm is more robust to Gaussian
noise than the second algorithm.

Abdullah Bamatraf et al. [23] proposed a Least Significant
Bits technique for digital watermarking based on the use of 3"
and 4™ least significant bits. This watermarking scheme is
robust and simple. 1t works better as compared to the traditional
LSB technique which is based on the use of 1% least significant
bit for hiding the data.

In transform domain watermarking, the watermark is
embedded in to the coefficients of host data transform. The
most commonly used transform techniques are: Discrete
Cosine Transform (DCT), Discrete Wavelet Transform (DWT).

C. Thirumarai Selvi et al. in [1] proposed a DWT based
watermarking approach for authentication of medical images.
The details of the patients are concealed in the medical images
as a watermark. The DWT is applied to the input/cover image
which divides it in to 3 high frequency sub bands LH (Low-
High), HL (High-Low), HH (High-High) and 1 low frequency
band LL (Low-Low) and the watermark is embedded in to the
LL sub band of the cover image. Deepati Agrawal et al. [8]
proposed a discrete cosine transform (DCT) and image
segmentation based watermarking scheme. First the image is
segmented. Each segment is then divided in to 8x8 pixel
blocks. The blocks are reordered using the zigzag reordering
algorithm. A 2D DCT is applied for each 8x8 block. The
watermark is embedded in to the DCT coefficients of each
segment. The proposed scheme is highly robust against various
attacks.

Ravi K Sheth et al. [9] proposed a secure digital image
watermarking. A combination of DCT, DWT and
cryptographic method is used to obtain an efficient and secure
scheme. DCT is first applied to the original image and Arnold
transform is used to encrypt the message image. In the second
step DWT is applied to the cover image and DCT is performed
on the message image. The DWT coefficients of LL band are
modified and secrete message is embedded in to it. The
proposed scheme is highly robust against various attacks.

Table 1 provides summary of various spatial and transform
domain watermarking techniques.
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Table I. Summary Of Spatial And Transform Domain Watermarking

Techniques
Author Methodology Spatial Frequency
Domain Domain
C. T. Selvi et proposed a DWT based x v
al.[1] watermarking approach
for authentication of
medical images.
D. Agrawal etal. proposed a  discrete x v
[8] cosine transform (DCT)
and image segmentation
based watermarking
scheme.
R. K. Sheth etal. A combination of DCT, x v

[9] DWT and cryptographic
method is used to obtain
an efficient and secure
digital image
watermarking.

M. Srivastava et
al. [11]

proposed a watermarking
scheme based on Triple v x
DES and spatial domain.
S. Kumar et al.

compared two spatial

[12] domain digital v x

watermarking schemes.
Y. Yang et al. implemented DCT x v
[13] algorithm  for  Digital

Watermarking on

MATLAB.
N. Bansal et al. compared 3  digital v v
[14] watermarking  schemes,

that is, LSB technique,

DWT transform and DCT

transform.
K. Raval et al. proposed a DCT-DWT % v
[16] based digital

watermarking algorithm.
A. Upadhyay et proposed a color image x v
al. [18] watermarking scheme for

telemedicine application

which is imperceptible

and robust.
A. Bamatraf et proposed a Least v "
al. [23] Significant Bits (LSB)

technique  for digital

watermarking based on

the use of 3% and 4™ least

significant bits.
N. provides the comparison
SenthilKumaran  analysis of DWT based v 4
etal. [24] watermarking scheme

and LSB based

watermarking.
Xiao-Long Liu  proposed a blind 4 4
etal. [25] watermarking scheme

that can be used for both
copyright protection and
authentication of the
color images.

Clustering algorithms can be used for steganography and
digital watermarking applications. Bhagya Pillai et al. in [7]
proposed an image steganography method based on encryption
techniques and k-means clustering. In the proposed approach,
the secret message is first encrypted using DES. After this, k-
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means clustering is used to obtain k segments of the cover
image. The k segments of encrypted message are obtained
which is followed by hiding the message segments in to cover
image clusters. The use of clustering and cryptographic
techniques together in steganography provides better security.

Balpreet Kaur et al. [17] proposed an improved technique
for color image segmentation based on Fuzzy C-Means
clustering. The existing threshold based methods perform fine
for images that contain only two components. FCM is a
grouping technique which is unsupervised. Rather than
belonging completely to just one cluster, each point has a
degree of belonging to clusters.

Table 2 provides summary of various clustering based
watermarking & steganography techniques.

Table Il.  Summary of Clustering Based Watermarking & Steganogrphy
Techniques
Author Methodology Clustering
Algorithm
Bhagya Pillai et al.[7]  proposed a image K-means
steganography method based
on encryption techniques and
k-means clustering.
Manickam.L et al.[2]
presented a scheme for tamper k-means
detection and image
authentication based on k-
means clustering.
Rohit Singh et al.[4]
proposed fuzzy mean fuzzy mean
clustering approach for digital clustering

watermarking.

Mohamed Tahar et al proposed a new clustering

[3] technique known as Content
Addressable  Method(CAM)
for digital watermarking.

CAM clustering

presented a scheme for tamper
detection and image
authentication based on k-
means clustering for bio
medical images.

R. Suganya [5] k-means

Dharamvir [6] proposed a Fuzzy C means FCM
(FCM) clustering for image

authentication

A.SaiKrishna et al. proposed a method that makes

[15] use of k-means clustering
algorithm along with LSB
substitution  technique  for
steganography.

k-means

Cryptography and digital watermarking can be used
together for improved security. Ali Al-Haj et al. [10] proposed
a scheme for transmitting medical images using both
watermarking and cryptography. In the proposed scheme, a
cover image is used to hide the data of the patient. Firstly, the
ROI and RONI regions of the medical image are separated. The
watermark is embeded in the RONI region. The watermarked
image is obtained by combining the ROI and watermarked
RONI region.

Mudita Srivastava et al. [11] proposed a watermarking
scheme based on Triple DES and spatial domain. In order to
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obtain higher level of privacy and efficiency, cryptography and
digital watermarking are used together. The watermark is
encrypted by using Triple DES algorithm and then it is
embedded in the spatial domain of the cover image to obtain a
watermarked image. As a result of this it becomes almost
impossible for an intruder to remove or modify message from
the spatial domain of the cover image.

IV. TECHNIQUES USED

A. Arnold Transform

The communication of digital images safely is extremely
important because of the fast development of internet and
multimedia. Digital watermarking is one way to provide
protection to the digital images. An important image encryption
scheme known as Image Scrambling can be used along with
Digital Watermarking to provide more security Image
Scrambling is the process of making the spatial positions of the
pixels chaotic so that the original meaning of the image is lost
and it becomes hard to identify [31].

Arnold transform is an Image Scrambling technique. It is
widely used with Digital Watermarking as it has the
characteristic of periodicity and simplicity [32]. The periodicity
of Arnold Scrambling means that it is possible to restore the
original image after several cycles [32]. It is applicable to the
square images only [33].

Digital image consists of image points called pixels. It is
represented by a two-dimensional function F(X, y), where X & y
are the coordinates and F is the gray level [33]. In Arnold
Transform, the pixel positions are shifted from (x, y) to (x,y’).
A disordered image is generated after several transformations.
After a certain number of iterations, the original image can be
recovered, making the process cyclic and reversible [31].

Arnold Transform is given by the following equation [34]:

X _1 1%

[y,] =11 2[5] amoawy 1)

Inverse Arnold Transform is given by the equation [33]:
X1 12 —1[«

NE R ][y] (mod N) %)

Where (X, y) = original image pixel coordinates.
(x',y’') = scrambled image pixel coordinates.
N = height or width of the original image.

The period of Arnold Scrambling is the time after which the
shuffled image is restored back to the original image [35]. It
depends on the image dimensions, that is, height or width (N x
N) of the image that is required to go through the process. This
technique causes the image iterations to occur [34]. If the
image is iterated for k iterations to obtain the chaotic/messy
image, k becomes the secret key that is used to encrypt and
extract the secret image [31, 34]. An attacker will require this
key to get the original meaningful watermark [34].

The period of Arnold Transform (t) can be given by the
following equations [49, 50]:

t=3nifandonlyifn= 2.5 k=12...

T =2nifand onlyifn = 5% or6.5% k = 1,2..

T= 127n for all other choices of n.

Table 3 shows different Arnold Transform Periodicities.

Table I11.  Arnold Transform Periodicities

N |7 |64 120 | 124 | 125 | 128 | 256 | 480 | 512

T |8 |48 | 60 | 15 | 250 | 96 | 192 | 120 | 384
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Figure 3. (a) Original Image (b) Image after Arnold transform

Consider a pixel [g] of a 7 x 7 Image. It follows the below
path:

Tlel =1 ol [glme 7 =[5} rod 7 =[]

o[- Bl E1- 1 - 1

After 8 iterations, a 7 x 7 Arnold Scrambled Image is
restored to its original form. Thus, a 7 x 7 image has a period of
eight.

B. Discrete Cosine Transform (DCT)

A popular frequency domain watermarking scheme is
Discrete Cosine Transform (DCT). It uses a cosine waveform
to convert a signal from the spatial domain to the transform
domain [16]. The various fields in which Discrete Cosine
Transform is useful are: compression, pattern recognitions,
digital image processing etc [34].

When applied to an image, Discrete Cosine Transform
divides it into different frequency bands: low-frequency (F_ow),
mid-frequency (Fmip) and high-frequency (Frich) [39, 48]. The
watermark can be embedded into one of these bands. The low-
frequency (F_ow) band contains the important and visible areas
of the image. It is sensitive (vulnerable) to Human Visual
System [36]. Any changes implemented in this band can be
easily detected by the human eye [27]. On the other hand the
application of attacks, such as noise and compression, can lead
to the elimination of high frequency regions of the image [34,
36]. The mid-frequency band is considered to be the best region
for embedding the watermark [16, 27, 34, 36]. The observable
quality of the image is not altered or influenced when the
watermark is inserted in to the mid-frequency band.

4 Frow |

Figure 4. DCT Frequency Band [39].

The robustness of Discrete Cosine Transform based digital
watermarking schemes is greater as compared to spatial
domain watermarking schemes [20]. It is a faster technique
having the complexity equal to O (n log n) [27].

Neha Bansal et al. [14] compared 3 digital watermarking
schemes (LSB technique, DWT transform and DCT
transform) using PSNR (Peak Signal-to-Noise Ratio) & NC
(Normalized Correlation) and concluded that DCT is the best
technique to be used for digital watermarking.

Discrete Cosine Transform based watermarking schemes are
resilient against straightforward image processing operations
like blurring, adjustment of contrast & brightness, low pas
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filtering etc [38]. But are not strong against geometric
transformations like: scaling, cropping, rotation etc [38]. The
computational complexity of DCT algorithms is less as
compared to the DWT based watermarking techniques [38].
The various advantages of DCT are [13, 39]:

1. The computational complexity is less

2. High compression ratio.

3. Theerror rate is low. It is defined as the ratio between
the number of bit errors and the total bits transferred
during a time interval. There is a small error between
the original and reconstructed signal.

4. It provides a good concealing.

The Discrete Cosine Transform is appropriate for
watermarking because of its high energy compaction and the
easy availability of fast algorithms for the calculation of
transform [39]. The energy compaction characteristic of DCT
allows concentrating the data into as few coefficients as
possible [37].

C. Fuzzy C-Mean Clustering

There are two types of clustering: Hard Clustering & Fuzzy
Clustering [40]. In hard clustering, each data element can
belong to only one cluster [40]. It is also known as classical
crisp clustering. In fuzzy clustering, a data element can belong
to more than one cluster [40]. The degree to which individual
data elements belong to a cluster is expressed by a
membership value associated with it [41]. The membership
value can be between 0 and 1 [40, 41]. A gradual membership
is allowed in FCM [4].As compared to other clustering
algorithms, FCM is faster as it uses degree of membership of a
data element to a given cluster, instead of using the absolute
membership [17].

In FCM, the selection of the clusters is based on the mean
(centroid) of all the given data elements. The data elements are
first divided in to two clusters, that is, above and below the
mean. The data element that exactly matches the mean value
belongs to both the cluster. The mean of both the clusters is
computed again and the clusters are further divided in to sub
clusters [4]. This process continues until the centroids do not
change. A membership value is given to each data element
based on the distance between the data point and the cluster
center [41]. The membership value of a data point is higher if
it is near to the center of the cluster [17, 41].

The advantages of Fuzzy C-Mean Clustering are:

1. The Fuzzy C-Mean Clustering algorithm is faster as
compared to other clustering algorithms [17].
2. It provides better result for overlapped data [42].

When an image contains well-defined structure, such as
regular shapes and edges, hard clustering is effective. But in
the presence of ill-defined data, it does not perform very well.
Fuzzy regions are produced when such images are processed.
The fuzzy clustering provides best result for such imprecise
data [43].

V. PROPOSED METHOD

A. Introduction

The transmission and storage of digital images have
become easy due to the development of internet. There are a
number of image processing software systems that can be used
to tamper with these images. So, the authentication of digital
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images has become a necessity. Digital watermarking can be
used as a solution to this problem.

The purpose of this research work is to provide a method
for image authentication based on digital watermarking using
clustering. It specifically focuses on the digital image
watermarking.

B. Proposed Work

Digital Image Watermarking Method using Discrete Cosine
Transform and Clustering is proposed. Fig. 5 presents a general
block diagram for the proposed approach. The different
techniques that are utilized are:

1. Arnold Transform: It is an image scrambling
technique. It is used to encrypt the input watermark
image. This is done to enhance the security of the
proposed watermarking approach.

2. Discrete Cosine Transform: The cover image is
converted from spatial domain to the frequency
domain using DCT.

3. Fuzzy c-mean clustering: It is used to divide the cover
image in to wvarious clusters. Image clustering
simplifies the representation of an image and makes
its analysis easier.

We have divided our proposed work in to three phases as
shown in Fig. 5. These are:

Phase-1: In it, the original watermark image is scrambled
using Arnold Transform to obtain an encrypted watermark.
Phase-1 is further divided in to three sub modules: Original
Watermark, Arnold Transform and Encrypted Watermark.

Phase-2: In it, the encrypted watermark from Phase-1 is
inserted in to the cover image using DCT and Fuzzy c-means
clustering approaches to obtain the watermarked image. This
phase consists of 3 sub modules: Cover Image, Watermark
Embedding and Watermarked Image

The purpose of this research work is to provide a method
for image authentication based on digital watermarking using
clustering. It specifically focuses on the digital image
watermarking.

PHASE-1

ORIGINAL ARNOLD
WATERMARK TRANSFORM

ENCRYPTED
WATERMARK

PHASE-2

ppppppp

WATERMARK
EXTRACTION
COMPARE
WATERMARKS

AUTHENTIC
IMAGE

Figure 5. A general Block Diagram of the proposed approach.

Phase-3: In it, the watermark is extracted from the
watermarked image (from Phase-2). The extracted watermark
is compared to the original watermark. If the two watermarks
are similar, then the cover image generated during the
watermark extraction process is considered to be authentic.
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The detailed description of watermark embedding and
watermark extraction procedures is provided in section C and
D respectively.

C. Watermark Embedding

The process of embedding the watermark in to the cover
image consists of the following steps:

1. The cover image (as in Phase-2) and the watermark
image (as in Phase-1) are first taken as an input from
the user. An image watermark is being used instead of
the text watermark. It is because of the fact that if
there is a mistake of one symbol in case of text
watermark, the entire watermarking scheme can fail.
On the other hand, image watermarks can tolerate
some distortions. Also images can be better
understood by the Human Visual System (HVS).

2. The watermark image is then encrypted using the
Arnold Transform (as in Phase-1). It is an Image
Scrambling technique that changes the image pixel
positions to generate a non-recognizable image.

3. The cover image (as in Phase-2) is converted from the
spatial domain to the transform domain using Discrete
Cosine Transform (DCT). The cover image is first
divided in to 8x8 blocks. DCT is applied to each
block. It divides each 8x8 block of the cover image
into three different frequency bands: low-frequency,
mid-frequency and high-frequency.

4. Fuzzy C-Means Clustering is applied on the cover
image to form four clusters. Alpha blending technique
[45, 46] is used for embedding the watermark in to the
clusters.

5. Inverse DCT (IDCT) is applied on each block to
obtain the Watermarked Image (as in Phase-2).

ORIGINAL ARNOLD ENCRYPTED
WATERMARK TRANSFORM WATERMARK

WATERMARK et WATERMARKED
EMBEDDING IMAGE

Fuzzy C-Means

clustering

Figure 6. Block Diagram for Watermark Embedding Process

D. Watermark Extraction

The process of extracting the watermark from the

watermarked image includes the following steps:

1. Apply 8X8 2D-DCT on the watermarked image to
convert it from spatial domain to transform domain.

2. Fuzzy C-means clustering is again applied to form
four clusters. The watermark is then extracted from
the clusters using the alpha blending technique.

3. Apply inverse Arnold Transform to the extracted
watermark.

4. Compare the recovered watermark and the original
watermark using Normalized Correlation (NC). If the
two watermarks are same, then obtained image is
authentic.
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COVER IMAGE

WATERMARKED
IMAGE

COMPARE
WATERMARKS
AUTHENTIC
IMAGE

Figure. 7. Block Diagram for Watermark Extraction Process.

ORIGINAL
WATERMARK

E. Experimental Framework

The experimental framework of the proposed Digital
watermarking approach is shown in Fig. 8:

Input Input
Cover Watermark
Image Image

Apply Arnold Transform
to encrypt the watermark

Encrypted
Watermark Image

Apply DCT to convert the
cover image from spatial
domain to frequency

Apply Fuzzy c-mean
clustering

Watermark Embedding
Process

Apply IDCT
Watermarked
Image
Apply DCT

Watermark Extraction
Process

Cover
Image

Watermark
Image

Inverse Arnold
Transform

Recovered

Watermark

Use NC to determine the similarity ‘
between the recovered and original ‘

Yes

Authentic
Image
Tampered
Imaae

Figure. 8. Experimental Framework.

VI. EXPERIMENTAL ANALYSIS AND RESULTS

A. Tool Used

The proposed Digital Watermarking
implemented in MATLAB version R2013a.

approach is

B. I mages Used

Four grayscale images of size 256x256 are used as cover
images shown in Fig. 9. Two grayscale images of size 64x64
are used as watermark images shown in Fig. 10. The
embedding of the watermark in to the cover image is done by
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the proposed DCT and Clustering based watermarking scheme.
Arnold Transform is used to scramble the watermark images.

Figure 10. (a) watermarkl (b) watermark2.

C. Performance Evaluation

Consider as an example, Lena as input cover image and
watermarkl as input watermark. Fig. 11(a) shows the
embedding of watermarkl in to the cover image Lena to obtain
a watermarked image. The watermark image is scrambled
using Arnold Transform. Fig. 11(b) shows the extracting of
watermarkl from the cover image Lena.

P W4 a08 =0

‘, im Vet &
{4 & o
I )
)f K
| M e

(@ (b)

Figure 11. (a) Output of the Watermark Embedding Process in MATLAB
(b) Output of the Watermark Extracting Process in MATLAB

The performance of the proposed watermarking approach is
determined by using two parameters: Peak Signal-to-Noise

Peak Signal to Noise Ratio:

PSNR is used to measure the similarity between the
watermarked image and original image, that is, imperceptibility
of watermarked image [27]. The PSNR value is calculated in
decibels (dB) [26]. Higher the value of PSNR, the better the
quality of the watermarked image [27]. The PSNR value above
30dB indicates acceptable quality of the image [28].

The PSNR value can be calculated using the following
equation [44]:

PSNR= 10logy, (max I / MSE) (3)

max | = maximum possible pixel value of the image.

Mean Squared Error (MSE) is the simplest parameter to
determine the similarity between the watermarked image and
the original image. The cumulative squared error between the
watermarked image and the original image is represented by
MSE [26]. The lower value of MSE indicates better quality of
the image.

The equation to calculate MSE:

MSE = I, BN X6 D) — X ()Y @)

X (i, j) = original image pixel value.

Xw (i, j ) = watermarked image pixel value.

Normalized Correlation

Normalized Correlation is used to determine the similarity
between the extracted watermark and the original watermark

[27]. It can also be used to measure the similarity between the
watermarked image and the original image [27]. Higher the
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value of NC, the better the quality of the watermarked image
[27]. The value of Normalized Cross-Correlation is between 0-
1 [29]. The two images are same if NC=1 and different if
NC=0. The NC value 0.7 or above is considered to be
acceptable [30].
NC can be calculated by using the formula [29, 30]:
NG = 2% 1)y (i)

®)
JE G 55 a2
I(i, j) = original image pixel value; I (i, j) = watermarked

The various watermarked images obtained by using the
proposed method are also shown in Table 4. It can be seen that
the cover image and the watermarked image are perceptually
similar for every combination of cover image and watermark
image.

Table 5 shows NC values obtained by comparison between
the original watermark and extracted watermark for the
proposed model.

. / Table V. NC values for comparison between the original watermark
image pixel v. _ ) and extracted watermark
Table 4 shows PSNR values obtained for different cover
images. Cover Image | Watermark | Watermarked Extracted NC
Image Image Watermark
Table IV. PSNR Values Of Different Cover Images Using Proposed lena wa%m;;l ‘ a‘ﬁ -E’EI
Model 5 K K 0.9954
sk B Al ER
Cover Image Watermark Watermarked PSNR
o Wat::rrrr]r?a?ril Image lena watermark2
KD_L if& 0.9982
49.8940 k'_?." +
airplane watermarkl
R | i 1%
g % Fk 0.9954
sl ER Dl
49.8613
airplane watermark?2
watermarkl i ﬂ:(x j”(‘ﬂ 0.9982
% 19 “an, | KF KF
E‘- d : 49.8940 barbara watermarkl ’
sl B i #Eay | - #E
b/ 3K 7 #k 0.9954
watermark2 sk Bl R
ﬁﬂ 49.8613 ) barbara watermark?2 )
k B T = “~r | Za ‘ ﬁf_)} 0.9982
F KF
watermarkl watermarkl
HE () % 1) &
5k 49.8940 K sk | 0%
sl ER AL H R
cat watermark?2
barbara watermark?2 g c o
» ﬁ“:& ﬁfx ﬁﬁ 0.9982
~ 49.8613 X & KF
KEF ¥
cat watermarkl VII. CONCLUSION
E ZK 49.8940 Digital Image Watermarking is the process of embedding a
watermark into the cover image. It can be used to provide
b [ 5 EI] authentication to the extensively used digital images.
In the research work, an image authentication scheme based
cat Watifmfsz on digital watermarking using clustering is proposed. The
ﬁ‘ﬂ different techniques are used i.e. Discrete Cosine Transform
- 49.8613 (DCT), Fuzzy C-Mean Clustering and Arnold Transform. An
kr"* image watermark is used instead of the text watermark. The
3 security of the proposed scheme is improved by encrypting the
watermark image using Arnold Transform. The parameter Peak
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is used to ascertain the

performance of proposed watermarking scheme to ensure the
quality of the watermarked image. For the proposed method,
we get the average PSNR value for all used images greater than
30db .i.e. 49.877. This indicates that differentiating between the
cover image and watermarked image will be difficult. Hence,

the

quality of the watermarked image is acceptable. The

authenticity of the image is determined by comparison between

the

extracted watermark and the original watermark. The

parameter Normalized Correlation (NC) is used for this. The
value of NC greater or equal to 0.7 indicates the image is
authentic. In future, the proposed scheme will be extended for
color images. Also, other techniques for encrypting watermark
image will be taken into consideration.
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