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Abstract: The resource constrained devices are used for outsourcing the medical images to cloud for selective encryption by using steganogra-
phy. The visual saliency model is used to detect region of interest from medical images. In the host image the important detected data is embed-
ded. Stego image is produced for encryption by outsourcing to cloud. The image is encrypted by powerful resources of cloud and then sent to
client. The selected encrypted region of interest is extracted by client and combined it with non region of interest and then the selectively en-
crypted image is formed and can be sent to health care centers and medical specialists. The image quality, security and computational complexi-
ty are analyzed validate effectiveness. The applicability of monitoring centers in remote patient is verified.
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I. INTRODUCTION

In recent years, smart mobile devices, such as smart phones
and tablets, have increasingly become the computing plat-
form of choice. The presence sensors like cameras, GPS
systems, microphones, compasses, and motion sensors,
make them distinctive from desktop. Video chatting, photo
sharing, and location-based services are widely used rely on
these sensors. These applications mainly rely on cloud.
Smart mobile devices are still resource-constrained in many
ways, e.g., battery, storage, network, etc. To significantly
expand their capability, cloud technology (driven by leading
IT companies equipped with millions of compute-cores and
unlimited storage space) has certainly presented a great op-
portunity to augment the capabilities of mobile devices.
Along with these trends, this dissertation focuses on mobile
systems and applications that rely on both sensors and cloud
infrastructure, which we term “cloud-enabled mobile sens-
ing systems and applications”. As we mentioned, many use-
ful cloud-enabled mobile sensing applications already exist
that collect, process, and share sensor data.Since smart mo-
bile devices are acquiring more capabilities and can be easi-
ly carried everywhere, what people desire to do with their
smart mobile devices is also evolving. Users of smart mo-
bile devices are eager to have faster applications with more
features and a longer battery life in order to make their lives
more efficient and become better connected to one another.
However, when processing and sharing sensor data on mo-
bile devices, many unsolved problems currently exist. For
instance, it is often hard to efficiently collect, process, or
share sensor data. This inefficiency can be caused by high
data-rate sensors, such as cameras, due to their data-
intensive workloads, the use of smart phone crowds because
of human involvement, or the aggressive use of low-quality
networks. Thus, without relevant solutions, we will lose
opportunities to enable novel applications and quickly be
confined within resource limits of mobile devices. Moreo-
ver, sharing sensor data with our friends and acquaintances,
through the use of social networking websites and other
cloud-based services, often reveals users’ personal contexts
in unexpected ways.
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Il. NEED OF SECURITY AND PRIVACY OF MEDI-
CAL DATA

The captured medical data is very sensitive and transmission
of such data over the public network ‘Internet’ is vulnerable
to many security issues. To address this problem, a number
of chaotic encryption algorithms have been presented, en-
crypting the entire plain text or image. However, in case of
real-time and resource-constrained security applications like
WCE, such traditional encryption schemes are not feasible
due to their huge computational complexity [1]. To solve
this limitation up to some extent, the concept of selective
encryption is presented, where only the important data is
encrypted, thereby reducing the amount of image data to be
encrypted. Although, this solution is effective for various
applications, but still numerous resource-constrained devic-
es like smart phones cannot perform such encryptions due to
their limited battery power and processing capability [3][4].
In this scenario, the computationally expensive encryption
operations can be outsourced to cloud, which has powerful
resources in terms of processing, storage, and energy. The
main problem with outsourcing the secret data for encryp-
tion to the cloud is ensuring the privacy of outsourced data.
The level of this sensitivity increases when it is related to
medical data such as video frames of WCE [2], X-ray im-
ages, and frames of diagnostic hysteroscopy videos [5].
Therefore outsourcing of the important medical data to
cloud for selective encryption is a challenging issue espe-
cially for resource-constrained devices while maintaining its
privacy and security such as smart phones. To tackle this
problem, the authors in [4] presented a general-purpose
framework for outsourcing an image to cloud for selective
encryption while maintaining its security using steganogra-
phy. Their approach has three main problems:

1) The four MSB planes of the input image are directly tak-
en as important data without mentioning any strong evi-
dence,

2) Considering the four MSB planes as payload directly
affects the image quality due to larger size of secret data,
and

3) The payload is embedded using a steganographic method
in a raster scanning order without considering the relation-
ship between image pixels.
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After this [6] worked on similar problem a proposed a
framework through mobile cloud server whose major con-
tributions are as below

1) A mobile-cloud assisted framework is proposed for se-
lective encryption of medical images, ensuring the security
of sensitive medical data as well as saving the resources of
resource-constrained devices.

2) A visual saliency model is used to detect the salient re-
gion of interest from medical images instead of blindly us-
ing the four MSB planes of the image. This mechanism has
three advantages including reduction in the size of important
data to be encrypted, saving the resources of cloud, and
comparatively high stego image quality due to reduced
payload.

3) Depending upon the quality of cover image, the four
MSB or all planes of the detected salient object are embed-
ded in a host image using edge-directed steganographic me-
thod. The suggested method maintains the image quality by
hiding more bits in edgy pixels and less number of secret
bits in smooth-area pixels.

We have decided to explore this method further and have
chosen steganography of medical images as our research
topic. Before going further one needs to understand the topic
of image stegnography.

I11. MOBILE STEGANOGRAPHY TECHNIQUES

Steganography tries to fool the human eye by making it be-
lieve that something is not there when, in fact, it is “Stega-
nography” takes cryptography a step further by hiding an
encrypted message so that no one suspects it exists. While
steganography and cryptology have for a principal goal to
hide messages in a specific channel, mobile steganography
goal is to hide information in a file, image or other media in
a such a manner no one will suspect the very existence of
the hidden data. Moreover, it is able to share those hidden
data with a third party outside of an organization in some
cases. Whereas in cryptography, the information is scram-
bled so it is impossible to understand it, unless the proper
key is applied [7].

The steganography technique can also be useful in some
other areas such as the protection of organizational sensitive
data, copyright protection, and preventing e-document forg-
ing. The most prominent technique uses are the following.

A. Least Significant Bit (LSB) Steganography in images

The most common technique in mobile devices steganogra-
phy is the Least Significant Bit (LSB). According to Hos-
mer, the LSB is "The hiding of data within a digital carrier
by slightly altering an insignificant characteristic of the car-
rier that does not appear to change the standard rendering of
the data" [10]. The digital image used in mobile devices
steganography are, "...two dimensional arrays of varying
intensity levels. For a grayscale image, 8 bits per pixel are
used whereas in a color image following RGB model; there
are 24 bits/pixel, 8 bits assigned to each color components"
[8]. Least Significant Bit (LSB) incorporation is a common
method of embedding data in a cover image. The LSB tech-
nique replaces the last bit with the message bit. For exam-
ple, let's assume that a carrier has a 2560x 1440 pixels size
image, and has the capacity to store 11,059,200 bits or
1,382,400 bytes' total amount of hidden data capacity. The
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grid for 3 pixels of a 24-bit image carrier is represented in
binary as follows:

(00101101 00011100 11011100)

(10100110 11000100 00001100)

(11010010 10101101 01100011) Let's now assume that we
want to hide data which has a capacity of 96 bits. The binary
representation of the data that needs to be hidden is
01100000, Which is embedded into the least significant bits
of the carrier image, the binary representation of the payl-
oad. The resulting grid is as follows:

(00101101 00011101 11011100)

(10100110 11000101 00001100)

(11010010 10101101 01100011)

As we can see above, the number was embedded into the
first eight bytes of the grid; it should be stressed that only 3
bits needed to be changed which on average, only half of the
bits in an image will need to be modified to hide a secret
message using the maximum cover size [8]. These changes
generally will not be noticeable in an anthropomorphic
sense. Thus the message is successfully hidden. The LSB
can be implemented easily, which is one advantage of the
technique.

There is also an abundance of free applications of the stega-
nographic technique for mobile device available to be down-
loaded online. However, due to its low robustness and lack
of tamper resistance of the LSB, it is highly sensitive to any
image action such as cutting, filters, resizing, contrasting,
and more. The fact that LSB steganography cannot with-
stand almost any modification that will cause the hidden
message to get lost has caused some to turn their attention to
another technique, such as audio.

B. Audio Steganography

Mobile audio steganography cornerstone is being able to
add a file or data on a recording without significantly alter-
ing the sound itself. Today, mobile devices are capable of
using a programs such as Skype, Whatsapp, ChatOn, and
Tango (for example). These programs, in most cases, utilize
traditional methods of security, therefore are more vulnera-
ble to audio steganography techniques, such as the alteration
of sound files in a way to add hidden information. The In-
ternet provides numerous audio applications such as voice
query, and voice activated websites. [9] Asserted that there
are three prominent embedding data methods in audio.
These methods include hiding data in frequency/wavelet
domains, in the temporal sphere, and in coded domain.

C. Video Steganography

Video is usually a mix of both sound and image, and there-
fore audio, and image steganography should be able to be
used on mobile video to the incorporate hidden message. So
video on mobile devices can be utilized as carrier. While
mobile devices can produce videos, there is not much writ-
ing or application using video steganography on mobiles
devices, because "processing and post-production phases are
operations best accomplished on desktops" [10].

A video bit stream consists of variable length codes (VLC)
representing different segments of the video. Typically, the
video stream is offered in compressed kind, so steganogra-
phy algorithms need to be decompressed to fit in com-
pressed bit-stream. When the required specificity of stega-
nography algorithms is met, the payload must be hidden
within the compressed domain. Watermarking algorithms by
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video compression using multiple software is a technique
that video steganography can use [11].

D. Text Steganography

Mobile devices can be used to create text. This text can be
modified to hide data, by misspellings, font resizes, and
spaces/line skipping patterns. Some tools can detect such
alterations. Also, a text can contain a secret code that can
vary from the distribution of word lengths to the frequencies
of vowels and consonants. Finally, the hidden put within the
structural flavor of the message, this can be found for in-
stance in e-mails or chats [10]. Text steganography provides
a wide range of options for those seeking to hide data; such
options include generating a random character, format
change of an existing text, altering words within a text, and
generating readable texts. The difficulty of text steganogra-
phy is the absence of redundancy information that exists
within image, audio or a video file. Therefore, information
can be hidden by introducing changes in the structure of the
document without making a noticeable alteration of the out-
put. Any change in a text is easy to spot, which is different
from an image or an audio file, where subtle changes can be
made. The text file has no need of ample storage space; it is
a faster and easier way to communicate [12]

IV. RELATED WORK

In this section we have covered a brief survey of existing
literature which used different steganographic techniques.
Samer Atawneh et al. [13] presented a new efficient em-
bedding algorithm in the wavelet domain of digital images
based on the diamond encoding (DE) scheme. The proposed
algorithm first converts the secret image into a sequence of
base-5 digits. After that, the cover image is transformed into
the DWT domain and segmented into 2 x 1 coefficient pairs.
The DE scheme is used then to change at most one coeffi-
cient of each coefficient pair to embed the base-5 digits.
Experimental results depict that the proposed algorithm is
more efficient in embedding compared to other methods in
terms of embedding payload and image quality.

Hedieh Sajedi et al. [14] proposed a method in which the
blocks of secret image are compared with blocks of a set of
cover images and the image with most similar blocks to
those of the secret image is selected as the best candidate to
carry the secret image. Using appropriate features for com-
paring image blocks, guaranties higher quality of stego im-
ages and consequently, allows for higher embedding capaci-
ty, less delectability and, enhanced security. Based on this
idea, in this paper, an adaptive cover selection steganogra-
phy method is proposed that uses statistical features of im-
age blocks and their neighborhood. Using the block neigh-
borhood information, they prevent appearing virtual edges
in the sides and corners of the replaced blocks.

Yi-zhen Chen et al. [15] introduced an improved adaptive
steganography algorithm SVBA algorithm, which fully ana-
lyzes the area statistical properties and adopts HVS features.
SVBA algorithm first divides the image into 8*8 blocks and
analyzes the mean, variance and entropy value of gray by
block, then sets a sensitivity vector for each block with con-
sidering HVS features and adjusts the steganography sche-
ma dynamically according to the block sensitivity vectors.
Simulation experiment results on Matlab7.0 show this algo-
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rithm has a balanced performance on efficiency, capacity,
imperceptibility and robustness.

Ratnakirti Roy et al [16] proposed an object based image
steganography technique that utilizes image entropy to seg-
ment smooth and textured areas in a cover image and then
embed data with a variable data rate high efficiency embed-
ding scheme.

Hyunho Kang et al [17] developed a method for block-
based tamper detection steganography that can verify not
only forgery but also a cutting attack on a stego image.
Moreover, a stego image has better quality and more capaci-
ty than some previous steganography works. For verifying
the integrity of the secret information, both the previous
block and the most significant bits (MSBs) of the current
block were used. The number of insertion bits per pixel is
determined according to the variance of adjacent pixels.
Secret information embedding and extraction are performed
by using a block unit in the spatial domain of an image.
Sabyasachi Kamila et al [18] proposed a new method for
color image steganography in frequency domain where Dis-
crete Wavelet Transform (DWT) of the cover image is used
to differentiate high frequency and low frequency informa-
tion of each pixel of the image. Proposed method hides se-
cret bits in three higher frequency components making sure
that the embedding impact on the cover image is minimum
and not centralized in sensitivity domain

Hamad A. Al-Korbi et al. [19] aimed at proposing a high
capacity and efficient steganography technique, where bi-
nary images, color images, and large text files can be all
concealed within a single cover image at the same time us-
ing Haar Wavelet transform. A high capacity of about 99%
has been achieved using the proposed algorithm, with low
mean square error (MSE) and high power signal-tonoise
ratio (PSNR). This algorithm is developed with the aid of
MATLAB environment. The obtained results from the pro-
posed algorithm have been promising in terms of efficiency,
performance, and capacity.

M. Tulasidasu et al. [20] presented a best approach for Least
Significant Bit focused around picture Steganography that
upgrades the current LSB substitution systems to enhance
the security level of concealed data. All current strategies
for Steganography concentrate on implanting technique with
less concern to the pre-processing, for example, encryption
of secret picture. In the proposed work shrouded data is
stored into distinctive position of LSB of picture utilizing
block division procedure relying upon the secret key. There-
fore it is hard to concentrate the concealed data knowing the
recovery systems. Peak signal to noise ratio (PSNR) is used
to measure the quality of stego pictures. The estimation of
PSNR gives better come about in light of the fact that our
proposed strategy changes little number of bits of the pic-
ture.

Jin-Suk Kang et al. [21] proposed a new method of the
adaptive steganography using complexity on bit planes of
color image. Applying fixing threshold and variable length,
if we insert information into all bit planes, all bit planes
showed different image quality. Therefore, we investigated
the complexity on bit plane and data, similarity insert infor-
mation into bit planes. As a result, the proposed method
increased the insertion capacity and improved the image
quality as compared to fixing threshold and variable length
method.
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Ali Kanso et al. [22] suggest a new steganographic spatial
domain algorithm based on a single chaotic map. Unlike
most existing steganographic algorithms, the proposed algo-
rithm uses one chaotic map to determine the pixel position
of the host color image, the channel (red, green or blue) and
the bit position of the targeted value in which a sensitive
information bit can be hidden. Furthermore, this algorithm
can be regarded as a variable-sized embedding algorithm.
Constantine Manikopoulos et al. [23] proposed the stegano-
graphy detection system (SDS), and applied to the detection
of block DCT-based steganography in gray-scale images,
segmented into 8x8 blocks. The differences in the coeffi-
cients of the block DCT transforms of the watermarked and
unwater marked images from the original are treated as fea-
tures. SDS utilizes statistical preprocessing over an observa-
tion region of each image that generates feature vectors over
the regions. These vectors are then fed into a simple neural
network classifier.
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