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Abstract: Cyberspace is under perceived and real threat from various state and non-state actors. This scenario is further complicated by distinct 
characteristic of cyberspace, manifested in its anonymity in space and time, geographical indeterminacy and non-attribution of   acts to a tangible 
source. The transnational dimension of cybercrime brings forth the issue of sovereignty, jurisdiction, trans-national investigation and extra 
territorial evidence necessitates international cooperation. This requires and international convention on cybercrime which is missing till date. 
Council of Europe Convention of Cybercrime is the lone instrument available. Though  it is a regional instrument, non-members state like US, 
Australia, Canada, Israel, Japan etc. have also signed and ratified and remains the most important and acceptable international instruments in 
global fight  to combat cybercrime. In this paper, authors have argued that Council of Europe Convention on Cybercrime should be the baseline 
for framing an International Convention on Cybercrime. 
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I. INTRODUCTION  

Information Societies have high dependency on the 
availability of information technology which is proportional 
to security of cyber space [1] [2].  The availability of 
information technology is under continuous real and 
perceived threat from various state and non-state actors [3]. 
The cyber-attack on availability of information technology 
sits on a thin line to be classified as cybercrime or cyber war 
having devastating effects in the physical world. The 
discovery of ‘cyber-attack vectors’ like Stuxnet, Duqu, 
Flame, Careto, Heart Bleed etc. in the recent past only 
demonstrates the vulnerability of the confidentiality, integrity 
and availability of information technology resources [4] 
[5]. 

II. INTERNATIONAL LEGAL FRAMEWORKS 

The scenario is further complicated by the very nature of 
cyber space manifested in anonymity in space and time, 
rapidity of actions resulting in asymmetric results 
disproportionate to the resources deployed, non-attribution of 
actions and absence of international borders [6]. By virtue of 
these features, ‘the transnational dimension of cybercrime 
offence arises where an element or substantial effect of the 
offence or where part of the modus operandi of the offence is 
in another territory’, bringing forth the issues of ‘sovereignty, 
jurisdiction, transnational investigations and extraterritorial 
evidence’; thus necessitating international cooperation [7]. In 
this essay, international efforts and their efficacy in 
combating cybercrimes would be analysed. 

Although several bilateral and multilateral efforts have been 
attempted to combat cybercrime, the European Union 
remains at the forefront in creating a framework on 
cybercrime [8] [9] [10] [11]. Going beyond the European 
Union by inviting even non-member States, incorporating 
substantial criminal law provisions and procedural 
instruments, the Council of Europe Convention on 
Cybercrime (the Convention) [12] puts forth ‘instruments to 
improve international cooperation’ [13]. The Convention 
makes clear its belief ‘that an effective fight against 

cybercrime requires increased, rapid and well-functioning 
international cooperation in criminal matters’ [14]. As on 
December 2016, 52 States have ratified the Convention and 
4 States have signed but not ratified. As of July 2016, the 
non-member States of Council of Europe that have ratified 
the treaty are Australia, Canada, Dominican Republic, 
Israel, Japan, Mauritius, Panama, Sri Lanka and US. The 
Convention is today the most important and acceptable 
international instrument in global fight to combat 
cybercrime [15] [16] [17] thereby limiting the scope of 
discussion to the Convention for the purpose of this essay. 
  The Convention seeks to harmonise the substantive 
criminal law by defining ‘offences against the 
confidentiality, integrity and availability of computer data 
and systems’ [18], ‘computer related offences’ [19], ‘content 
related offences’ [20], ‘offences related to infringement of 
copyright and related rights’[21] and ‘ancillary liability and 
sanctions’ [22]. The convention also seek to harmonise the 
procedural law by providing scope, conditions and 
safeguards to procedures [23], expedited preservation of 
stored computer data, traffic data and partial disclosure of 
traffic data [24]; the search and seizure of stored computer 
data [25] and collection of real time data [26]. The 
jurisdiction over the offences established by the Convention 
is also sought to be harmonized [27]. However the strength 
of the Convention is the details in which general and 
specific principles relating to international co-operation 
including extradition and mutual assistance are enumerated 
[28]. To sum up, the Convention intends to provide ‘a swift 
and efficient system of international cooperation, which 
duly takes into account the specific requirements of fight 
against cybercrime’ [29]. However, a few scholars [30] have 
raised doubts about the effectiveness of the Convention, in 
improving the international co-operation thus enabling law 
enforcement agencies to fight cybercrime, and thereby 
terming it merely a symbolic instrument. The Convention ‘is 
an important step in right direction’ [31] and remains as ‘the 
most significant treaty to address cybercrimes’ [32]. 
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III. EFFICACY, FUNCTIONING AND LIMITATION 

A number of contentious legal and procedural issues 
generally arise while investigating cybercrimes involving 
transnational dimension, thus acting as impediment to the 
very process of investigation [33] [34] [35]. 

The Convention only seeks to harmonize the 
domestic law but many nation-states have no cybercrime 
legislation. This combined with heterogeneity of skills, 
capacity, technology access and sub-culture of LEAs, 
cybercriminals and victims forms a ‘vicious circle of 
cybercrime’ [37]. The role of consent, having cognitive and 
cultural limitations,  for accessing stored computer data in 
accordance with Article 32 of the Convention, is not well 
defined and therefore open to the interpretation of courts 
making this provision rather an instrument of international 
non-cooperation. Moreover, EU Primary Law viz., Charter 
of Fundamental Rights (CFR) of the European Union of 
2000 [38], Treaty on European Union [39] and the 
jurisprudence of the CJEU [40], now recognise data 
protection as a fundamental right. The shield of human 
rights is very effectively used to prevent international co-
operation. The domestic laws of some nation-states, e.g., 
Section 230, CDA [41] in US, have become judicial oak in 
hampering international co-operation in cybercrime 
investigations as it provides blanket immunity to search 
engines like Google.  

 The cyber 
space has evolved exponentially since the Convention was 
drafted. The deployment of ‘military-grade precision-
vectors’ and the advanced persistent threats (APTs) to attack 
infrastructure in virtual and real world are the order of the 
day. The internet of things has beginning to become botnet 
of things. The Nation-states also have realised that the 
cyber-space has almost become the fifth domain of war.[36] 
In view of this escalated scenario, while the formal channels 
like extradition and mutual assistance are delayed to the 
extent of killing the investigation, the informal requests 
between law enforcement agencies (LEAs) are viewed with 
suspicion.  

The very nature of the internet-governance 
structure, tilted heavily toward private players, leaves very 
little in the hands of the States. The efforts for strengthening 
international co-operation to combat cybercrime, including 
the Convention, have miserably failed to tap this private 
element of the governance mainly due to conflict of private 
and public interests. 

IV. CONCLUSION 

As cyber space is rapidly evolving with the advent of new 
technologies, the cybercrime is assuming new dimensions in 
space and time impeding its investigation in ways never 
before contemplated. The law and the capacity building of 
LEAs are not able to keep pace with these new 
developments. While the cyber space has no borders for the 
cybercriminals, the law enforcement agencies would have to 
respect the sovereignty of other nations. The national 
disparities in ‘law’, ‘legal systems’ and ‘capacity’ to combat 
cybercrimes are so wide that the international co-operation 
remains the only hope to combat crime. The Convention on 
Cybercrime is, though symbolic, a great effort to identify 
issues and provide solution to the existing legal and 
procedural gaps in fighting cybercrime. As the laws were 
and would always remain inadequate for enforcement, it 

would only be a concerted effort to achieve international co-
operation to make cybercrime a very high cost and high risk 
proposition. The UN has recently woken up to the situation 
[42] and would do well to take the Convention on 
Cybercrime as the baseline to frame an International 
Convention on Cybercrime. 
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