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Abstract: Cloud computing is a forthcoming revolution in information technology (IT) industry because of i ts performance, accessibility, low 
cost and many other luxuries. Cloud computing is a model to provide convenient, on-demand access to a s hared pool configurablecomputing 
resources.It pr ovides g igantic s torage f or da ta a nd f aster computing t o c ustomers ov er t he i nternet. T his pa per g ives a n ov erview o f c loud 
computing, and discusses related security challenges and some techniques to deal with them. There are many approaches which can be used to 
improve the security but no one provides better solution. 
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1. INTRODUCTION 

 
Cloud Computing, in a simple words, means Internet based 
Computing. S ince t heInternet can b e thought o f as c louds, 
and therefore the term cloud computing is used[1].The 
concept of  c loud c omputing is br oader t han t hat of  utility 
computing andrelates to the underlying architecture in which 
the services are designed[5]. Cloudcomputing can be used to 
imply internal corporate data centers and utility services. It 
works on the principle that the user must pay according the 
time for which it i s us ing the resources f rom va rious cloud 
providers. It is well known that it is not easy to handle large 
resources. 
 
NIST (National I nstitute of Standards and Technology) 
defines cloud computingas follows: “Cloud computing is a 
model for enabling ubiquitous, convenient,on-demand 
network access to a shared pool of configurable computing 
resources(e.g., networks, servers, storage, applications, and 
services) that can be rapidlyprovisioned and released with 
minimal management effort or service provider 
interaction”.[2] 
 
Cloud computing services such as Amazon EC2 and Google 
App E ngine ar e b uilt t o t ake ad vantage o f t he al ready 
existing infrastructure of their respective company. 
Cloud computing ha s s everal a ctors like C loud C onsumer, 
Cloud P rovider, C loud A uditor, C loud B roker, C loud 
Carrier. T he combination o f al l t hese act ors creates the 
architecture o f C loud C omputing [14]. T here ar e 
distinctively 3 components of the cloud: 
 
Clients: Clients refer to the devices that the end users utilize 
to interface with the cloud when they require the services of 
the cl oud. T hey can  b e p ersonal co mputers, laptops, s mart 
mobile phones etc. 
Data Center: It i s an  a gglomeration o f s ervers where t he 
application to  which the users have subscribed is  p laced. I t 
can be stored anywhere and can be accessed via the internet. 
A superior solution is to use virtual servers through a single 
physical server. 
Databases: The information or data is stored at these places 
in t he c loud. T he s torage units c an c onsists o f several 
servers s tored i n a s ingle p lace l ike t he F acebook's d ata 

storage or it can extend over a widespread area with several 
servers around the world connected with each other. 
 
2. CLOUD COMPUTING ARCHITECTURE 
 
There ar e t hree co mmonly-used c loud de ployment 
models[3]: private, public, and hybrid. An additional model 
is the community cloud, which is less-commonly used.  
Private cloud:It is a ppropriate f or a  s ingle or ganization. 
This infrastructure is managed internally by the organization 
or by  a  t hird pa rty a nd c an be  h osted i nternally a nd 
externally. 
Public cloud:A p ublic c loud i s on e i n which t he c loud 
infrastructure and computing resourcesare made available to 
the general public over a  public network. A public c loud is 
owned by an organization selling cloud services, and serves 
a diverse pool of clients [15]. 
Hybrid cloud:A t hird t ype can be  hy brid c loud t hat i s a 
combination of c omputing resources pr ovided by  both 
private a nd p ublic c louds i n or der to pe rform v arious 
functionality within the same organization[8]. 
Community cloud: shares co mputing r esources acr oss 
several o rganizations, an d can  b e m anaged b y ei ther 
organizational IT resources or third-party providers[4]. 
Service Models 
Once a c loud is  established, how its  cloud c omputing 
services are deployed in terms of business models can differ 
depending on 
requirements. T he pr imary service models be ing de ployed 
are commonly known as: 
Software as a Service (SaaS): Consumers p urchase t he 
ability t o acces s an d u se an  ap plication o r s ervice t hat i s 
hostedin the cloud. Microsoft is expanding its involvement 
in this area, and a s part of the cloud computing option for 
Microsoft® Office 2010, i tsOffice Web Apps are available 
to Office volume l icensing customers and Office Web App 
subscriptions t hrough i ts c loud-basedOnline 
Services,salesforce are some example of SaaS 
Platform as a Service (PaaS): Consumers purchase access 
to the platforms, enabling them to deploy their own software 
andapplications i n t he c loud. T he op erating s ystems a nd 
network access are not managed by the consumer, and there 
might b econstraints a s to  which a pplications c an be 
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deployed.Windows Azure Cloud Services,OrangeScape are 
the example of PaaS. 
Infrastructure as a Service (IaaS):It i s t he us e o f 
fundamental co mputing r esources, e. g. s torage, networks, 
servers, t o p rovide s ervices to en dusers.The en d-users can  
deploy a nd r un a rbitrary s oftware i ncluding bot h 
applications a nd o perating s ystems. An e xampleof I aaS is  
Amazon E C2[6]. The c onsumer doe s n ot c ontrol t he 
underlying infrastructure, but can typically launch 

virtualmachines with c hosen o perating systems which i n 
turn are managed by the consumer. 
With its  many advantages, cloud c omputing i s c urrently 
being used i n l arge c orporationssuch a s G oogle, Y ahoo, 
Amazon, IBM, Whatsapp and Facebook. Cloud Computing 
is used by other companines for moving their applications to 
the cloud to reduce the investment and operational cost and 
to increase their business efficiency[7]. 

 

Fig1. Cloud definition framework 
 
 
Cloud Characteristics 
 
NIST d efine cl oud computing es sential 
characteristics[9][10] as follows: 
1 On-demand Self-service: Cloud services are on-demand; 
that i s, co nsumers can  au tomatically r equest t he s ervice 
based on  t heir n eeds, w ithout h uman i nteraction with th e 
service providers [16]. 
2 Reduction of Cost There ar e a n umber o f r easons t o 
attribute C loud te chnology with lo wer c osts. T he b illing 
model is  p ay a s p er u sage; th e in frastructure is  n ot 
purchased t hus l owering maintenance. I nitial e xpense an d 
recurring e xpenses ar e much lower t han traditional 
computing.. 
3 Resource Pooling: C loud r esources, s uch as  storage, 
processing, memory, and network ba ndwidth are pooled to 
provide f or multiple c lients u sing a  multi-tenant m odel, 
according t o user’s d emand. P rivate c loud may o nly b e 
offsite at a location controlled by the owner or the provider 
may allow clients to specify general server locations. 
4 Rapid Elasticity: Services o ffered b y cl oud ar e r apidly 
provisioned, and in few cases by i tself, rapidly r eleased t o 
quickly scale in. To consumer, the capabilities available for 
provisioning appears to be endless and could be purchased 
whenever required.. 
5 Measured service: Cloud C omputing pr ovides 
Mechanisms t o measure s ervice usage a nd h ealth o f the 
system. This enables  
optimization of resources and provides transparency for both 
users a nd p roviders a llowing b etter u tilization of th e 
service[16]. 

6. Flexibility Cloud computing mainly stress on deployment 
of applications in market as quickly possible ,  by using the 
most appropriate building blocks necessary for deployment. 
7.Broad Network Access: A user can access the data shared 
on cloud fromany location across the globe 

 
3. SECURITY CHALLENGES 
 
Where is your data more secure, on your local hard driveror 
on hi gh s ecurity servers i n t he c loud? S ome argue t hat 
customer d ata i s m ore s ecure w hen managed i nternally, 
while others ar gue t hat cl oud p roviders h ave a s trong 
incentive tomaintain trust and as such employ a higher level 
of security. Security challenges[12] in cloud computing are 
important i ssue f or c loud s ervice pr oviders a nd c loud 
service cu stomers. C hallenges u sually ar e r elated 
information security because of data and application.  
Resource location: end-users use the services provided by 
the c loud pr oviders without knowing e xactly where t here 
sources for s uch services a re l ocated, p ossibly i n o ther 
legislative d omains. T his p oses a  p otential p roblem when 
dispute shappen, which is  sometimes beyond the control of  
cloud providers. Data stored at the cloud service providers is 
not on ly a ffectedby t he pr ovider p olicies bu t a lso by  t he 
legislation o f c ountrieswhere th e p roviders r eside. W hen 
using s uch services, u sers have t o ag ree t o t he ‘ ‘Terms o f 
Service’’ which grant theproviders the right to disclose user 
information in c ompliance with la ws a nd la w e nforcement 
requests, for example, asnoted in the recent Dropbox’s[11] 
terms of Service. 
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Multi-tenancy issue: this issue poses a challenge to protect 
user d ata against unauthorized access from other users 
runningprocesses o n t he s ame p hysical s ervers. T his i s i n 
fact n ot a  new i ssue ta king into c onsideration th e c urrent 
concern withweb ho sting s ervices. H owever, with t he 
widespread u se o f cl oud co mputing an d with t he f act t hat 
users store moreimportant data in the cloud, this issue needs 
to be reconsidered seriously. 
Authentication and trust of acquired information: As the 
critical d ata is  lo cated in  th e c loud p rovider in frastructure, 
the d atamay b e al tered without t he o wner’s co nsent. T he 
modified da ta may t hen be  retrieved an d processed b y t he 
owner tomake critical decisions. The authenticity of the data 
in t his ca se i s very i mportant, an d t herefore n eeds t o b e 
guaranteed.However, co mmon s tandards t o en sure d ata 
integrity do not exist. 
System monitoring and logs: As more b usiness c ritical 
applications ar e migrated t o t he cl oud, cu stomers may 
request t hatcloud pr oviders provide m ore monitoring a nd 
log d ata f or t he cu stomers’ p ersonnel. As t he r esults o f 
monitoring a nd l ogsmay c ontain s ensitive i nfrastructure 
information, a nd a re t raditionally u sed i nternally b y t he 
providers, s haring p arts o fsuch d ata t o ei ther cu stomers o r 
third-party e xaminers i s not something a ll c loud p roviders 
are willing to do. It willrequire a lot of negotiation between 
cloud providers and customers to come up with appropriate 
monitoring a nd l oginformation a s pa rt of a ny s ervice 
agreement. 
 

4. MITIGATION OF SECURITY CHALLENGES 
 

Firstly, cl oud co mputers' cu stomers f ind t he b est cl oud 
provider. E ach cl oud s ervice p rovider h as d ifferent d ata 
security and data management. Hence, customer determines 
requirements for cl oud s ervices t hen ch oose r ight cl oud 
provider. A lso, c loud pr ovider m ust h ave e xperience, 
standards and regulation about cloud service. Data transfer 
between cu stomers' n etwork an d cl oud i n t he Internet. 
Therefore, data must b e always travelling on a secure 
channel. HTTP is insecure due to s end d ata al l as  p lain 
text.Attackers gain acces s t o w ebsite acco unts an d 
sensitiveinformation w ith m an-in-the-middle a nd 
eavesdroppingattacks. Connect to browser with HTTPS. 
Because everythingin the HTTPS message is encrypted with 
SSL. A lso, s tandardprotocols s hould be  u sed f or 
authentication [13].User access control is important in cloud 
computer b ecauseof s ensitive an d p rivate d ata. O nly 
authorized p ersons s houldsee t he i nformation a nd pe rsons 
should be  a uthorized u ntilthey n eed i t. C ustomers t o a sk 
service providers for specificsabout the people who manage 
their data and the level of accessthey have to it.All systems 
and network components' log must be  storedand monitored 
so a s t o a nalyze unw anted e vents. Logging a ndmonitoring 
events i s t he p rocess o f a uditing. Auditing isimportant for 
analyzing e vents. Auditing is necessary toprovide s ecurity. 
Cloud c omputing c ustomers di scuss c loudprovider a bout 
monitoring logs day-to-day. In addition, theaudit log should 
be cen trally p reserved. Authentication an dauthorization 
should be  don e f or pe ople t o m onitor t he 
auditlog.Unfortunately, a uditing is  a  p assive d efense 
because ofbecoming aware of critical security event after the 
occurrenceof the event. Auditing help people to response to 
unwantedeventquickly.  

For providing data security we can encrypt the data with the 
help of  f ully homomorphic e ncryption[17] [21] schemes. 
Fully homomorphic e ncryption i ncludes t o basic 
homomorphism t ypes. T hey a re m ultiply homomorphic 
encryption a lgorithm a nd a dditively h omomorphic 
encryption a lgorithm. Fully homomorphic e ncryption i s t o 
find an encryption algorithm, which can be any number of 
addition a lgorithm a nd multiplication algorithm in th e 
encrypted d ata. There a re va rious fully homomorphic 
algorithms like RSA[18] with padding, Elagamal[19] 
encryption,  Pallier [20] encryption schemes. 

 
5. CONCLUSION 

 
In t his pa per, we di scuss a f resh t echnology:  c loud 
computing. Describe its definition and some existing issues. 
There is no doubt that cloud computing is the development 
trend i n t he f uture. C loud c omputing p rovides us i nfinite 
computing capabilities service on demand, good scalability 
but also have challenges at security privacy legal issues and 
so o n. H owever s ecurity c hallenges ar e major problem f or 
enterprises. For that reason cloud computing customers must 
explore a ll c loud computing providers when they decide to 
take c loud c omputing s ervice.This pa per i s t o provide a  
fundamental step towards the development of guidelines and 
standards for secure cloud computing environment. 
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