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Abstract:Public key cryptography is one of the most important fields in computer security. . It is a method of transferring private information 
and data through open network communication, so only the receiver who has the secret key can read the encrypted messages which might be 
documents, phone conversations, images or other form of data. To implement privacy simply by encrypting the information intended to remain 
secret can be achieved by using methods of Public key cryptography. The information must be scrambled, so that other users will not be able to 
access the actual information. In this study, we propose new public key cryptographic technique based on Suzuki 2- group. We demonstrated the 
security of proposed public key cryptographic technique in the chosen plaintext attack in the random oracle model. 
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INTRODUCTION 

The conception of public key cryptography (PKC) was 
introduced by Diffie and Hellman [1] in 1976, many PKC 
schemes have been proposed and broken. The trapdoor 
one-way functions play the important roles in the 
conception of PKC. The theoretical foundations for the 
cryptosystems lie in the intractability of problems closer 
to number theory than group theory [2]. On quantum 
computer, integer factorization problem (IFP) and discrete 
logarithm problem (DLP), as well as DLP over elliptic 
curves (ECDLP), turned out to be efficiently solved by 
algorithms due to Shor [3], Kitaev [4] and Proos-Zalka 
[5]. Although practical quantum computers are as least 10 
years away, their potential weakness will soon create 
doubt in current cryptographic methods [6]. As addressed 
in [6], in order to develop cryptography as well as not to 
put all eggs in one basket, there have been many attempts 
to develop alternative PKC based on different kinds of 
problems [6]: 

 In 1984, Wagner et al. [7] proposed a method to 
design public-key cryptosystems based on the undecidable 
word problem for groups and semi-groups. In 2005, 
Birget et al. [8] pointed out that Wagner’s idea is actually 
not based on word problem, but on another, generally 
easier, premise problem. And finally, Birget et al. 
proposed a new public-key cryptosystem which is based 
on finitely presented groups with hard word problem. 

In 1999, Anshel et al. [9] proposed a compact algebraic 
key establishment protocol. The foundation of their 
method lies in the difficulty of solving equations over 
algebraic structure (non-commutative groups). 
Subsequently, Ko et al. [10] firstly proposed new PKC by 
using braid groups in 2000. The security foundation is that 
the conjugator search problem (CSP) is intractable when 
the system parameters, such as braid index and the 

canonical length of the working braids, are selected 
properly. 

In 2001, Paeng et al. [11] published a new PKC built 
on finite non-abelian groups. Their method is based on the 
DLP in the inner automorphism group defined via the 
conjugate action. Their system was later improved to the 
so-called MOR systems [12]. Meanwhile, Magliveras et 
al. [13] developed new approaches to design PKC using 
one-way functions and trapdoors in finite groups. Two 
public key cryptosystems based on the difficulty of 
computing certain factorizations in finite groups, have 
been introduced: MST1 and MST2. Subsequently, in 
2002, Vasco et al. [14] demonstrated that, after a suitable 
generalization, the factorization concepts used in MST1 
and MST2 allow a uniform description of several 
cryptographic primitives. 

In 2002, certain homomorphic cryptosystems were 
constructed for the first time for non-abelian groups due to 
Grigoriev and Ponomarenko [15]. Shortly afterwards, 
Grigoriev and Ponomarenko [16] extended their method 
to arbitrary nonidentity finite groups based on the 
difficulty of the membership problem for groups of 
integer matrices. Enlightened by the idea in the arithmetic 
key exchange [9], in 2004, Eick and Kahrobaei [17] 
proposed a new cryptosystem based on polycyclic groups. 

In 2005, Shpilrain and Ushakov [18] suggested that R. 
Thompson’s group may be is a good platform for 
constructing PKC. In their contribution, the key 
assumption is the intractability of the decomposition 
problem, which is more general than the conjugator search 
problem, defined over R. Thompson’s group, also an 
infinite non-abelian group given by finite presentation. 

Generic algebraic systems, especially non-
commutative ones, attract more and more attentions 
among the above cryptosystems. It is find difficulty of 
solving CSP over certain non-abelian groups using non-
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commutative algebraic systems. Although there are 
algorithms for solving some variants of CSP in certain 
groups, such as braid groups [19,20,21,22,23], with 
respect to the system parameters, none of them can solve 
CSP itself defined over general non -abelian group in 
polynomial time. However, non-commutative is a double-
edged sword: on the one hand, it makes CSP meaningful; 
on the other hand, it brings some inconvenience for 
designing PKC schemes. How to utilize non-commutative 
and overcome its inconvenience is the key problem for 
developing PKC over non-commutative algebraic 
systems. 

Recentaly, Meshram [24, 25, 26, 27, 28] presented new 
variant of public key cryptographic technique based on 
discrete logarithm problem and integer factorization 
problem and its generalization. Also developed some 
ideas for identity-based cryptography in [29, 30, 31, 32, 
33, 34, 35].  

Organization: In this article, we would like to propose 
a new approach based on Suzuki 2-group for designing 
public key cryptographic technique. The key idea of our 
proposal is that we can define polynomials and take them 
as the fundamental work structure for a given Suzuki 2-
group. By doing so, it is much easy to implement the 
efficient public key cryptographic technique secure under 
choose plaintext attack in random oracle model.   

The structure of the article: This paper is organized 
as follows. In Section 2, background and material are 
introduced; In Section 3, we demonstrated some extension 
of over Suzuki 2-group; In Section 4, we proposed new 
public key cryptographic technique. In Section 5, we 
demonstrated supporting example for proposed new 
public key cryptographic technique.  Discussed security of 
proposed technique in Section 6. Finally, concluding 
remarks are made in Section 7. 

BACKGROUND AND MATERIAL 

In this segment, we demonstrated required basic 
definition of integer coefficient ring polynomials and its 
properties.  

Integral Coefficient Ring Polynomials 

Assume that ℜ is a ring with (ℜ,∗, 1) and (ℜ, +, 0) as 
its multiple non-abelian semi-group and additive abelian 
group, respectively. Let us consider integral coefficient 
polynomials with ring assignment. 

At first, the notion of scale multiplication over ℜ  is 
now close by. For 𝑙𝑙 ∈  𝑍𝑍>0 and 𝓇𝓇 ∈  ℜ, 

(𝑙𝑙)𝓇𝓇 ≜ 𝓇𝓇 + ⋯… … . . +𝓇𝓇�����������
𝑙𝑙   𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡

(1)    (1) 

when 𝑙𝑙 ∈  𝑍𝑍>0, we can define 

(𝑙𝑙 )𝓇𝓇 ≜ (−𝑙𝑙 )(−𝓇𝓇)  =  (−𝓇𝓇)  + · · ·   + (−𝓇𝓇)���������������
−𝑙𝑙   𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡

 (2)                          

For 𝑙𝑙  = 0, it is natural to define (𝑙𝑙) 𝓇𝓇= 0. 

Property1. (𝓈𝓈)𝓇𝓇𝓃𝓃. (𝓉𝓉)𝓇𝓇𝓂𝓂 =  (𝓈𝓈𝓈𝓈)𝓇𝓇𝓃𝓃+𝓂𝓂 =  (𝓉𝓉)𝓇𝓇𝓂𝓂 ·
 (𝓈𝓈)𝓇𝓇𝓃𝓃,∀𝓈𝓈, 𝓉𝓉,𝓃𝓃,𝓂𝓂 ∈  𝑍𝑍  and∀ 𝓇𝓇 ∈  ℜ 

Proof. As indicated by the definition of the distributivity 
of multiplication, scale multiplication with respect to 
commutativity of addition and addition, this statement is 
finished up instantly.  

Remark. Note that in general,(𝓈𝓈)𝓇𝓇 · (𝓉𝓉)𝒿𝒿 ≠ (𝓉𝓉)𝒿𝒿 ·
(𝓈𝓈)𝓇𝓇  when 𝓇𝓇 ≠  𝒿𝒿,since multiplication in ℜ is non-
commutative. 

Now, let us continue to define positive integral 
coefficient ring polynomials. Assume that 

𝒽𝒽(𝓎𝓎)  =  𝓈𝓈0 + 𝓈𝓈1𝓎𝓎 + · · ·  + 𝓈𝓈𝓂𝓂𝓎𝓎𝓂𝓂 ∈  𝑍𝑍>0[𝓎𝓎] is a 
given positive integral coefficient polynomial. We can 
allocate this polynomial by utilizing a component 𝓇𝓇 in ℜ 
and finally get 𝒽𝒽 (𝓇𝓇)  =  ∑ (𝓈𝓈𝑎𝑎)𝓇𝓇𝑎𝑎𝓂𝓂

𝑎𝑎=0 =  (𝓈𝓈0)1 +
 (𝓈𝓈1)𝓇𝓇 + · · ·  + (𝓈𝓈𝓂𝓂)𝓇𝓇𝓂𝓂,   (3)   
  

which is a component in ℜ, obviously. Advance, in the 
event that we view 𝓇𝓇 as a variable in ℜ, then 𝒽𝒽(𝓇𝓇) can 
be looked as a polynomial about variable 𝓇𝓇 . The 
arrangement of this types of polynomials, taking over all 
𝒽𝒽(𝓎𝓎)  ∈  𝑍𝑍>0[𝓎𝓎],  can be looked the expansion of 
𝑍𝑍>0with 𝓇𝓇, indicated by 𝑍𝑍>0[𝓇𝓇]. For comfort, we call it 
the arrangement of 1-ary positive integral coefficient R-
polynomials. 

Assume that 𝒽𝒽(𝓇𝓇) = ∑ (𝓈𝓈𝑎𝑎)𝓇𝓇𝑎𝑎𝓂𝓂
𝑎𝑎=0  ∈  𝑍𝑍>0[𝓇𝓇],

𝒻𝒻(𝓇𝓇)  =  ∑ (𝓉𝓉𝑏𝑏)𝓇𝓇𝑏𝑏𝓃𝓃
𝑏𝑏=0  ∈  𝑍𝑍>0[𝓇𝓇] and 𝓂𝓂 ≥ 𝓃𝓃,  then     

(∑ (𝓈𝓈𝑎𝑎)𝓇𝓇𝑎𝑎𝓂𝓂
𝑎𝑎=0 ) + �∑ (𝓉𝓉b)𝓇𝓇b𝓃𝓃

b=0 � = (∑ (𝓈𝓈𝑎𝑎 +𝓃𝓃
𝑎𝑎=0

𝓉𝓉𝑎𝑎)𝓇𝓇𝑎𝑎+𝑎𝑎=𝓃𝓃+1𝓂𝓂(𝓈𝓈𝑎𝑎)𝓇𝓇𝑎𝑎   (4) 

also, as per Property 1 and additionally the 
distributivity, we have 

��(𝓈𝓈𝑎𝑎)𝓇𝓇𝑎𝑎
𝓂𝓂

𝑎𝑎=0

� .��(𝓉𝓉𝑏𝑏)𝓇𝓇b
𝓃𝓃

b=0

� = ��(𝑝𝑝𝑎𝑎)𝓇𝓇𝑎𝑎
𝓃𝓃+1

𝑎𝑎=0

� 

where𝑝𝑝𝑎𝑎 = ∑ 𝓈𝓈𝑎𝑎𝓉𝓉𝑎𝑎−b = 𝑎𝑎
b=0 ∑ 𝓈𝓈𝑎𝑎𝓉𝓉𝑘𝑘b+𝑐𝑐=𝑎𝑎 and then, we 

can finish up instantly the following hypothesis as per 
Property 1.  

Theorem2.1.𝒽𝒽(𝓇𝓇) ·  𝒻𝒻(𝓇𝓇) =
 𝒻𝒻(𝓇𝓇) ·  𝒽𝒽(𝓇𝓇),∀ 𝒽𝒽(𝓇𝓇),𝒻𝒻(𝓇𝓇)  ∈  𝑍𝑍>0[𝓇𝓇].Remark 3.If 𝓇𝓇 
and 𝓈𝓈 are two different variable, then 𝒽𝒽(𝓇𝓇) ·  𝒻𝒻(𝓈𝓈) ≠
 𝒻𝒻(𝓈𝓈).𝒽𝒽(𝓇𝓇)in general. 

Suzuki 2-group 

In the first place, we review some essential actualities 
about 𝓆𝓆 -groups, where 𝓆𝓆  means a prime number. A 
limited gathering 𝒢𝒢 of request a force of 𝓆𝓆 is called a 𝓆𝓆 -
group, i.e|𝒢𝒢| = 𝓆𝓆𝑛𝑛  for a specific positive number n. The 
smallest common multiple of the order of the elements of 
𝒢𝒢 is called the exponent of 𝒢𝒢. An abelian 𝓆𝓆 -group 𝒢𝒢 of 
exponent 𝓆𝓆 is said to be rudimentary abelian. 

The set 𝓩𝓩(𝒢𝒢) = {𝑧𝑧 ∈ 𝒢𝒢: 𝑧𝑧𝑧𝑧 = 𝑔𝑔𝑔𝑔 ∀𝑔𝑔 ∈ 𝒢𝒢} is called the 
center of 𝒢𝒢 . It is outstanding that 𝓩𝓩(𝒢𝒢) is a normal 
subgroup of request at any rate 𝓆𝓆 for any 𝓆𝓆 -group 𝒢𝒢. The 
subgroup 𝒢𝒢′  generated by every one of the components of 
the form 𝑥𝑥−1𝑦𝑦−1𝑥𝑥𝑥𝑥   with 𝑥𝑥,𝑦𝑦 ∈ 𝒢𝒢  is called the 
commutator subgroup of 𝒢𝒢 . The so-called Frattini 
subgroup of 𝒢𝒢 , indicated by 𝜑𝜑(𝒢𝒢) =< 𝑔𝑔2/𝑔𝑔 ∈ 𝒢𝒢 > . At 
last, a component of order 2 in a gathering is called an 
involution. 
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Formally, a Suzuki 2-group [36] is well characterized 
as a non-abelian 2-group with more than one involution 
having a cyclic group of automorphisms which permutes 
its involutions transitively. This class of 2-group was 
examined and characterized by G. Higman [37]. 

Specifically, in any Suzuki 2-group 𝒢𝒢  we have 
𝓩𝓩(𝒢𝒢) = 𝜑𝜑(𝒢𝒢) = 𝒢𝒢′ = Ω1(𝒢𝒢), where Ω1(𝒢𝒢) =< 𝑔𝑔2 =
1/𝑔𝑔 ∈ 𝒢𝒢 >  and |𝓩𝓩(𝒢𝒢)| = 𝑞𝑞 = 2𝑚𝑚 ,𝑚𝑚 > 1.  It is appeared 
in [37] that the order of 𝑔𝑔  is either 𝓅𝓅2 𝑜𝑜𝑜𝑜 𝓅𝓅3 . In this 
manner all the involution of 𝒢𝒢 are in the center of 𝒢𝒢, there 
𝓩𝓩(𝒢𝒢) and the factor group 𝒢𝒢 𝜑𝜑(𝒢𝒢)⁄  are rudimentary 
abelian. Subsequently, all components not in 𝓩𝓩(𝒢𝒢) have 
order 4, i.e., 𝒢𝒢 is of exponent 4. It is realized that 𝒢𝒢 has an 
automorphi  𝜉𝜉  of order 𝓅𝓅 − 1  consistently permuting the 
involution of 𝒢𝒢. 

2.3. Symmetrical Decomposition Problem (SDP):For 
given (𝑥𝑥,𝑦𝑦)  ∈  𝒢𝒢 ×  𝒢𝒢  and 𝑚𝑚,𝑛𝑛 ∈  𝑍𝑍,  find 𝑧𝑧 ∈  𝒢𝒢  such 
that 𝑦𝑦 =  𝑧𝑧𝑚𝑚𝑥𝑥𝑧𝑧𝑛𝑛 . 

2.4. Polynomial Diffie-Hellman (PDH) Problem over 
Suzuki 2-geoup:  Suppose that (𝒢𝒢,·) is a Suzuki 2-geoup. 
For any arbitrarily selected component 𝑎𝑎 ∈ 𝒢𝒢, we define a 
set 𝑃𝑃𝑎𝑎 ⊆ 𝒢𝒢 by 

𝑃𝑃𝑎𝑎  ≜ {𝑓𝑓(𝑎𝑎) ∶ 𝑓𝑓(𝑥𝑥)  ∈  𝑍𝑍>0[𝑥𝑥]}. 

Then, let we consider the new versions of computational 
Diffie-Hellman problem over  (𝒢𝒢,·)  with respect to its 
subset 𝑃𝑃𝑎𝑎 , it is known as polynomial Diffie-Hellman (PDH) 
problem and define as: For given 𝑥𝑥, 𝑥𝑥𝑧𝑧1  and  𝑥𝑥𝑧𝑧2 , we 
compute 𝑥𝑥𝑧𝑧1𝑧𝑧2  (or 𝑥𝑥𝑧𝑧2𝑧𝑧1  ), where 𝑥𝑥 ∈  𝒢𝒢, 𝑧𝑧1, 𝑧𝑧2  ∈  𝑃𝑃𝑎𝑎 . 

Accordingly, the PDH cryptographic assumption says that 
PDH, problem over (𝒢𝒢,·)  is intractable, i.e., there does 
not exist probabilistic polynomial time algorithm which 
can solve PDH, problem over (𝒢𝒢,·)  with non-negligible 
accuracy with respect to problem scale. 

EXTENSION OF OVER SUZUKI 2-GROUP 

The technique portrayed in the above subsection 2.1 is 
suite for general non-commutative rings. In similar way, 
we can transfer these outcomes to general Suzuki 2-group. 

    Now, given a Suzuki 2-group (𝒢𝒢,·, 1𝒢𝒢). Suppose that 
there is a ring (ℜ, +,·, 1ℜ) and a monomorphism 𝜏𝜏 ∶  (𝒢𝒢,·
, 1𝒢𝒢)  →  (ℜ, +,·, 1ℜ).  Then, the inverse map 𝜏𝜏−1 ∶
 𝜏𝜏(𝒢𝒢)  →  𝒢𝒢 is also a well-defined monomorphism and for 
 𝓈𝓈, 𝓉𝓉 ∈  𝒢𝒢, if 𝜏𝜏(𝓈𝓈)  +  𝜏𝜏( 𝓉𝓉)  ∈  𝜏𝜏(𝒢𝒢), we can assign a new 
element 𝓊𝓊 ∈  𝒢𝒢 as 

𝓊𝓊 ≜  𝜏𝜏−1(𝜏𝜏(𝓈𝓈)  +  𝜏𝜏( 𝓉𝓉)),     (5) 

and call 𝓊𝓊  as the quasi-sum of 𝓈𝓈  and 𝓉𝓉 , denoted by 
𝓊𝓊 =  𝓈𝓈 ⊕𝓉𝓉 .  Similarly, for 𝑙𝑙 ∈  𝑅𝑅  and 𝓈𝓈 ∈  𝒢𝒢 , if 
𝑙𝑙 · 𝜏𝜏(𝑎𝑎) ∈ 𝜏𝜏(𝒢𝒢) , then we can assign a new element 
𝓋𝓋 ∈  𝒢𝒢 as 

𝓋𝓋 ≜  𝜏𝜏−1(𝑙𝑙. 𝜏𝜏(𝓈𝓈) ),   (6) 

and call 𝓋𝓋  as the 𝑙𝑙 quasi-multiple of 𝓈𝓈 , denoted by 
𝓋𝓋 =  𝑙𝑙 ⊗𝓈𝓈. 

Then, we can see that the monomorphism𝜏𝜏 is linear in 
sense of that the following equalities hold  

𝜏𝜏(𝑙𝑙 ⊗𝓈𝓈 ⊕𝓉𝓉) =  𝜏𝜏�( 𝑙𝑙 ⊗𝓈𝓈) ⊕𝓉𝓉� 

=
𝓋𝓋 ← ( 𝑙𝑙 ⊗𝓈𝓈)

𝜏𝜏(𝓋𝓋⊕ 𝓉𝓉) 

 = 𝜏𝜏(𝜏𝜏−1(𝜏𝜏(𝓋𝓋)  +  𝜏𝜏(𝓉𝓉))) 

=  𝜏𝜏(𝜏𝜏−1(𝜏𝜏(𝜏𝜏−1(𝑙𝑙. 𝜏𝜏(𝓈𝓈)))  +  𝜏𝜏(𝓉𝓉))) 

     =  𝜏𝜏(𝜏𝜏−1(𝑙𝑙. 𝜏𝜏(𝓈𝓈)  +  𝜏𝜏(𝓉𝓉))) 

=  𝑙𝑙. 𝜏𝜏(𝓈𝓈)  +  𝜏𝜏(𝓉𝓉). 

for𝓈𝓈, 𝓉𝓉 ∈  𝒢𝒢 and 𝑙𝑙 ·  𝜏𝜏(𝓈𝓈)  +  𝜏𝜏(𝓉𝓉)  ∈  𝜏𝜏(𝒢𝒢). 

Further, for 𝒽𝒽(𝓎𝓎)  =  𝓏𝓏 0 + 𝓏𝓏 1𝓎𝓎 + ···  + 𝓏𝓏 𝑛𝑛𝓎𝓎 𝑛𝑛 ∈
 𝑍𝑍[𝓎𝓎]and 𝓈𝓈 ∈  𝒢𝒢, if 𝒽𝒽(𝜏𝜏(𝓈𝓈))  =  𝓏𝓏 0  ·  1𝑅𝑅  +  𝓏𝓏 1  ·
 𝜏𝜏(𝓈𝓈)  + ···  + 𝓏𝓏𝑛𝑛  ·  𝜏𝜏(𝓈𝓈)𝑛𝑛  ∈  𝜏𝜏(𝒢𝒢), then we can assign a 
new element  𝓌𝓌 ∈  𝒢𝒢 as 

𝓌𝓌 ≜  𝜏𝜏−1(𝒽𝒽(𝜏𝜏(𝓈𝓈)))  = 𝜏𝜏−1(𝓏𝓏 0  ·  1𝑅𝑅  +  𝓏𝓏 1  ·
 𝜏𝜏(𝓈𝓈)  + ···  + 𝓏𝓏𝑛𝑛  ·  𝜏𝜏(𝓈𝓈)𝑛𝑛),   (7)       

and call 𝓌𝓌 as the quasi-polynomial of 𝒽𝒽 on 𝓈𝓈, denoted 
by 𝓌𝓌 =  𝒽𝒽(𝓈𝓈). 

Clearly, for arbitrary 𝓈𝓈, 𝓉𝓉 ∈  𝒢𝒢, 𝑙𝑙 ∈  𝑅𝑅 𝑎𝑎𝑎𝑎𝑎𝑎 𝒽𝒽(𝓎𝓎)  ∈
 𝑍𝑍[𝓎𝓎], 𝓈𝓈 ⊕𝓉𝓉, 𝑙𝑙 ⊗ 𝓈𝓈  and 𝒽𝒽(𝓈𝓈) are not always well-
defined. But, we can prove that the following theorem 
holds. 

Theorem 3.1. For some 𝓈𝓈 ∈  𝒢𝒢  and 
some𝒽𝒽(𝓎𝓎),𝒻𝒻(𝓎𝓎)  ∈  𝑍𝑍[𝓎𝓎] , if 𝒽𝒽(𝓈𝓈)  and 𝒻𝒻(𝓈𝓈)  are well-
defined, then 

(i). 𝜏𝜏(𝒽𝒽(𝓈𝓈))  =  𝒽𝒽(𝜏𝜏(𝓈𝓈)); 

(ii) 𝒽𝒽(𝓈𝓈).𝒻𝒻(𝓈𝓈) = 𝒻𝒻(𝓈𝓈).𝒽𝒽(𝓈𝓈). 

Proof. At fi rst, (i) is apparent according to the 
definition of quasi-polynomial. Next, we have, 

𝒽𝒽(𝓈𝓈).𝒻𝒻(𝓈𝓈) =  𝜏𝜏 �𝜏𝜏−1�𝒽𝒽(𝓈𝓈)�� . 𝜏𝜏 �𝜏𝜏−1�𝒻𝒻(𝓈𝓈)�� 
   �∵  𝜏𝜏�𝜏𝜏−1(𝑔𝑔)� =  𝑔𝑔,𝑔𝑔 ∈  𝒢𝒢. � 
  =  𝜏𝜏(𝜏𝜏−1�𝒽𝒽(𝓈𝓈)�. 𝜏𝜏−1(𝒻𝒻(𝓈𝓈)))  
  =  𝜏𝜏 �𝜏𝜏−1�𝒽𝒽(𝓈𝓈).𝒻𝒻(𝓈𝓈)�� 

(∵ 𝜏𝜏−1 is monomorphism ) 
=  𝜏𝜏 �𝜏𝜏−1�𝒻𝒻(𝓈𝓈)𝒽𝒽(𝓈𝓈)�� 

     (∵  Theorem 2. 1) 
  = 𝜏𝜏(𝜏𝜏−1(𝒻𝒻(𝓈𝓈)) · 𝜏𝜏−1(𝒽𝒽(𝓈𝓈))) 

= 𝜏𝜏 �𝜏𝜏−1�𝒻𝒻(𝓈𝓈)�� . 𝜏𝜏(𝜏𝜏−1(𝒽𝒽(𝓈𝓈))) 

= 𝒻𝒻(𝓈𝓈).𝒽𝒽(𝓈𝓈). 

PROPOSE PKC TECHNIQUE 

In this section, we described new PKC Technique as 
following:  

4.1Setup:  

1. We assume that SDP on 𝒢𝒢   for a given suzuki 2-
group (𝒢𝒢,∗). 

2. Select two random integers 𝓃𝓃,𝓂𝓂 ∈  ℤ.  

3. Select two component 𝓆𝓆 and 𝓅𝓅from 𝒢𝒢. 

4. Let ℋ  be the cryptographic hash function define 
as  ℋ ∶  𝒢𝒢 →  ℳ. 

http://www.htmlpublish.com/newTestDocStorage/DocStorage/a86572c5c9fa497cb8c142a19138c4c6/very_very_imp.htm#page_10�
http://www.htmlpublish.com/newTestDocStorage/DocStorage/a86572c5c9fa497cb8c142a19138c4c6/very_very_imp.htm#page_10�
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The public parameters of the technique is given by the 
tuple  { 𝒢𝒢,𝓆𝓆,𝓅𝓅,𝓃𝓃,𝓂𝓂 ,ℳ,ℋ}. 

4.2 Key generation: 

1. Each entity selects an arbitrary polynomial 
𝒽𝒽(𝓎𝓎)  ∈  𝑍𝑍[𝓎𝓎] such that 𝒽𝒽�𝜏𝜏(𝓆𝓆)� ∈  𝜏𝜏(𝒢𝒢)and then 
takes 𝒽𝒽(𝓆𝓆)  as his/her private key. 

2. Computes 𝓍𝓍 =  𝒽𝒽(𝓆𝓆)𝓃𝓃.𝓅𝓅 .𝒽𝒽(𝓆𝓆) 𝓂𝓂 and publishes 
his/her public key (𝓆𝓆,𝓅𝓅,𝓍𝓍) . 

4.3 Encryption: For a given message 𝑀𝑀 ∈ ℳ  and 
receiver’s key  (𝓆𝓆,𝓅𝓅,𝓍𝓍) , the sender adopt the below 
procedure  

1. Picks an arbitrary polynomial 𝒻𝒻(𝓎𝓎) ∈  𝑍𝑍[𝓎𝓎]such 
that 𝒻𝒻�𝜏𝜏(𝓆𝓆)� ∈  𝜏𝜏(𝒢𝒢) and then takes 𝒻𝒻(𝓆𝓆)as salt. 

2. Estimates 

𝒶𝒶 =  𝒻𝒻(𝓆𝓆)𝓃𝓃.𝓅𝓅 .𝒻𝒻(𝓆𝓆) 𝓂𝓂 ,   𝒷𝒷 
=  ℋ(𝒻𝒻(𝓆𝓆)𝓃𝓃.𝓅𝓅 .𝒻𝒻(𝓆𝓆) 𝓂𝓂)  ⊕  𝑀𝑀,  

Lastly yields the ciphertext 

 𝒞𝒞 = (𝒶𝒶,𝒷𝒷)  ∈  𝒢𝒢 ×  ℳ. 

4.4 Decryption: Upon receiving a ciphertext  𝒞𝒞 , the 
receiver, by using his private key 𝒽𝒽(𝓆𝓆) , estimates the 
plaintext 𝑀𝑀 as following 

𝑀𝑀 =  ℋ(𝒽𝒽(𝓆𝓆)𝓃𝓃.𝒶𝒶 .𝒽𝒽(𝓆𝓆) 𝓂𝓂)  ⊕  𝒷𝒷 

EXAMPLE 

In this segment, we illustrate example for supporting 
our proposed new public key cryptographic technique 
based on Suzuki 2-group.  

Consider the class of Suzuki 2-group having order𝓅𝓅2. 
Utilizing Higman's documentation, a Suzuki 2-group 
order 𝓅𝓅2  will be indicated by  𝐴𝐴(𝑚𝑚,𝜃𝜃) . Let 𝓅𝓅 =
2𝑚𝑚with 3 ≤ 𝑚𝑚 𝜖𝜖 ℕ to such an extent that the field 𝐹𝐹𝓅𝓅 has 
nontrivial automorphism 𝜃𝜃 of odd order. This infers 𝑚𝑚 is 
not a force of 2. At that point the gathering 𝐴𝐴(𝑚𝑚,𝜃𝜃)do 
exist.  

Honestly, in case we describe  𝒢𝒢 = { 𝒢𝒢(𝑖𝑖, 𝑗𝑗)/𝑖𝑖, 𝑗𝑗 ∈ 𝐹𝐹𝓅𝓅}, 

where 𝒢𝒢(𝑖𝑖, 𝑗𝑗) = �
1 0 0
𝑖𝑖 1 0
𝑗𝑗 𝑖𝑖𝜃𝜃 1

�is a 3 × 3-matrix over 𝐹𝐹𝓅𝓅. 

Give us a chance to delineate our technique by utilizing 
a Suzuki 2-group: 𝑀𝑀3(𝐹𝐹𝓅𝓅),  where  𝑁𝑁 =  𝓆𝓆 ·  𝓅𝓅  while 𝓆𝓆 
and 𝓅𝓅 are two extensive secure primes. We have strong 
motivation to trust that symmetrical decomposition 
problem over 𝑀𝑀3(𝐺𝐺𝐺𝐺 (3,𝓅𝓅 )) ⊂ 𝑀𝑀3�𝐹𝐹𝓅𝓅�  is immovable, 
since it is infeasible to extract 

𝐴𝐴 = �
𝑖𝑖 0 0
0 0 0
0 0 0

� ∈ 𝑀𝑀3(𝐺𝐺𝐺𝐺 (3,𝓅𝓅 )) ⊂ 𝑀𝑀3�𝐹𝐹𝓅𝓅� ⊂ 𝑀𝑀3(𝑍𝑍𝑁𝑁) 

Form 

𝐴𝐴2 = �
𝑖𝑖2𝑚𝑚𝑚𝑚𝑚𝑚 𝑁𝑁 0 0

0 0 0
0 0 0

� ∈ 𝑀𝑀3(𝐺𝐺𝐺𝐺 (3,𝓅𝓅 )) ⊂ 𝑀𝑀3�𝐹𝐹𝓅𝓅�

⊂ 𝑀𝑀3(𝑍𝑍𝑁𝑁). 

without knowing the figuring of 𝑁𝑁. 

Next, let 𝑁𝑁 = 2. 5    for example. Suppose that the 
system parameters are 

𝓃𝓃 = 2, 𝓂𝓂 = 3, 𝓆𝓆 = �
1 0 0
6 1 0
8 6 1

� ,𝓅𝓅 = �
1 0 0
2 1 0
6 8 1

�. 

5.1 Encryption and Decryption  

Suppose that the polynomial 𝒻𝒻(𝓎𝓎) =  5𝓎𝓎3  +  3𝓎𝓎2 +
𝓎𝓎 + 2picked by sender 

Then, Sender’s private key is  

𝒽𝒽(𝓆𝓆) = 5�
1 0 0
6 1 0
8 6 1

�
3

+ 3�
1 0 0
6 1 0
8 6 1

�
2

+ �
1 0 0
6 1 0
8 6 1

�

+ 2𝐼𝐼 = �
1 0 0
2 1 0
4 2 1

� 

 

Then, the corresponding public key would be 

𝓍𝓍 ≜ 𝒽𝒽(𝓆𝓆 )2𝓅𝓅 𝒽𝒽(𝓆𝓆)3

= �
1 0 0
2 1 0
4 2 1

�
2

�
1 0 0
2 1 0
6 8 1

��
1 0 0
2 1 0
4 2 1

�
3

= �
1 0 0
2 1 0
2 8 1

� 

Let us pick a message 𝑀𝑀  randomly, say  =

 �
2 4 3
1 5 8
3 2 1

� . Suppose the salt polynomial we picked 

randomly is coincide to 𝒻𝒻(𝓎𝓎). Then, the salt matrix from 
𝒻𝒻(𝓎𝓎) =  2𝓎𝓎 5 +  𝓎𝓎 +  3 and computes 

𝒻𝒻(𝓆𝓆) = 2�
1 0 0
6 1 0
8 6 1

�
5

+ �
1 0 0
6 1 0
8 6 1

� + 3𝐼𝐼

= �
6 0 0
6 6 0
8 6 6

� 

Now, let us compute the ciphertext 𝒞𝒞 = (𝒶𝒶,𝒷𝒷)  as 
follows: 

𝒶𝒶  =  𝒻𝒻(𝓆𝓆)2.𝓅𝓅 .𝒻𝒻(𝓆𝓆) 3 =

�
6 0 0
6 6 0
8 6 6

�
2

�
1 0 0
2 1 0
6 8 1

��
6 0 0
6 6 0
8 6 6

�
3

=

�
6 0 0
2 6 0
4 8 6

�,and 

𝒷𝒷 = ℋ(𝒻𝒻(𝓆𝓆)2.𝓆𝓆𝓆𝓆.𝒻𝒻(𝓆𝓆) 3)⨁𝑀𝑀 

 

= ℋ��
6 0 0
6 6 0
8 6 6

�
2

�
1 0 0
2 1 0
2 8 1

��
6 0 0
6 6 0
8 6 6

�
3

�⨁�
2 4 3
1 5 8
3 2 1

� 

= ℋ��
6 0 0
2 6 0
4 8 6

��⨁�
2 4 3
1 5 8
3 2 1

� 

= ��
26 20 20

22 26 20

24 28 26
�𝑚𝑚𝑚𝑚𝑚𝑚 𝑁𝑁�⨁�

2 4 3
1 5 8
3 2 1

� 
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= �
4 1 1
4 4 1
6 6 4

�⨁�
2 4 3
1 5 8
3 2 1

� 

= �
6 5 2
5 1 9
5 4 5

� 

Now, let us check the decryption process: 

𝑀𝑀′ = ℋ(𝒽𝒽(𝓆𝓆)2.𝒶𝒶 .𝒽𝒽(𝓆𝓆) 3) ⨁ 𝒷𝒷 

= ℋ��
1 0 0
2 1 0
4 2 1

�
2

�
6 0 0
2 6 0
0 8 6

��
1 0 0
2 1 0
4 2 1

�
3

�⨁�
6 5 2
5 1 9
5 4 5

� 

= ℋ��
6 0 0
2 6 0
0 8 6

��⨁�
6 5 2
5 1 9
5 4 5

� 

= ��
26 20 20

22 26 20

20 28 26
�𝑚𝑚𝑚𝑚𝑚𝑚 𝑁𝑁�⨁�

6 5 2
5 1 9
5 4 5

� 

= �
4 1 1
4 4 1
6 6 4

�⨁�
6 5 2
5 1 9
5 4 5

� 

= �
2 4 3
1 5 8
3 2 1

� 

=  𝑀𝑀. 

SECURITY INVESTIGATION AND DISCUSSION 

Theorem 6.1: Letℋ be a random oracle and plaintext of 
proposed technique consistently dispersed in the ℳ, then 
the proposed technique is “all-or-nothing” secure against 
chosen plaintext attack under the polynomial Diffie-
Hellman problem assumption over the Suzuki 2-group 
(𝒢𝒢,∗) 

Proof. From one viewpoint, if polynomial Diffie-Hellman 
problem is tractable, for any given ciphertext pair (𝑐𝑐,𝑑𝑑) 
and the comparing public key (𝓆𝓆, 𝓅𝓅, 𝓍𝓍)), it is easily 
calculate 𝑙𝑙 =  𝓅𝓅(𝑙𝑙𝑙𝑙𝑙𝑙𝓅𝓅 𝒶𝒶)(𝑙𝑙𝑙𝑙𝑙𝑙𝓅𝓅 𝓍𝓍)  from the triple 
(𝓅𝓅,𝒶𝒶,𝓍𝓍) and then extract the plaintext  𝑀𝑀 =  𝒷𝒷 ⊕ℋ(𝑙𝑙). 

Then again, assume that ∃  foe 𝔉𝔉, with access to the 
random oracle ℋ , against the purpose public key 
cryptographic technique, that is, given any public key 
(𝓆𝓆,𝓅𝓅,𝓍𝓍 =  𝒽𝒽(𝓆𝓆)𝓃𝓃.𝓅𝓅 .𝒽𝒽(𝓆𝓆) 𝓂𝓂) and ciphertext (𝒶𝒶,𝒷𝒷) ,  
for 𝔉𝔉 yields  𝑀𝑀 ←  𝔉𝔉ℋ(𝓆𝓆,𝓅𝓅,𝓍𝓍 ,𝒶𝒶,𝒷𝒷)  with a non-
negligible advantage such that M satisfies 

𝑀𝑀 =  𝒷𝒷⊕ℋ�𝓍𝓍𝑙𝑙𝑙𝑙𝑙𝑙𝓅𝓅 𝒶𝒶� =  𝒷𝒷⊕ℋ� 𝓅𝓅𝑙𝑙𝑙𝑙𝑙𝑙𝓅𝓅 𝓍𝓍 𝑙𝑙𝑙𝑙𝑙𝑙𝓅𝓅 𝒶𝒶�, 

 𝑖𝑖. 𝑒𝑒.𝑀𝑀 =  𝒷𝒷⊕ℋ(𝒻𝒻𝓃𝓃𝓍𝓍𝒻𝒻𝓂𝓂) and 𝒶𝒶 =  𝒻𝒻𝓃𝓃𝓅𝓅𝒻𝒻𝓂𝓂 , ∀ 𝒻𝒻 ∈
 𝑃𝑃𝑃𝑃. 

Then, for a random polynomial Diffie-Hellman problem 
instance (𝓈𝓈,𝓎𝓎,𝓎𝓎𝓏𝓏1  ,𝓎𝓎𝓏𝓏2  ). We set (𝓈𝓈,𝓎𝓎,𝓎𝓎𝓏𝓏1 ) public key 
and ciphertext pair for 𝒷𝒷 ∈  𝑀𝑀  as (𝓈𝓈,𝓎𝓎,𝓎𝓎𝓏𝓏1 )  and 
(𝓎𝓎𝓏𝓏2  ,𝒷𝒷) respectively. Then, with the advantage 𝜖𝜖, foe 𝔉𝔉 
yields 

𝑀𝑀 ←  𝔉𝔉ℋ(𝓈𝓈,𝓎𝓎,𝓎𝓎𝓏𝓏1  ,𝓎𝓎𝓏𝓏2  ,𝒷𝒷) 

with𝑀𝑀 filling 𝑀𝑀 =  𝒷𝒷 ⊕  ℋ(𝓎𝓎𝓏𝓏1𝓏𝓏2 ), 𝑖𝑖. 𝑒𝑒.𝑀𝑀 =  𝒷𝒷 ⊕
 ℋ(𝓏𝓏2

𝓃𝓃𝓏𝓏1
𝓃𝓃𝓎𝓎𝓏𝓏1

𝓂𝓂𝓏𝓏2
𝓂𝓂)∀𝓏𝓏2 ∈ 𝑃𝑃𝓈𝓈.  

Recall that 𝓏𝓏1 ∈ 𝑃𝑃𝓈𝓈, thus 𝓏𝓏2𝓏𝓏1 =  𝓏𝓏1𝓏𝓏2 according to above 
Theorem 2.1. Then, 

𝑀𝑀 =  𝒷𝒷 ⊕  ℋ(𝓏𝓏2
𝓃𝓃𝓏𝓏1

𝓃𝓃𝓎𝓎𝓏𝓏1
𝓂𝓂𝓏𝓏2

𝓂𝓂)   
=  𝒷𝒷 ⊕  ℋ(𝓎𝓎𝓏𝓏2𝓏𝓏1 )  
=  𝒷𝒷 ⊕  ℋ(𝓎𝓎𝓏𝓏1𝓏𝓏2 ). 

Clearly, if the foe 𝔉𝔉’s benefit is non-insignificant, then 𝔉𝔉 
must make corresponding ℋ-query on 𝓎𝓎𝓏𝓏2𝓏𝓏1  ; Otherwise, 
since ℋ is displayed as a cryptographic hash function, 𝔉𝔉’s 
benefit should be negligible no matter what he can 
calculate before making such an inquiry. 

 By the random oracle assumption on ℋ, we can keep up 
a ℋℓ-list which contains two fields component  (𝒹𝒹𝑖𝑖 ,𝒻𝒻𝑖𝑖) 
and is initialized with empty. At whatever point the foe 𝔉𝔉 
makes a ℋ -inquiry with information 𝒹𝒹 , we inspect 
whether there exists the combine pair (𝒹𝒹,𝒻𝒻) in ℋℓ-list. If 
so, back 𝒻𝒻 as the answer to 𝔉𝔉; Otherwise, arbitrarily select  
∈  𝑀𝑀, include the pair (𝒹𝒹,𝒻𝒻)  into ℋℓ-list and reply 𝒻𝒻 as 
the response to 𝔉𝔉. Clearly, the simulation on ℋ is perfect. 
At long last, when 𝔉𝔉yields 𝑀𝑀, we can retrieval the correct 
information 𝒹𝒹𝑖𝑖 = 𝓎𝓎𝓏𝓏1𝓏𝓏2  by scrutiny the equivalence 𝑀𝑀 =
 𝒷𝒷 ⊕  𝒻𝒻𝑖𝑖 . In this way, we can tackle polynomial Diffie-
Hellman problem with the non-negligible probability. 
This negates the holding of the polynomial Diffie-
Hellman problem supposition. 

CONCLUSIONS 

         In this study, we demonstrated new approach for 
designing the public key cryptographic technique using 
the concept of general non-commutative algebraic system 
such as suzuki 2-group.  The main idea behind our 
proposition lies that we take polynomials over the given 
non-commutative algebraic system as the fundamental 
work structure for developing cryptographic plans. 
Thusly, we can efficiently acquire some commutative sub-
structures for the given non-commutative mathematical 
frameworks. The proposed new public key cryptographic 
technique is secure under choose plaintext attack. 
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