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Abstract: Peer-to-Peer (P2P) botnets are a significant threat to network security because of their distributed platform. The detection of these 
botnets becomes very difficult because of their decentralized nature and the situation worsens if an existing P2P network is exploited for 
botnetwork creation (parasite botnets). In this paper, we propose a two-tier detection framework to detect parasite P2P botnets. The approach can 
detect botnets in their waiting stage and without any requirement of bots’ signature. For detection of bots, we have considered two features: (i) 
long-living peers, search requests’ (ii) intensity and (iii) temporal correlated behaviour. The approach is able to detect bots from a monitored 
network with high detection accuracy. 
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I. INTRODUCTION  

In the last few years, internet security threat has become the 
major concern of the time. Botnet has been considered as the 
major threat to the internet security. The botnet attacks are 
considered as the root cause of various online security attacks 
such as Distributed Denial of Service (DDoS) attacks, bitcoin 
mining, click fraud and so on. Botnet, the word is made of two 
words robot and network. The word robot signifies all the 
computers which are recruited by various methods such as 
backdoors, spam mails, trojans etc. and, network is the 
interconnection of various such systems over the internet. So, a 
botnet is defined as a coordinated network of bots which are 
recruited over the internet for doing malicious activity. In this 
the botmaster controls the botnet and sends the command and 
control (C&C) messages to the recruited machines or bots to 
carry out a malicious activity.   

Botnet are categorized as [1]:  (i) centralized botnets and 
(ii) de-centralized botnets. The centralized botnets are further 
divided into two: (i) IRC (Internet Relay Chat)-based botnets 
and, (ii) HTTP (Hyper Text Transfer Protocol) - based botnets. 
IRC is an on-line text-based instant messaging protocol and 
works on client-server architecture [2]. IRC can connect 
hundreds of clients via multiple servers, clients can be 
contacted using one-to-many or one-to-one relationships. This 
feature makes the IRC very suitable for utilizing it to form and 
control a botnet.  The HTTP-based botnets uses HTTP requests 
to carry out the malicious activities over the internet. However 
both these types of botnets suffer from single point of failure 
and thus can be easily taken down.  

The decentralized botnets also known as peer-to-peer (P2P) 
botnets works on the distributed architecture. Because of this 
property these botnets are considered as most hazardous to 
computer security, by the researchers. These botnets are 
difficult to take down because of absence of any central 
attacker. The bots in P2P architecture can act as both client and 
server.  Therefore the P2P botnets have been considered as the 
most promising next generation botnets. 

Various poplar P2P botnet are: MIRAI botnet [3], [4], 
Slapper [5], Nugache [6], Storm [6-8] etc. These botnets have 
targeted many popular websites as their victims. The P2P 
botnet led security attacks has led to huge financial loss in last 
few years [9], [10], [11], [12]. The P2P botnets are categorized 
as: (i) Bot-only botnet and (ii) Parasite botnet. The bot-only 

botnet uses private network for the formation of botnet. These 
botnets do not have any benign peers and design their own 
customized network.  Because of unique packet forms and 
protocols utilized for private network formation, these are 
easily detectable. The parasite botnet are considered as the 
most harmful botnets to the internet security. In parasite 
botnets, an existing peer-to-peer network is utilized for the 
botnet formation. The network includes both benign peers as 
well as peers recruited as bots. In this botnet, a bot can 
communicate with other bots of the network because of 
malicious behavior, as well as with benign peers because of the 
requests from its legitimate user and thus making detection 
hard. Their resemblance to exploited P2P network’s benign 
traffic makes detection even harder.  

P2P networks hold a major share of internet across the 
continents. Various popular peer-to-peer networks example are: 
BitTorrent [13] and eMule [14]. These networks have become 
popular because of ease of resource sharing. These networks 
host a large number of files and therefore security has been 
breached. The attackers thus use the existing P2P networks for 
the botnet formation. The botmaster have full access to the 
exploited network’s resources and therefore are able to carry 
out malicious activity at a very large scale.  

 Various detection techniques have been introduced over 
the years to detect these botnets, targeting various phases of a 
botnet cycle. The main problem occurs in the detection of 
parasite botnets because of their stealthy behavior. In this paper 
we have proposed a detection framework for the detection of 
such botnets. 

In next section, we discuss related work and their 
weaknesses. Section III consists of our approach and 
contribution. Section IV consists of dataset. Implementation 
details of the approach are discussed in Section V and Section 
VI presents the evaluation results of our detection approach. 
Conclusion and future work are discussed in Section VII. 

II. RELATED WORK 

Various detection techniques have been proposed for 
detection of P2P botnets. Various techniques are categorized 
as: (i) honeypot-based, (ii) anomaly-based and, (iii) signature-
based detection techniques. Anomaly-based detection is further 
classified as host-based and network-based detection. All the 
techniques provide varying accuracy, but none of the technique 
is able to detect botnets with 100% accuracy. 
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BotMiner [15] is a general botnet detection approach for 
both IRC and P2P botnets. It is an anomaly based detection 
approach and utilizes the concept of same communication 
patterns and malicious activities exhibited by bots. It uses 
correlation between these two features for identification of 
bots. Limitation of this technique is that it cannot detect 
stealthy botnets.  

Coskun et al. [16] proposed botnet detection approach 
based on mutual contacts among the bots, but a seed bot has to 
be known in advance to start with i.e., to initiate the detection 
process. 

Fan et al. [17] combined two different approaches for 
botnet detection: offline-based and online-based detection. In 
offline stage, they check for low connection success rate and 
similarity of communication traffic. During online stage, 
suspected machines from stage-I are monitored, if they are 
initiating any kind of malicious activities. Problem with this 
technique is, if bots are not in attack stage then cannot execute 
second stage, resulting in failure. 

Entelechia [18] proposed by Hang et al. proposed by 
Narang et al. considered long-lived conversations and low-
volume of data exchanged between bots for their detection. But 
the approach cannot detect bots if compromised machines 
along with malicious data also exchange high-volume benign 
data. 

The work presented in [19] provides an overview of 
advantages and weaknesses of various recent P2P botnet 
detection techniques. The detection framework presented here 
is able to deal with almost all of the limitations of various 
detection approaches listed in [19] and with all the weaknesses 
of above mentioned approaches in context of P2P botnets and 
is able to detect bots from a parasite network with high 
accuracy. 

III. PROPOSED DETECTION APPROACH 

In P2P botnets, unlike centralized botnets there is no single 
attacker. Therefore, the detection of these botnets becomes 
comparatively more difficult. The situation aggravates if the 
P2P botnet is built on an existing peer-to-peer network. The 
detection of such botnets require either each bot infected 
machine be monitored individually to check for any kind of 
abnormal behavior, or classifying the network traffic either as 
benign or malicious. The former approach requires individual 

host analysis, which is difficult if the botnet is composed of 
large number of computers. The later approach however is 
more efficient for detection of such botnets. 

The P2P botnet lifecycle [20] consists of three main stages: 
• Infection stage: in this phase, hosts are recruited to be 

part of botnet army by infecting them with virus, 
Trojan horse or worms. 

• Waiting stage: in this stage, bots wait for the 
commands from the botmaster. 

• Execution stage: during this stage, coordinated attack is 
carried out as according to the commands from the 
botmaster. 

The most advantageous way of detecting botnet is before its 
execution stage, that is, to detect the bots before they can start 
the attack or could carry any malicious activity. Early detection 
of bots could help in saving many million dollars and also 
prevents botnet from further expanding itself. So, in this paper 
we are proposing the approach which can detect bots before the 
execution stage. The approach also does not require any seed 
information about the botnet to initiate the detection. The main 
strength of the approach is that it can detect bots with high 
detection accuracy and least false positive rate. 

The approach proposed for detection of peer-to-peer botnets 
in this paper is based on classification of network traffic. It 
requires the P2P network traffic be analyzed for any kind of 
abnormality and the nodes associated with the abnormal traffic 
are finalized as bots. The traffic from a P2P network which is 
also exploited for the botnet formation consists of both 
legitimate data from benign peers and malicious data from bots. 
The abnormality of the traffic lies in the special features that 
are exhibited by peers that are recruited as part of the botnet. 
The detection of such features and utilizing them for further 
classification of traffic finally leads to botnet detection. 

For this detection purpose we have utilized some inherent 
features exhibited by the malicious traffic that are essential for 
botnet working. The features utilized are: (i) Bots’ Lifetime in 
the P2P network, (ii) Search Request Intensities and, (iii) Time 
correlated behavior exhibited by the bots. 

A. Peers’ Lifetime 
The first feature utilized is that the bots of a botnet remain 

part of the network for longer duration of time in anticipation 
of commands from the botmaster, as compared to the benign 
peers of the P2P network. Thus the suspected nodes are marked 

            
 

(a) eMule peers                                                         (b)  Storm bots 
 

Figure 1. Comparison of network traces of eMule and Storm 
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from among the hosts on the basis of time duration a host is 
online, i.e., present on the P2P network. 
 

B.  Search Request Intensities 
To carry attacks against a victim, the bots require 

commands from the botmaster as soon as possible. Therefore 
they send out search requests for commands in large number. 
Thus the second feature utilized is large number of search 
requests as compared to legitimate peers. The figure 1(a) and 
1(b) shows the number of search requests send out by the 
legitimate peers and the bots of the Storm botnet, 
correspondingly, at the end of an hour. Thus the nodes are 
further selected as suspected from among all the peers of the 
monitored P2P network on the basis of abnormally high 
number of search requests. 

 

C. Time Corelated Behavior 
As bots send out search request in the network for the 

command files from the botmaster. The search requests sent out 
by the recruited machines of the botnetwork exhibit similar 
behavior, as all the bots work on the direction of same bot 
binaries. For final stage detection we utilize the temporal 
behavior correlation between the search request packets from 
the bots 

IV. DATASET 

We acquired the botnet dataset of Storm bots. The dataset is 
the same which has been used in the P2P botnet detection 
related research work of [21]. The data consists of malicious 
traffic of storm botnet and benign traffic from eMule peers. The 
data flows contains network traffic of various protocols such as 
HTTP, SMTP, TCP, UDP etc. and the normal P2P flows that 
contain legitimate P2P traffic of eMule. 
 

T a b l e  I .  Packets’ Details 
Experiment #Number of Packets 

Malicious P2P Data Packets 41941536 
Benign Peers (eMule) Packets 25913400 

 
Table 1 shows the number of malicious and benign packets 

of Storm Botnet and eMule peers, correspondingly, obtained 
from the authors of the dataset. 

V. IMPLEMENTATION DETAILS 

The proposed detection framework is shown in Fig. 2. And 
consists of following modules:  

A. Raw Data Processing Module 
In this module the raw data obtained is processed and the 

packets with zero payload are filtered out. The P2P botnet 
during the waiting stage, works with UDP packets only for 
searching commands. Therefore, the module selects only the 
UDP packets and sends them to the next module for further 
processing. For filtering purpose we have used filtering features 
available in Wireshark [22]. 

B. Filtering Module 
The packets from the previous module are fed into the 

filtering module. The module processes packets from each host 
individually. The module only selects the IP addresses of the 
hosts that are active for the monitored time and marks them as 
suspected peers. 

If the packets from the host are present consistently during 
the monitored time period i.e., if have at most DUR_GAP time 
difference between their consecutive packets. The output of this 
field as depicted in the Fig. 2 is then fed into the search 
requests’ intensity module. 

The packets sent to next module consists of following 
attributes: (i) source IP address, (ii) destination address, (iii) 
port number, (iv) payload information and, (v) timestamp of the 
packet. 

C. Bot  Detection Module 
The module consists of two sub-modules which enlists bots 

on the basis of their packets’ behaviors.  
 
Table II: Detection Results 

Experiment# #1 #2 #3 #4 
#Known Bots 13 13 13 13 
#Benign Peers (eMule) 21 27 30 10 
#Bots Detected 13 12 13 13 

 
The first sub-module selects and checks the total number of 

search requests from the peers enlisted in the previous module. 
It selects only those peers which show abnormally high number 
of search requests at the end of the time during which the P2P 
network is monitored. Such peers are selected and the search 
requests from such peers along with their temporal behavior are 

        
Figure 2. Detection Framework 
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forwarded to the next detection stage of the module. The 
second phase of the module identifies and correlates the 
temporal behavior of the search requests of all the peers. The 
peers showing higher affinity and correlation in the behavior 
are finally marked as bots. 

VI. RESULTS 

The proposed approach has been evaluated for performance 
of the detection framework. The raw data of botnet and eMule 
P2P application is extracted and used from the aforementioned 
dataset. The data is being pre-processed which filtered out 
unnecessary peers resulting in significantly reducing the 
number of hosts to be analyzed. The filtered data is then used to 
detect the malicious peers existing in the dataset collected.  

The final detection results are shown in Table II. As the 
dataset consisted of data from Storm bots and eMule peers. The 
dataset is divided into sets of fixed duration each and each set is 
then fed into the detection framework for identification of the 
bots. As shown in the table, the approach is able to detect bots 
from all the sets with very high detection accuracy, resulting in 
detection of almost all the bots with negligible false positive 
rate. 

VII. CONCLUSION 

In this paper, we have presented a P2P botnet detection 
framework, which is able to classify peers from a monitored 
network as either malicious or not with very high accuracy. 
Even the classification accuracy of benign peers is also very 
high, resulting in overall classifying accuracy above 99%. In 
addition to this, our work is able to detect bots in their waiting 
stage itself and can even detect bots if they are exchanging 
benign data. 
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