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Abstract: In this paper we discuss about the Stream Cipher. Stream cipher encrypt single bit at a time. This will happen to adding a key stream to 
a plain text bit. Stream cipher is small and fast, therefore its use in small embedded system. There are main two stream cipher:- A5/1 cipher for 
GSM mobile. Over the air for the GSM encryption is also needed to protect the conversation. Approximately the design of A5 is leaked in 1994. 
A5/1 was developed in 1987 and A5/2 was developed in 1989. This both were kept secret.It leaked in 1994 and reverse engineered in 1999 by 
Marc Briceno. RC4 is widely used stream ciher for its simplicity, speed and efficiency. RC4 is used for secure the Internet traffic. RC4 was 
designed in 1987 by Ron Rivest. RC4 was at first secret, however an outline of it absolutely was announce to the Cypherpunks mails in 1994. 
There are many attacks happens on both stream cipher, we discuss two of them in this paper. 
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I. INTRODUCTION  
 
There is different types of cryptography algorithm, lets have 
some look of them. Cryptography divided into three types: 
Symmetric cipher, asymmetric cipher and protocol. Stream 
cipher has two parts, block cipher and stream cipher. In the 
diagram1 we can see that symmetric cipher have two parts, 
Block Cipher and stream cipher: 

 
Fig. 1: area within cryptography 
 
Stream cipher is an important class of encryption algo-rithm. 
Stream ciphers were fabricated in 1917 by Gilbert Vernam. 
Stream cipher is additionally known as Vernam ci-phers. 
Stream cipher encrypt plaintext bit by bit individually by 
adding the key stream in it. Whereas block cipher encrypt 
plaintext in a bit of block. Stream cipher is quicker than 
block cipher. Stream cipher may be either symmetric key or 
public key. There are synchronous stream cipher and 
asynchronous stream cipher. Stream cipher is small in size 
and it is fast then other algorithm therefore its uses in small 
embedded systems, e.g., cell phone. Example of stream 
cipher: - A5/1 cipher that is employed in GSM for cypher 
voice. For cypher the net trafc RC4 is employed, that an 

additional example of stream cipher. Stream cipher merely 
cypher plaintext into cipher text with adding key stream. 
Stream cipher simply encrypt plaintext into cipher text with 
adding key stream. It XOR (modulo2) the plaintext with key 
stream and get cipher text. At the receiver side reverse 
process is done for decryption. Receiver add key into cipher 
text and XOR it and receive plaintext. This process is called 
decryption. Lets have a look for it: 
 

 
Fig. 2: Stream cipher encryption 
 

 
Fig. 3: Stream cipher decryption 
 
In diagram as we see that key will enter into the key stream, 
where some operation will generate key stream. After that 
this key stream and plaintext can XOR and generate 
ciphertext. Its very simple to encrypt and decrypt the 
plaintext and cipher text, just XOR plaintext and get cipher 
text same for decryption, XOR cipher text with key stream 
and get plaintext. 
Security of stream cipher is purely based on key stream. 
Thats why most important and difficult part of stream cipher 
is to generate key stream for encryption and decryption. In 
stream cipher randomness is use for generating key stream, 
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calls random number generator. Which gives more security 
to it, as compare to others. 

 
A. Random Number Generator: - 
 
Security of stream cipher is based on suitable key stream s0; 
s1; s2.... Randomness play a major role in stream cipher. 
There are three types of random number generator: 
1) True Random Number Generator (TRNG): [1]  
True Random Number Generator produce the output, which 
cannot be rebuilt. Example: Example: If we tend to ip the 
coin a hundred times and record the ensuing sequence of a 
hundred bits, it’ll nearly not possible to breed an equivalent 
bit sequence. The probability of success is extremely small, 
which is 1=2100. 
2) Pseudorandom Number Generators (PRNG): 
[1]Pseudorandom Number Generators (PNGRs) generate 
keys in the sequence by using initial seed value. Its 
computed in following way: 
s0 = seed 
si+1 = f(si); i = 0, 1… 
A generalization of this are generators of the form 
si+1 = f(si; si1, …, si  t) 
Where t is a fix integer. A popular example is the linear 
congruential generator: 
s0 = seed 
si+1asi + b(modm); i = 0, 1, … 
where a; b; m are integer constants. Most popular example is 
the rand() function used in ANSI C. It has the parameters: 
s0 = 12345 
si+1    1103515245si + 12345(mod231); i = 0, 1; … 
Mainly the PNRGs is commonly used because of its good 
statical properties, means their output is the approximately a 
sequence of true random number. 
3) Cryptographically Secure Pseudorandom Number Gen-
erators (CSPRNGs)[1]: 
Cryptographically Secure Pseudoran-dom Number 
Generators (CSPRNGs) kind a type of PNGR which have a 
special property, which is unpredictable. In-formally, this 
means that given n output bits of the key streamsi, si+1,…, 
si+n1, where n is some integer, it is computationally 
infeasible to compute the subsequent bitssi+n, si+n+1,… 
Another denition, if n consecutive bits of key stream, there’s 
no formula that may predict ensuingsn+1with higher than 50-
50 chance of success. Another property of CSPRNG is that 
given the above sequence, it should be computationally 
impossible to compute any preceding bits si1, si2, ....si1, si2, 
… 
 
B. One Time Pad [1] 
It is a steam cipher in which, we use true random number 
generator for key stream and every key stream bit is use 
only once. Stream cipher which have these properties is 
called one time pad. Assume that we have a key length of 
10,000 bits, and only brute force attack will work on it for 
an exhaustivekey search. If attacker want to compute the 
key steam than attacker needs 210000 computer and every 
single computerwill compute single key. Of course, this is 
impossible to built that much computer because its too large 
in number. This is computationally secure not 
unconditionally. 
OTP is unconditionally secure because we get the equation 
for every ciphertext bit in such form: 
y0    x0 + s0(mod2) 
y1    x1 + s0(mod2) 

 
As we see that all the equation of one time pad is linear 
equation which have two unknown variables.If an attacker 
can get the value of any one them variable, he can’t able to 
determine the value of another one. 
 
C. Shift Register-Based Stream Ciphers[1]-[2] 
 
For generating long pseudorandom sequence we use linear 
feedback shift register (LFSRs). It is easy to implement in 
hardware. Example is the A5/1 stream cipher. Number of 
the flip-flop in LFSR is degree of LFSR. 

 
Fig. 4: Linear feedback shift register [1] 
 
This is the LFSR with the degree of m=3 because of 3 flip-
flop. Here si refers an internal state and it’s shifted to right 
with each clock tick. Output bit is denoted by the rightmost 
bit. XOR sum of output and previous values of all flip-flop 
is denoted by leftmost bit. Since XOR is a linear operation, 
therefore its called linear feedback shift register. Let initial 
state of LFSR is s2 = 1, s1 = 0, s0 = 0, than how its computes 
sequence of state. 
In this table rightmost column is the output of LFSR. In this 
as we can see that after 6 clock cycle its repeat itself. It 
means period of length is 7 and has form: 0010111 0010111 
 
TABLE I: Table for sequence of state of LFSR [1] 
 

clk FF2 FF1 FF0 = si
0 1 0 0
1 0 1 0
2 1 0 1
3 1 1 0
4 1 1 1
5 0 1 1
6 0 0 1
7 1 0 0
8 0 1 0

 
0010111 ... 
Let’s have a look how output is computed 
s3  s1 + s0 (mod2)  
s4  s2 + s1(mod2) 
s5  s3 + s2(mod2) 
                         . 
                         . 
                         . 
In general: 
Si+3  si+1 + si(mod2) 
 
wherei = 0,1,2,... 

 
D. A5/1 stream cipher 
 
A5/1 is used for securing the GSM conversation over the air. 
Strong version of A5 stream cipher is A5/1 and other is 
A5/2, which is less secure. Mostly European countries use 
A5/1 for encryption and most other countries uses A5/2 
[3].For a long time period GSM companies kept A5/1 and 
A5/2 secretly. After that Briceno, Goldberg and Wagner 
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