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Abstract: In this paper, we have developed a symmetric block cipher by modifying the classical Hill cipher. In this we have made use of iteration 

process, and introduced a key K0 obtained by permuting the elements of the original key matrix K. This key K0 strengthens the cipher, and it does 

not allow the cipher to be broken by the known plaintext attack.  The avalanche effect and the cryptanalysis clearly indicate that the cipher is a 

strong one. This analysis clearly suggests that the matrix K0 can be constructed in various other ways. 
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I. INTRODUCTION  

The study of Hill cipher [1] has been a fascinating area of 

research since several years, and it has attracted the attention 

of several researchers.  

The classical Hill cipher is governed by the relations  

 C = (KP) mod 26, and   (1.1) 

 P = (K-1C) mod 26,    (1.2) 

where P is the plaintext column vector, C the ciphertext 

column vector, K the key matrix and K-1 is the modular 

arithmetic inverse of K. The K and K-1 are governed by the 

relation  

(K K-1) mod 26 =I.   (1.3) 

     In the equations (1.1) to (1.3), mod 26 is used as the 

English alphabet contains 26 characters. By including 

appropriate number of columns of the plaintext and the 

corresponding columns of the ciphertext, equation (1.1) can be 

written in the form  

Y = (KX) mod 26,   (1.4) 

where X and Y are matrices whose size is the same as that of 

the key matrix K. On obtaining the modular arithmetic inverse 

of X, (1.4) can be written in the form 

K=(YX-1) mod 26.   (1.5) 

This has shown that the classical Hill cipher can be broken by 

the known plaintext attack.  

     In the recent years, several modifications [2-13] of the 

classical Hill cipher have appeared in the literature of 

Cryptography.  In all these block ciphers, wherein iteration, 

permutation and/or substitution are present, the strength of the 

cipher is found to be quite significant and the cipher cannot be 

broken by any cryptanalytic attack.  

     In the present paper, our objective is to develop a novel 

block cipher (called modern Hill cipher) wherein the plaintext 

and the ciphertext are basically governed by the relations. 

C = (KP +K0) mod N,   (1.6) 

and 

P = (K-1 (C- K0) ) mod N,  (1.7) 

where N is any positive integer and K0 is a permuted form of 

the key K. This additional K0, introduced into the cipher, 

enables us to strengthen the cipher by ruling out the possibility 

of the known plaintext attack. In this analysis, we have 

introduced the concept of iteration and the concept of mixing, 

into the resulting plaintext at every stage of the iteration 

process, so that the cipher is strengthened by thorough 

confusion and diffusion.  

Now, we mention the outlines of the paper. We have put 

forth the development of the cipher and presented the 

algorithms, for encryption and decryption, in section 2. We 

have illustrated the cipher and examined the avalanche effect 

in section3. We have analyzed the cryptanalysis in section 4.  

Finally, we have presented the computations and drawn 

conclusions, obtained from this analysis, in section 5. 

 

II. DEVELOPMENT OF THE CIPHER 

Let us consider a plaintext, P. On using EBCDIC code, let P 

be written in the form of a matrix given by 

P = [Pij],   i= 1 to n , j=1 to n,          (2.1) 

where each element of P is a decimal number lying between 0 

and 255. 

Let us take a key matrix K, which can be represented in the 

form  

K = [Kij],   i=1 to n, j=1 to n,           (2.2) 
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where each Kij  is also a decimal number in the interval 0 to 

255. 

Let K0 be another key matrix, obtained from K, by permuting 

the elements of K in a chosen manner.   

In view of this fact, we take 

 K0 = �
�

�
�
�

�

2221

1211

BB

BB
    

 where  

B11 = [Kij],   i=(n/2+1) to n, j=(n/2+1) to n, 

B12 = [Kij],   i=(n/2+1) to n, j= 1 to n/2, 

B21 = [Kij],   i=1 to n/2, j=(n/2+1) to n, 

B22 = [Kij],   i=1 to n/2, j= 1 to n/2, 

     Though, we can adopt any other type of permutation, such 

as transpose, modular arithmetic inverse, etc., on K , here we 

have confined our attention only to this permutation, 

mentioned above.  

     On adopting the process of encryption we get the ciphertext 

denoted by C. This is given by the relation 

C = [Cij],   i=1 to n, j=1 to n,               (2.3) 

in which all the elements of C also lie in [0-255]. 

     The various steps involved in the process of encryption and 

in the process of decryption are given by the flow charts 

presented in Figure-1. 

 

 

 
 

The algorithms for encryption and decryption are written 

below. 

 

Algorithm for Encryption 

  

 Read n,P,K,r 

 K0=permute(K) 

 for i = 1 to r 

{ 

P = (K P + K0) mod 256 

P= mix(P) 

} 

     C = P 

 Write( C ) 

 

Algorithm for Decryption 

1.   Read n,C,K,r 

2.  K¯
1 = Inverse(K)       

     K0=permute(K) 

3.  for i= 1 to r 

 { 

      

      C = Imix(C) 

 

       C= ( K¯
1 (C-K0 ))mod 256   

 

} 

        P = C 

 4.  Write (P) 

 

Algorithm for inverse(K) 

 

1.  Read A, n, N 

// A is an n x n matrix.  N is a positive integer with which   

modular arithmetic 

 is carried out.  Here N= 256. 

2. Find the determinant of A.  Let it   be   denoted by �, 

where � � 0. 

           3. Find the inverse of A. The inverse is given   by [Aji]/ �, 

i= 1 to n , j = 1 to n 

// [Aij] are the cofactors of aij, where aij  are the elements of     

A   

     for i = 1 to N 

{ 

 //   � is relatively prime to N 

         if((i�) mod N == 1) break; 

               } 

     d= i; 

    4.  B = [dAji] mod N.  // B is the modular arithmetic inverse 

of A. 

 

     Let us now consider the function mix(), utilized in the 

encryption algorithm. At each stage of the iteration process, 

the resulting plaintext P is a matrix of size nxn. In this, each 

element can be represented in terms of eight binary bits. Thus 

the entire matrix can be written in the form of a string of 

binary bits containing 8n2 bits. Here, this string is divided 

into four substrings wherein each one is of size 2n2 binary 

bits. These strings can be written in the form  

 

.t....tttt

,s....ssss

,r....rrrr

,q....qqqq

2n2
4321

2n2
4321

2n2
4321

2n2
4321

 

     The mixing is carried out by placing the binary bits of the 

different substrings as shown below: 

.tsrq...........tsrqtsrqtsrqtsrq 2n22n22n22n24444333322221111

     Then this is decomposed into n2 substrings by considering 8 
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bits at a time in order. Thus we get n2 decimal numbers, 

corresponding to the binary bits, and hence we obtain a square 

matrix of size n.  

It may be noted here that the function Imix(), in the 

process of decryption, denotes the reverse process of the 

mix().  

III. ILLUSTRATION OF THE CIPHER 

Consider the plaintext mentioned below: 

 

When rains are pouring and wind is blasting, no scientist and 

no engineer can come to our rescue. We loose all the crop. 

Finally politicians come to our doors and they say we are with 

you.     (3.1) 

 

Let us focus our attention on the first sixteen characters of the 

plaintext (3.1). This is given by   

When rains are p.   (3.2) 

On using EBCDIC code the plaintext (3.2) can be brought 

to the form of a matrix, P given by 

 

 P = 

�
�
�
�

�

�

�
�
�
�

�

�

15164133153

12964162149

13712915364

149133136230

. (3.3) 

 

Let us take the key, K in the form   

     

               K =

�
�
�
�

�

�

�
�
�
�

�

�

92855539

7520919948

112017134

67925123

 . (3.4) 

   

 

On applying the permutation, mentioned earlier in section 2, 

on the key K, we get  

 

               K0 =

�
�
�
�

�

�

�
�
�
�

�

�

171341120

25123679

55399285

1994875209

. (3.5) 

 

 

On using the above K and K0, and the encryption algorithm, 

with r=16, we get the ciphertext C corresponding to the 

plaintext P given in (3.3). Thus we have 

  

              C =

�
�
�
�

�

�

�
�
�
�

�

�

195144236148

25313915192

121192250157

7613312640

. (3.6) 

 

On adopting the decryption algorithm, we obtain the original 

plaintext given by (3.3). 

 

Let us now study the avalanche effect, which indicates the 

strength of the cipher.  

To this end we replace the second character ‘h’ of the 

plaintext (3.2) by ‘i’. The EBCDIC codes of ‘h’ and ‘i’ are 136 

and 137. These two differ by one bit in their binary form. 

Thus, on using the modified plaintext (obtained after changing 

h to i), the key K (3.4), the permuted key K0 (3.5) and the 

encryption algorithm, the corresponding ciphertext C can be 

obtained in the form 

  

               C = 

�
�
�
�

�

�

�
�
�
�

�

�

5464119139

134172238101

12823732174

20289135136

. (3.7) 

 

On converting (3.6) and (3.7) into their binary form, we find  

that the two ciphertexts differ by 72 bits (out of 128 bits). This 

clearly shows that the cipher is markedly a strong one. 

 

        Let us now consider a one bit change in the key, K. To 

achieve this one, we replace the first row third column element 

“9” of (3.4), by “8”. On performing the encryption with the 

modified key, with the corresponding permuted key K0, and 

with the original plaintext intact, we get the ciphertext given 

by 

     

               C = 

�
�
�
�

�

�

�
�
�
�

�

�

1612324063

14722819987

6022423118

10115167158

. (3.8) 

Now on comparing the binary forms of (3.6) and (3.8), we 

find that they differ by 73 bits (out of 128 bits). This also 

shows that the cipher is an excellent one. 

IV. CRYPTANALYSIS 

The cryptanalytic attacks which are generally considered in the 

literature of Cryptography are 

1) Ciphertext only attack (Brute force attack)   

2)  Known plaintext attack 

3) Chosen plaintext attack and   

4)  Chosen ciphertext attack 

 

In this analysis the key K is consisting of 16 numbers 

wherein each number can be represented in the form of 8 

binary bits. Hence the length of the key is 128 bits and the size 

of the key space is  

 2128 = (210 )

12 . 8

� (103 )

12 . 8  

=1038.4 . 

     If the time required for the determination of the plaintext 

for one value of the key in the key space is taken as  10-7 

seconds, then the time required for obtaining the plaintext by 

considering all the possible keys in the key space is  

years107965
606024365

71010 20
4.38

×=
×××

−
×

 

 

As this number is very large, it is impracticable to break the 

cipher.  

     In the case of the known plaintext attack, we know as many 

pairs of plaintext and ciphertext as we require. Let us now see 
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what happens to the ciphertext C as we confine our attention to 

different stages of the iteration process, corresponding to r=1, 

2, 3,….16, in the encryption process. Thus we have 

 

C= M((KP+ K0) mod 256) for r=1,    

      (4.1) 

C = M( (K M((KP + K0) mod 256) + K0 ) mod 256)  for r=2, 

      (4.2) 

 .. 

 . 

C =M((KM((……. M( (K M((KP + K0) mod 256) + K0 ) mod 

256) ……..+K0)mod256)+K0)mod256)  

       

    for r=16.  (4.3) 

 

 

In writing the above relations the function mix() is replaced by 

M() for elegance.  

The relation (4.1) can be written in the form 

Imix(C) = (KP+ K0) mod 256.  (4.4) 

     From (4.4), it is apparently seen that this cipher cannot be 

broken (even when we confine to r=1) as the addition of K0 do 

not allow the determination of K in any way. The relation 

(4.3), obtained at the end of the iteration process, firmly 

indicates that the cipher is a strong one and it cannot be broken 

by the known plaintext attack as the elements of the key K are 

thoroughly mixed in each round of the iteration process. 

     In the last two cases of the cryptanalytic attack, no scope is 

found for breaking the cipher. 

    In view of the above discussion, we conclude that the cipher 

is a potential one.  

 

V. COMPUTATIONS AND CONCLUSIONS 

 

In this paper, we have offered a modification to the Hill cipher 

in a modern way. The computations in this analysis are carried 

out by writing programs for encryption and decryption in Java. 

The ciphertext corresponding to the entire plaintext given by 

(3.1) is obtained in the form  

 

 

 

 

 

 

 

 

 

 

    

 

 

 

 

  In obtaining the ciphertext we have divided the plaintext 

(3.1) into twelve blocks. As the last block is in shortage of 

four characters, it is supplemented with blank characters. 

   From the discussion of the avalanche effect and the 

cryptanalysis, it is interesting to note that this cipher is a very 

strong one.  

    Here it may be pointed out that, in the development of the 

modern Hill cipher, K0 can be obtained from K  in various 

other forms, such as KT(transpose of K),  K-1(inverse of K), or 

any other permutation of K.  
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