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Abstract: With the advent of cloud computing, sharing data through any cloud service provider has never been more economical and easier than 
now. It offers improved processing and storage resources as on-demand services with reduce cost, and increase efficiency, performance and 
reliability. All of these features and more encourage enterprises, governments and others to migrate to the cloud. However, such cloud providers 
more vulnerable to threats. Hence, data privacy and security issues have been major concerns for many organizations utilizing such services. The 
target of this survey is to explore various mechanisms like Encryption, Authentication, Key management used on clouds; that provide security, 
scalability and flexibility access control over public clouds. 
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I .INTRODUCTION 
 
Cloud computing has been considered as one of the promising 
solutions to our increasing demand for accessing and using 
resources provisioned over the Internet. The increased use of 
cloud computing services such as Gmail and Google Docs has 
pressed the issue of privacy concerns of cloud computing 
services to the utmost importance. Data often contains 
sensitive information and should be protected as mandated by 
various organizational policies and legal regulations. In this 
era, even sensitive data is stored and shared on the internet 
using trusted service providers.  

 
Today for many organizations they need to store their 
enormous amount of data. Network storage providers are 
giving the resources for these organizations on demand. The 
National Institute of Standards and Technology (NIST) defines 
the cloud computing as “A model for enabling ubiquitous, 
convenient, on-demand network access to a shared pool of 
configurable computing resources (e.g., networks, servers, 
storage, applications, and services) that can be rapidly 
provisioned and released with minimal Management effort or 
service provider interaction” [1].Cloud Computing aiming at 
giving capabilities to use powerful computing systems with 
reducing the  
 
Cost and increasing the efficiency and performance [1].  
 
However, with all of these promising facilities and benefits, 
there are still a number of technical barriers that are preventing 
Cloud Computing services. The latest cyber-attacks on high 
profile firms (Amazon, Google and Sony’s PlayStation) and 
the predictions of more cyber-attack on cloud infrastructure 
are threatening to slow the take-off of cloud computing [2, 3, 
9]. 
 
The numbers of cyber-attacks are now extremely large and 
their threats are so problematic, that many organizations are 
having trouble determining threats and vulnerabilities .And 

confused how to pose the greatest risk and how resources 
should be allocated to ensure that the most probable and 
damaging attacks are dealt first. These security concerns and 
attacks should be taken care, as the growth of the global 
market of cloud services could reach $270 billion by 2020 [3, 
12, 15]. 
 
Currently many companies are using Access based or Cipher 
text based encryptions And Attribute or policy based 
encryptions etc; yet no mechanism is perfect. Our objective is 
to look at the cloud computing security challenges with all 
available schemas, which hinder migration to the requirements 
for a better, secure utilize the cloud. 
 

II. LITERATURE SURVEY 
 
A. Attribute-based Encryption Scheme 
 
Many times in cloud computing, Users need to share sensitive 
objects with others based on the recipients’ ability to satisfy a 
policy in distributed systems. One of the encryption schemes 
is Attribute Based Encryption (ABE) which is a new paradigm 
where such policies are specified and cryptographically 
enforced in the encryption algorithm itself [4,13,18]. 
In this scheme, the authority generates keys according to 
attributes; and these attributes of public key(pk) and master 
key(mk), which are generated by the authority, should 
predefine (means that it will list attributes which will be used 
in the future). If any data user who wants to add to this system, 
and he owns to attributes don't include predefined attributes. 
The authority will redefine attributes and generate a public key 
and master key again. And data owner's role in this scheme is 
to encrypt data with a public key and a set of descriptive 
attributes. A data user's role is to decrypt encrypted data with 
his private key sent from the authority, and then he can obtain 
the needed data. For decrypting data, attributes in data user's 
private key will check by matching with the attributes in 
encrypted data. If the number of "matching" is at least a 
threshold valued, the data user's private key will be permitted 
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to decrypt the encrypted data. The attributes in user's private 
key and the encrypted data can let this scheme achieve access 
control. The authorized users can use their private key to 
decrypt the corresponding data. The whole mechanism can be 
called as Single Layered Encryption (SLE) [fig 1] [5]. 
 

     
              

Fig 1: Single Layer Encryption approach 
 
Pseudo code 1:  (Generation of key “owner & Cloud side”) 
 

i. Program initialize 
Initialize attribute “l” 

ii. Generation of key “k” using “l” 
iii. Generation of pk & mk using “k” 
iv. User assigned with key “k” 
v. Start “Encryption”  using  pk & mk 

 
Pseudo code 2:  (User access) 
 

i. User sends key “k” to owner 
ii. Matching the key “k” using “pk” 

If yes 
          Do “Decryption” 

                     Else  
                                “Access denied” 
 
Drawback: 
       
The SLE approach supports fine-grained attribute-based access 
control policies and preserves the privacy of users from the 
Cloud. But, here the Owner is in charge of encrypting the data 
before uploading it to the third-party server as well as re-
encrypting the data whenever user credentials or authorization 
policies change and managing the encryption keys. The Owner 
has to download all affected data before performing the 
selective encryption. The Owner thus has to bear more 
communication and computation costs, which then negate the 
benefits of using a third party service.  
 
A.1. Enhanced Attribute Based Encryption Scheme 
 
A better approach should delegate the enforcement of fine-
grained access control to the Cloud. Under such approach, 
referred to as two-layer encryption (TLE) [5][fig 2], the Owner 
performs a coarse grained encryption, whereas the Cloud 
performs a fine grained encryption on top of the data 
encrypted by the coarse grained encryption. The two-layer 
encryption should be performed such that the Owner first 

encrypts the data based on one set of sub policies and the 
Cloud re-encrypt the encrypted data using the other set of 
policies. The two encryptions together enforce the original 
policies as users should perform two decryptions in order to 
access the data. 

 
 For example, consider the policy (P1 ∧ P2) ∨ (P1 ∧ P3). This 
policy can be decomposed as two sub policies P1 and P2 ∨ 
P3.Notice that the decomposition is consistent; that is, (P1 ∧ 
P2) ∨ (P1 ∧ P3) = P1 ∧ (P2 ∨ P3).The Owner enforces the 
former by encrypting the data for the users satisfying the 
former and the Cloud enforces the latter by re-encrypting the 
Owner encrypted data for the users satisfying the latter. Since 
the Cloud does not handle P1, it cannot decrypt the Owner 
encrypted data and thus confidentiality is preserved. Checking 
users, those would satisfy the original policy to access the data 
by performing two decryptions. An analysis of this approach 
suggests that the problem of decomposing for coarse and fine 
grained encryption while assuring the confidentiality of data 
from the third party and the two encryptions together 
enforcing the policies is not complete. We have thus 
investigated optimization algorithms to construct near optimal 
solutions to this problem.  
 
Pseudo code 3:  (Generation of key “owner & Cloud side”) 
 
 

i. Program initialize 
Initialize attribute “l” 

ii. Generation of key “k” using “l” 
iii. Assign key to User  
iv. Encrypting key “k” 
v. Generation of “pk” & “mk” using policy information  

PI 
vi. Encryption of data using “pk” & “mk” 

 
 
Pseudo code 4:  (User access) 
 

i. User sends key “k” to owner 
ii. Matching the key “k” using “pk” 
If yes 
          Do “Decryption” 

                     Else  
                                “Access denied” 
 

  
 

Fig 2: Two Layer Encryption approach 
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Drawback: 
 
Even providing so much of privacy and access control its 
computational overhead is high. Maintenance of the whole 
mechanism is costly. 
 
B. Expressive Key Policy Attribute Based Encryption 
 
Among the encryption methods in clouds Attribute-based 
encryption (ABE), allows fine grained access control on 
encrypted data. Here in key-policy Attribute based encryption, 
the primitive enables senders to encrypt messages with a set of 
attributes and private keys are associated with access tree 
structure that specifies which all the cipher texts the key holder 
is allowed to decrypt. Many of the ABE systems, the cipher 
text size grows linearly with the number of cipher text 
attributes and the only known exceptions only support 
restricted forms of threshold access policies. Introducing the 
expressive key-policy attribute-based encryption (KP-ABE) 
schemes allowing for non-monotonic access structures (i.e., 
that may contain negated attributes) and with constant cipher 
text size. Towards achieving this goal, show that a certain 
class of identity-based broadcast encryption schemes 
generically yields monotonic KP-ABE systems in the selective 
set model [19,20]. 

 
A new efficient identity-based revocation mechanism, when 
combined with a particular instantiation of mentioned general 
monotonic construction, gives rise to the first truly expressive 
KP-ABE stable size cipher texts. Also they reduce the number 
of pairing evaluations to a constant, which appears to be a 
unique feature among expressive KP-ABE schemes [6]. 
 
Pseudo code 5:   

i. Taking input security 
ii. Take input message “M”, “pk”, “l” 
iii. Start encryption using credentials 
iv. Generate “sk” 
 
Decryption: 

i. Take input “sk” and compare 
ii. If yes 

“Do decryption” 
              No   “Exit” 
 

 
Fig 3: Key-Policy Attribute Based Encryption 

 
C. Cipher text-Policy Attribute-based Encryption Scheme: 
 
Recently Bettencourt et al.[6] proposed a cipher text policy 
attribute-based scheme, and the access policy in the encrypted 
data (cipher text). In key policy attribute-based encryption, the 
access policy is in user's private key, but the access policy is 

switched to the encrypted data in cipher text policy attribute-
based encryption. And a set of descriptive at-tributes are 
associated with the user's private key, and the access policy is 
built in the encrypted data. The access structure of the 
encrypted data is corresponding to the user's private key with a 
set of descriptive attributes. If a set of attributes in user's 
private key satisfies the access structure of the encrypted data, 
the data user can decrypt the encrypted data; if it cannot, the 
data user cannot obtain the message.  

 
In cipher text-policy attribute-based encryption (CP-ABE), 
depends how attributes and policy are associated with cipher 
texts and users’ decryption keys. In this scheme, a cipher text 
is associated with a monotonic tree access structure and a 
user’s decryption key is associated with set of attributes. In 
this scheme, the roles of cipher texts and decryption keys are 
switched as that in KP-ABE) the cipher text is encrypted with 
a tree access policy chosen by an encryptor, mean while 
decryption key is created with respect to a set of attributes. 
Since users’ decryption keys are associated with a set of 
attributes. Thus, it is more natural to apply CP-ABE, instead of 
KP-ABE. 
 
Pseudo code 6:   

v. Taking input security 
vi. Take input message “M”, “pk”, “l” 
vii. Start encryption using credentials & policy 

 
Decryption: 

iii. Take input “M” & “pk”, and compare 
iv. If yes 

“Do decryption” 
              No   “Exit” 
 
D .Cipher Text Policy Attribute Set Based Encryption 
 
Cipher text Policy Attribute Set Based Encryption (CP-
ASBE)- a new form of CP-ABE that represent user attributes 
as a monolithic set in keys, organizes user attributes into a 
recursive set based structure and allows users to impose 
dynamic constraints on how those attributes may be combined 
to satisfy a policy. Specifically CP-ASBE allows, 1) user 
attributes to be organized into a recursive family of sets and 2) 
policies that can selectively restrict decrypting users to use 
attributes from within a single set or allow them to combine 
attributes from multiple sets. Thus, by grouping user attributes 
into sets such that those belonging to a single set have no 
restrictions on how they can be combined, CP-ASBE can 
support compound attributes without effecting the 
performance [6,7]. 
  
E. Hierarchical Identity Based Encryption 
 
Wang et al.[6,7,8] proposed a hierarchical attribute-based 
encryption scheme composed of a hierarchical identity-based 
encryption scheme (HIBE) and a cipher text-policy attribute-
based encryption scheme. This scheme used the property of 
hierarchical generation of keys in HIBE scheme to generate 
keys. Moreover, it used disjunctive normal form (DNF) to 
express the access control policy, and the same domain 
authority in this scheme administered all attributes in one 
conjunctive clause. There are four roles in this scheme.1) The 
role of cloud storage service is that let a data owner can store 
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data and share data with users.2) The role of data owner is 
encrypting data and sharing data with users.3) The role of the 
root authority is generating system parameters and domain 
keys, to distribute them.4) The role of domain authority is 
managing the domain authority at next level and all users in its 
domain, to delegate keys for them. Again it can distribute 
secret keys for users. And users can use their secret keys to 
decrypt the encrypted data and obtain the message. 
 

 
 The key generation in this scheme adopts a hierarchical 
method. The root authority generates a root master key for 
domain authority at the first level. The system public key and 
the master key of the domain authority at first level are used to 
create the master keys for the domain authorities at the next 
level by the root authority or the domain authority at the first 
level. In addition, the do-main authority generates the user 
identity secret key and the user attribute secret key for the 
authorized user.  
 

 
 
 
F. Hierarchical Attribute Set Based Encryption 
Hierarchical attribute-based encryption (HABE) to achieve 
fine-grained access control in cloud storage services by 
combining hierarchical identity-based encryption (HIBE) and 
CP-ABE. This scheme also supports fine-grained access 
control and fully delegating computation to the cloud 
providers. But, here the HABE uses disjunctive normal form 
policy and assumes all attributes in one conjunctive clause are 
administrated by the same domain master. Resulting the same 
attribute may be administrated by multiple domain masters 
according to specific policies, which is difficult to implement 
in practice. Yet, again compared with ASBE, this scheme 
cannot support compound attributes efficiently and does not 
support multiple value assignments.    
    
 
 

TABLE 1: COMPARISON OF DIFFERRENT ENCRYPTION & ACCESS CONTOL SCHEMES 
Methodology ABE-SLE ABE-TLE KP-ABE CP-ABE CP-ASBE HIBE HASBE 
Parameter 
Access Control Low High Low; 

  
High if  
associated  
with re-
encryption  
technique 

Average  
Realization of  
complex 
Access  
Control 

Comparative
ly Low 

Comparatively 
low 

Very high 

Efficiency Average High Average  
High for  
broadcast  
type  
encryption 

Average  
Not efficient 
for  
modern  
enterprise  
environments 

Average  Better  
Lower when  
compared  
with ABE  
schemes 

High  
efficiency  
and  
flexibility 

Computational  
Overheads 

Average Average High Average Average Higher Less  
Overheads 

Confidentiality Average High Average High High Higher Highest 
Scalability Low Average Average High High Higher Highest 

 
III. CONCLUSION 

 
This paper surveys different encryption schemes used in 
clouds. Many encryption schemes like ABE-SLE, ABE-TLE, 
KP-ABE, CP-ASBE, CP-ABE, HIBE and HASBE are 
discussed in which all the schemes are concentrated in 
efficient access control and encryption. These schemes can be 
classified according to their access policy. The access policy in 
the user's private key is KP-ABE, and the access policy in the 
encrypted data is CP-ABE. Moreover, the access structure is 
predefined in these schemes; if a new user wants to access data 
and his attributes are not in the access structure, these 
encrypted data will be regenerated. The HASBE & ABE-TLE 
scheme  
Seamlessly incorporates a hierarchical structure of system 
users by applying a delegation algorithm to ASBE. Finally the 
HASBE scheme concluded the realization of scalable, flexible, 
and fine-grained access control in public cloud computing at 
most reliable level (Table 1). 
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