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Abstract: Software Architecture plays a central role in developing software systems that provide basic functionality and satisfy critical properties 
such as reliability and security.  Architectural modeling and risk management are invaluable to increase the security of a software system.  How-
ever, the interplays between these principles and the side effects of the application of these secure design strategies on architectural qualities like 
maintainability have not been studied so far.  Therefore, it is hard to make any trade-off decision between security principles and other qualities.  
The aim of this work is the enforcement of security principles at architectural level and identifying the best architectural pattern that incorporates 
maximum security. 
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I. INTRODUCTION 

         With the spread of the Internet and software evolution 
in complex intensive systems, software architecture often 
need be reconfigured during runtime to adapt variable envi-
ronments and design objectives. Software security has 
emerged as a foremost concern  for modern information 
enterprise.  Several well-known security system architec-
tures and models, including CORBA, EJB, and DCOM are 
cornerstones for designing scalable and flexible security 
systems.  Despite these advances, however, how to analyze 
the design of security systems to ensure its consistency and 
integrity is still a largely open problem.   
           There is lack of rigorous and systematic ways in the 
literature to assess and assure critical properties in architec-
tural composition of security systems.  Although formal 
verification of security protocols has received increasing 
attention in recent years, these techniques are normally 
based on abstract computation or architecture of security 
systems.  Many of these formal models or techniques are 
developed for a single security model and not scale well. 
         Security and reliability issues are rarely considered at 
the initial stages of software development and are not part of 
the standard procedures in development of software and 
services.  Security patterns are a recent development as a 
way to encapsulate the accumulated knowledge about secure 
systems design, and security patterns are also intended to be 
used and understand by developers who are not security 
professionals. 
            Making incorrect assumptions during system devel-
opment is a root cause of insecurity.  Therefore, securing a 
software system implies eliciting the assumptions on which 
the correct operation of the system is based that may turn 

out to be invalid, and mitigate them.  For this the relevant 
assumptions need to be found and assessed.   
           Most checkers can help in finding assumptions  by 
formally showing what preconditions need to hold for a 
software system to fulfill its requirements.  Additionally, 
they are able to provide counter-examples when the model 
contains inconsistencies or fails to uphold the intended re-
quirements.  On the other hand, modeling efforts  should be 
focused on security-critical parts of the system.  This is 
where risk comes into play. 
             Risk management usually elicits unwanted system 
behavior by means of misuse scenarios or checklists.  The 
risks inherent to theses threats is then assessed and the re-
sults of the assessment are used to guide the security effort.  
Risk assessment focuses modeling effort on critical model 
parts and assures that no improbable assumptions are made 
in the context in which the system is being developed and 
deployed. 

II. RELATED WORKS 

      In the paper, Component-Based Heterogeneous Software 
Architecture Reliability (COHAR) Modeling  S. Ramamoor-
thy, Dr. S. P. Rajagopalan and  S. Sathyalakshmi, [36]  pro-
posed  an analytical model for component-based heteroge-
neous software architecture reliability and a method to find 
the solution for finding the optimal reliability of the overall 
software system according to the reliability of 
each component, the operational profile, and the architecture 
of software. This approach was based on Markov chain 
properties and architecture perspectives to state view trans-
formation in order to compute the reliability on heterogene-
ous software architecture consisting of various styles. In his 
work, Roshanak Roshandel [19] discussed the uncertainty of 
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the execution profile is modeled using stochastic processes 
with unknown parameters, the compositional approach to 
calculate overall reliability of the system as a function of the 
reliability of its constituent components and their  (complex) 
interactions and sensitivity analysis to identify critical com-
ponents and interactions will be provided.  
       Lance Fiondella and Swapna S. Gokhale [20] consid-
ered the estimation of software reliability in the presence of 
architectural  uncertainties and presented a methodology to 
estimate the confidence levels in the architectural parame-
ters using limited testing or simulation data based on the 
theory of confidence intervals of the  multinomial distribu-
tion. The sensitivity of the system reliability to uncertain 
architectural  parameters was then quantified by varying the 
parameters within their confidence intervals. C. Smidts [4] 
presented an architecturally based  software reliability mod-
el and underlines its benefits.  The models based on an ar-
chitecture derived from the requirements which captures 
both functional and non-functional requirements and on a 
generic classification of functions, attributes and failure 
modes. The model focuses on evaluation of failure mode 
probabilities and uses a Bayesian quantification  frame 
work. Leslie Cheung and Leana Golubchik [21] discussed 
representative uncertainties which have identified at the 
level of a system’s components, and illustrates how to repre-
sent them in the reliability modeling framework.     
        Through the work, Jun Han et.al.[35]  gave an idea on 
the security characterization and integrity for Component-
based Software.  The work of Mark Moriconi, et. Al.,[34] 
gleaned the applications of incorporating security into soft-
ware architectures.  An Architectural foundation for security 
model sharing and reuse was analyzed and reported by Per 
Kakon Meland, et, at.,[32].  In his tutorial, Robert T. Mon-
roe  gave an idea on Modeling and analyzing software archi-
tectures with the emerging approaches.  The Fail-
Heterogeneous architectural Model was presented and also a 
discussion on applications of the model to DoS (Denial-of-
Service) attacks mitigation and to group memberships by 
MarcoSeratini and Neeraj Suri [31].   A Software Architec-
tural approach to Security by design was proposed by Arnab 
Ray and Rance Cleaveland [30] along with the security as-
pect so that an attacker can no longer take advantage of hid-
den assumptions.  David G. Roasado et, al, [29]  made a vast 
study of Security Architectural Patterns for measuring the 
security degree of the patterns, and indicating a fulfillment 
or not of the properties and attributes common to all security 
systems.  Jungwoo Rayoo [28]  and others gave presentation 
on the search of Architectural Patterns for Software Secu-
rity.   A Formal Approach to Designing Secure Software 
Architectures has been  proposed by Huiqun Yu [24] and 
others. 
         The rest of this paper is organized as follows:  First the 
description on various architectural models followed by 
security patterns, then the proposed work is exhibited which 
is followed by a proposed algorithm and then the appropri-
ate mathematical model and finally, suggestions and conclu-
sion are depicted.   
      

III.ARCHITECTURAL MDOELS 

      Software architecture is defined as the structure of soft-
ware at an abstract level, consists of a set of components, 
connectors and configurations. Modern software often em-

bodies complex heterogeneous architecture to achieve mul-
tiple quality requirements, such as the use of a parallel archi-
tecture to increase performance and/or introduce a back-up 
component to provide fault tolerance.  
       Goseva-Popstojanova et al. classify the existing archi-
tecture-based models into three broad categories: state-
based, path-based, and additive. State-based models use the 
control graph to represent 
software architecture, and predict reliability analytically. 
Path-based models compute software reliability considering 
the possible execution paths of 
the program. The execution paths may be determined 
using simulation, by executing the application, or algo-
rithmically.  
       The various architectural styles are incorporated in the 
following pictures.  Any other model might be the combina-
tion and or the other way representation of these styles only. 
 
 
1.  Sequential Style 
 
 
 
 
 
 
2. Parallel Style 
 
 
 
 
 
 
 
 
3. Fault Tolerance 
 
 
 
 
 
 
 
 
 
 
4.Call-and- Return Style 
 
 
 
 
 
 
 

Figure1: Various Architectural Styles 

IV .SECURITY  PATTERNS 

       Security is a very important aspect of any computing 
system, and has become a serious problem since institutions 
have opened their databases to the Internet.  It is important 
to develop systems where security has been considered at all 
stages of design and at all architectural levels, which not 
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only satisfy their functional specifications but also satisfy 
security and other non-functional requirements.  Security 
patterns are proposed as a means of bridging the gap be-
tween developers and security experts.  Security patterns are 
intended to capture security expertise in the form of worked 
solutions to recurring problems. 
         A software pattern can be described through a set of 
properties (a template) such as i) Name, ii)Intent, iii) Con-
text, iv) Problem, v) Description, vi)Solution, vii) Conse-
quences, viii) Known uses and ix) Related Patterns.  These 
templates allow authors to define new problems, but respect-
ing this structure.  Once the template has been defined, we 
present some of the most important security architectural 
patterns, analyzing characteristics and find out the degree of 
security that they supply to the systems that use them. 
        These patterns are as follows: 1) Authorization Pattern, 
2) RBAC(Role-Based Access Control)  Pattern , 3) Multi-
level Security Pattern, 4) Reference Monitor Pattern, 5) Vir-
tual Address Space Access Control, 6) Execution Domain 
Pattern, 7) SAP (Single Access Point) pattern, 8) Check 
Point Pattern, and 9) Session Pattern. 

V.THE PROPOSED WORK 

     It is thus we proposed to design an algorithm and the 
appropriate mathematical model  that reveals the concept of 
injecting security in the software architecture and also to 
identify the best pattern , so that a secured architecture will 
help the designer to design a good software system.  Our 
algorithm is pictured below: 

VI.THE ALGORITHM 

A.  Identify a candidate software project from popular 
repositories such as http://sourceforge.net etc. 

B. Understand the architectural styles that are being 
used. 

C. Analyze the software for its architectural weakness 
in security. 

D. Identify some known security design patterns that 
strengthen security. 

E. Generalize, from identified security patterns, create 
a list of security tactics, types of threats, and their 
known strengths, weakness and interactions with 
other tactics. 

F. Formulate an optimization model of these patterns 
along with their constraints to find the optimal pat-
tern that has maximum level of security in its archi-
tectural pattern. 

G. Thus the result of step F gives the required answer 
to our problem. 

VII.THE MATHEMATICAL MDOEL 

           The above discussion leads us to define a mathemati-
cal  model as  below: 
       Z  =  MAXIMUM (SECURITY-LEVEL 
            ( M`1 ,  M2  , M3  ,  … .  , Mn) ) 
            Subject to  
                       C1, C2, C3, …. Cn
where  M1, M2, M3 … Mn  are the different security design 
patterns of architectural models  and C1, C2, C”3, …., Cn  
are the appropriate constraints for the respective secured 
architectural models.  The solution   Z is the optimal model 

pattern of software architecture with high level of security 
injected in design stage itself. 

VIII.SUGGESTIONS AND CONCLUSION 

            Software security as a particular non-functional re-
quirements of software systems is often late in the software 
development process. Modeling and analyzing of these con-
cerns and especially security in the software architecture 
facilitate detecting architectural vulnerabilities, decrease 
cost of the software maintenance. In this paper, we de-
scribed a formal approach for constructing and identifying a 
secured software architecture.  This may certainly help the 
software developer for designing a security injected archi-
tecture for software.  
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