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Abstract: When users input their passwords in a public place, they may be at risk of attackers stealing their password. An attacker can capture a 

password by direct observation or by recording the individual’s authentication session. This is referred to as shoulder-surfing and is a known 

risk, of special concern when authenticating in public places. Attacker can also use various keylogger tools which are freely available over 

internet. This paper reports on the design and evaluation of a game-like graphical method of authentication that is resistant to shoulder-surfing. 

Since conventional password schemes are vulnerable to shoulder surfing, many shoulder surfing resistant graphical password schemes have been 

proposed. However, as most users are more familiar with textual passwords than pure graphical passwords, text-based graphical password 

schemes have been proposed. Unfortunately, none of existing text-based shoulder surfing resistant graphical password schemes is both secure 

and efficient enough. In this paper, we propose an improved text-based shoulder surfing resistant graphical password scheme by using colors. In 

the proposed scheme, the user can easily and efficiently login system. Next, we analyze the security and usability of the proposed scheme, and 

show the resistance of the proposed scheme to shoulder surfing and accidental login.  
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I. INTRODUCTION  

Today, password is the most popular way to authenticate a 
user to login to computer systems. However, we all know that 
traditional text-based password systems are vulnerable to the 
shoulder- surfing attack. Through this paper we use the word 
"shoulder-surfing" in the following sense: A shoulder-surfing 
attack consists of a user being filmed during his/her login.  

 
To protect customers’ passwords, E-commerce vendors 

adopted various encryption techniques. Text passwords are 
encrypted before they were sent across networks. A wire-
tapping attacker cannot capture the passwords unless they have 
enough computing power and advanced decryption techniques. 
However, with a camcorder aiming at the screen of a computer 
and its keyboard, traditional text-based passwords will be 
captured with 100% accuracy.  

 
Seeing that most users are more familiar with textual 

passwords than pure graphical passwords, Zhao et al. [1] 

proposed a text-based shoulder surfing resistant graphical 

password scheme, S3APS. In S3PAS, the user has to mix his 

textual password on the login screen to get the session 

password. However, the login process of Zhao et al.’s scheme 

is complex and tedious. And then, several text based shoulder 

surfing resistant graphical password schemes have been 

proposed, e.g., [2][3][4][5][6][7]. Unfortunately, none of 

existing text-based shoulder surfing resistant graphical 

password schemes is both secure and efficient enough. In this 

paper, we will propose an improved text-based shoulder 

surfing resistant graphical password scheme by using colors. 

The operation of the proposed scheme is simple and easy to 

learn for users familiar with textual passwords. The user can 

easily and efficiently to login the system without using any 

physical keyboard or on-screen keyboard. 

II. SHOULDER-SURFING PROBLEM AND 

DEFENSES  

Shoulder-surfing occurs when an attacker learns a user’s 
password by watching the user log in. Shoulder-surfing is a 
well-known method of stealing passwords and other sensitive 
information and is recognized by practitioners as a serious 
security threat. It can occur in offices and public places without 
the user’s awareness. In the simplest version of shoulder-
surfing a human attacker takes up a position where a user’s 
login can be seen. Typically this might occur at a wireless 
hotspot in a busy, crowded public environment, such as a 
shopping mall, airport, or coffee shop. Using an alphanumeric 
password, though the user’s password is not displayed on the 
screen, a practiced attacker can “read” the user’s keystrokes as 
the user types the password. The user’s only defense is to 
shield the keyboard with an object or one’s body. Using a 
graphical password, the user would have to shield the screen. 
The same considerations apply to entering PINs at ATMs. High 
tech versions of shoulder-surfing are also a threat, although it is 
not known how prevalent the threat is. Technology-based 
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attacks include using binoculars or a low power telescope to 
enhance vision, using video cameras, video mobile phones, 
keystroke logging software, or Trojan software to record a 
login, and listening to a user input a PIN or account number on 
a telephone keypad. Remote electro-magnetic sensors can also 
be used to capture actions without the user’s knowledge.  

 

III. THE PROPOSED SCHEME 

In this section, we will describe a simple and efficient shoulder 

surfing resistant graphical password scheme based on texts 

and colors. The alphabet used in the propose scheme contains 

64 characters, including 26 upper case letters, 26 lower case 

letters, 10 decimal digits, and symbols “.” and “/”. The 

proposed scheme involves two phases, the registration phase 

and the login phase, which can be described as in the 

following.  

A. Registration Phase 

The user has to set his textual password K of length L 

(8≤L≤15) characters, and choose one color as his pass color 

from 8 colors assigned by the system. The remaining 7 colors 

not chosen by the user are his decoy colors. And, the user has 

to register an e-mail address for re-enabling his disabled 

account. The registration phase should proceed in an 

environment free of shoulder surfing. In addition, a secure 

channel should be established between the system and the user 

during the registration phase by using SSL/TLS or any other 

secure transmission mechanism. The system stores the user’s 

textual password in the user’s entry in the password table, 

which should be encrypted by the system key.  

B. Login Phase 

The user requests to login the system, and the system displays 

a circle composed of 8 equally sized sectors. The colors of the 

sections of the 8 sectors are different, and each sector is 

identified by the color of its section, e.g., the red sector is the 

sector of red section. Initially, 64 characters are placed 

averagely and randomly among these sectors. All the 

displayed characters can be simultaneously rotated clockwise. 

The login screen of the proposed scheme can be illustrated by 

an example shown in Fig. 1. To login the system, the user has 

to finish the following steps:  

 

Step 1: The user requests to login the system. 

 

Step 2: The system displays a circle composed of 8 equally 

sized sectors, and places 64 characters among the 8 sectors 

averagely and randomly so that each sector contains 8 

characters. The 64 characters are in three typefaces in that the 

26 upper case letters are in bold typeface, the 26 lower case 

letters and the two symbols “.” and “/” are in regular typeface, 

and the 10 decimal digits are in italic typeface. In addition, the 

button for rotating clockwise, the button for rotating 

counterclockwise, the “Confirm” button, and the “Login” 

button are also displayed on the login screen. All the displayed 

characters is rotated along the adjacent sector clockwise. Let i 

= 1. The rotation operation can be illustrated by an example 

shown in Fig. 2.  

 

Step 3: The user has to rotate the sector containing i-th pass-

character of his password K, denoted by Ki, into his pass-color 

sector, and then clicks the “Confirm” button. Let i = i + 1. 

 

Step 4: If i < L, the system randomly permutes all the 64 

displayed characters, and then GOTOs Step 3. Otherwise, the 

user has to click the “Login” button to complete the login 

process.  

 

If the account is not successfully authenticated for three 

consecutive times, this account will be disabled and the system 

will send to the user’s registered e-mail address an e-mail 

containing the secret link that can be used by the legitimate 

user to re-enable his disabled account. The login process of the 

proposed scheme can be illustrated by an example shown in 

Fig. 3. The user has to rotate the sector (marked with orange 

dotted line for illustration only) containing Ki (marked with 

small red circle for illustration only) into his pass-color sector 

(marked with brown dotted line for illustration). 

 

 
Figure 1 : Login Screen 

 

 
Figure 2 : Rotation Screen 

 

 

 
Figure 3: Rotation of Sectors 
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IV. SECURITY 

We consider a shoulder-surfing attack, in which a user's login 

has been filmed s times by an attacker. In other words, the 

attacker clearly knows s strings that can possibly be used for 

the password. The total number of all possible passwords with 

length L is 8 X 64. Therefore, the password space of the 

proposed scheme is 
 

 
Since the probability of correctly responding to Ki is 8/64, i.e., 

1/8, the success probability of accidental login with the 

password with length L, denote by Pal(L), is 

 

 
 

 

For example, if L = 10, then  

 

 
 

However, since the password length is a secret, the 

adversary has to guess the password length first. As the 

probability distribution of the lengths of the passwords to be 

used is the adversary correctly guesses the password length is 

1/8. In addition, if the attacker fails to login system 

consecutively for three times, this account will be disabled and 

the system will send to the user’s registered e-mail address an 

e-mail containing the secret link that can be used by the 

legitimate user to re-enable his disabled account. That is, only 

the legitimate user can re-enabled his disabled account. Thus, 

accidental login cannot be performed easily and efficiently.  

The number of candidate colors is 8, including 1 pass-color 

and 7 decoy-colors. Since the length of the password is L and 

the number of decoy-colors is 7, the expectation of the number 

of the candidate pass-color of the T recorded login process is  

 
 

Notation password represents the success probability of 

cracking the user’s pass-color of shoulder surfing. In addition, 

if the attacker fails to login system consecutively for three 

times, this account will be disabled and the system will send to 

the user’s registered e-mail address an e-mail containing the 

secret link that can be used by the legitimate user to re-enable 

his disabled account. That is, only the legitimate user can re-

enabled his disabled account. Thus, accidental login cannot be 

performed easily and efficiently. 
 

V. CONCLUSION 

To have a good system high security and good usability are 

both needed and cannot be separated. Shoulder surfing attack 

is under security provision. There are few proposed methods 

to shoulder surfing problem but they still need to be improved 

in which the user can easily and efficiently complete the login 

process without worrying about shoulder surfing attacks. The 

operation of the proposed scheme is simple and easy to learn 

for users familiar with textual passwords. The user can easily 

and efficiently to login the system without using any physical 

keyboard or on-screen keyboard. Finally, we have analyzed the 

resistances of the proposed scheme to shoulder surfing and 

accidental login. 
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