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Abstract: Cloud computing is a current prominent technology, which has contributed numerous development in the field of computing. In
addition to all the benefits of cloud computing, it initiates the efficient monitoring of data service outsourcing. The main activity the users can
perform in cloud is storing, sharing and retrieving data. Cloud act like a centralized storage system where all information are well kept and
anyone can access it. So there arises a need to encrypt the data before realizing it to the public cloud. To search a data in cloud is a tedious task
and to minimize the difficulty level of searching, currently Boolean search technique is adopted. But it has got so many drawbacks as it is
more time consuming and produces irrelevant results. To overcome this difficulty a new model is proposed which ensures more security for
user’s data. A ranked keyword based searching over encrypted data is put forward. In this scheme users are allowed to search over encrypted
data. Whenever users take information from cloud it is produced in a ranked order. This method of ranked searching facilitates the usability of
system in a great manner by finding the exact matching copy of the file in an arranged order considering important elements like keyword
frequency. A privacy enabled data hosting scheme is deployed in the field of cloud computing. The facility to download and view the searched
data is enabled which enhance server side ranking with no loss of data. The inefficiency of secured searching is solved in this proposed system.
The proposed system is more users friendly and interactive.

Keywords: Cloud Service Provider (CSP), Infrastructure as a Service (laaS), Platform as a Service (PaaS), Software as a Service

(SaaS), Message Digest 5 (MD5), Third Party Audit (TPA).

l. INTRODUCTION

Cloud computing services are introduced to the public and
more people are using the services nowadays. This hike in
the usage has encouraged in bringing more safety measures
in storing as well as retrieving data from cloud. Encryption
methods are used to ensure security for cloud users. The
usage of encryption technique has made the users of cloud to
store their data in centralized repositories. Keyword based
search has overcome the drawbacks of Boolean search and
made searching more user friendly. Data in cloud are saved
by adopting symmetric encryption methods. This provides
more privacy to user’s data. Only registered and authorized
users who are approved by the administrator can only search
data in cloud at any time. Keyword based searching is done
here. One to many order preserving technique is adopted to
reduce as well as avoid data leak.

In the context of cloud computing, computing is provided
more like a service than a product.

Computing is delivered as a service in such a way that
software, resources and other information are provided to the
user or other devices as a utility through a specific network.
Internet is required to maintain access to remote servers this
also avoid the installation process in cloud computing.
Across the internet the cloud computing is provided as a
service in the form of laaS, PaaS, SaaS. The users of cloud
should pay for the services they are using.
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Even if the cloud resources are stored in a remote place,
users can access them through the help of mobile app or
desktop or web browsers. Microsoft, Amazon web services,
VMware, Rockspace, IBM are the prominent cloud
computing providers.

Whenever a user needs to search a file in cloud the technique
used is Boolean search. In Boolean search words like AND,
OR, NOT and NEAR are used to combine words and
phrases. Limitations in the Boolean search are removed in
the proposed system. The benefit of the new searching model
helped to reduce burden for storage maintenance, this
promote wide data access independent of the location and
reduce cost of hardware software and other maintenances.
The prominent growth of cloud computing made cloud users
to store more sensitive information into the centralized
storage system like emails, personal records, financial
information and other valuable documents. The realization
that the data owners and the cloud servers are not in the same
domain put forward the thought of encryption.

1. RELATED WORKS

The system suggested by author[1] is based on secure ranked
keyword search over encrypted cloud data. This method
overcome the difficulties exist in the traditional Boolean
search system over encrypted cloud data such as the less user
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friendliness which causes difficulty for the users who don’t
have any previous knowledge about the encrypted cloud data
have to do lots of search to find the perfect match to retrieve
the files. The ranked search methodology proposed in this
system retrieves all the matching files in a ranking order
depending on the criteria such as keyword frequency etc.
Extensive experimental result demonstrates the efficiency of
the proposed solution.

System put forward by author [2] is mainly concentrating on
securing the multi-keyword ranked search over encrypted
cloud data. This system comes with a definition and solution
for the privacy preserving multi-keyword ranked search over
encrypted cloud data. In this system we suggest certain
privacy requirements for the secure utilization of the cloud
data. The similarity measure coordinates matching is one of
the best among various multi keyword semantics.

Author [3] is mainly introducing a system which is efficient
is effective outsourcing of data from the cloud. The main
challenge is cloud computing resides in data protection as
the users outsource their important data into cloud. At the
same time the data collected from the users have to be
secured from the unauthorised access from the cloud servers
which are the containers of the sensitive user data. The two
access control mechanism based on polynomial interpolation
technique and multi-near map helps to prevent unauthorised
access to a certain limit. The system with this schema,
irrespective of the number of data items user has to store
only one key material to which he has authorised access.
Author [4] is mainly discussing about the security challenges
in the public cloud sector. As public clouds are accessible to
everyone, security and privacy should be the main limiting
factor to the cloud computing access. Several security
challenges, their relevance were the key points discussed in
this paper and it also peeks into the secure solutions to
perform trustworthy public cloud computing. Data Service
Outsourcing Security, Computation Outsourcing Security,
access control etc. are the key challenges discussed in this
paper.

Author [5] in the paper “A secure code based cloud storage
system with secure data forwarding “proposes a policy of
threshold proxy re-encryption scheme and collaborate it with
central repository erasure code in a such a way that
authorized storage medium is created. The storage system
not only dependent on authorized data storage and retrieval
but also facilitates forwarding of user data in the storage
medium to other users without retrieving from other data
back. This proposed method deploys encrypting, encoding
and decoding, and forwarding of data. Number of parameters
is adopted for message copies which are dispatched to
storage servers and each storage repository is queried by a
server known as key server.

Author [6] in “Toward Secure and Effective Data Utilization
in Public Cloud” describes outsourcing of data services
where data users and owners can maintain their information
to public cloud. The most difficult part is to store and
maintain data stored in cloud. The difficulty level is in
performance of the system, usability of the system and
searching of the data. This paper compares the demerits of
fuzzy keyword search over encrypted data. This mainly
concentrates on reducing the inconsistency in searching in
cloud. Paper also describes about all possible searching
methods which will be compactable and more advanced than
the existing methods.
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Author [7] in "Cloud Storage as the Infrastructure of Cloud
Computing" mainly deals with a fast cloud storage. As cloud
users can store, retrieve data from anywhere quick data
storage need arises. Fast access to company’s high
performance computing profile and storage structure through
web services can be performed through cloud platform. The
main advantage of using cloud as a platform is its high
performance,  configurability —and reliability.  This
functionality is put forward at comparatively low cost
compared to other infrastructure.

Author [8] in “Data Outsourcing in Cloud Environments: A
Privacy Preserving Approach” mainly deals with the
outsourcing of cloud data. With the hike in rise of cost of
maintaining IT centres the need for outsourcing their storage
and computing necessities to a cloud provider or server.
Outsourcing has put forward many crucial issues in the
privacy of data in cloud. This discuss about privacy-
preserving data outsourcing and the main aim is focussed on
providing authentication to the end users. In order to provide
security measures vertical fragmentation data outsourcing is
employed. The fragments that are allocated to the cloud
servers consist of many data without violating security.
Confidentiality constraints are used to provide privacy to
data.

Author[9] in “Reducing Extra Storage in Searchable
Symmetric Encryption Scheme” suggest ways to reduce the
extra storage. It is challenging to search encrypted data in
cloud, this is because usually cloud users outsource the
encrypted form of data to cloud. There arises a need for
searchable encryption technique. These kinds of techniques
allow users to search on encrypted data without changing or
decrypting to cipher text or keyword based search. This
paper deals with a kind of construction which can
considerably reduce the size of data stored in cloud in the
scheme of symmetric encryption and still shows efficiency.
Author [10] proposes a system to encourage search over
encrypted data without reducing the privacy schemes. All the
available searchable encryption schemes can perform query
matching but they fails when it comes to similarity matching.
So there arises a need for an important search methodology for
easy computation and high performance. Although many
cryptographic technique provides such searching schemes its
performance in comparatively less compared when it comes to
large scale data source searching. This paper deals with an
efficient methodology for similarity find search over encrypted
data.

1. MATERIALS AND METHODS

The proposed system is developed for making secure
searching of cloud data. In this system we used ASP.NET as
front end and SQL Azure as the back end. Windows Azure is
an open platform allows building a website, deploying and
managing website applications throughout the global
network.

The system contains 3 modules: Registration module,
Search module and Administrator module

A. Registration Module

This module contains registration forms for adding new
user to the website. End user can search data from the
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website. If he wants to download data he has to be a
registered user of the site. When a new user registers he will
get a username and password. Each user has a separate
username and password. A registered user can download
books at any time. Frequently used files can be bookmark
and kept separately in the database.

B. Searching Module

In this module end users can search for books which he
wants to read. Here searching is based on keyword.
Administrator will set separate keywords for different books.
Keywords will be related to books so user can easily search.
User can download the file searched and can be saved in the
system. Cloud data are secure and can be easily downloaded.

C. Administrator Module

The administrator has a unique username and password
by which he/she may login and upload books to the website,
monitor the feedback, view the user details, bookmarked
files .The new system helps to enhance the efficiency of the
existing system. The system allows users to create their own
accounts. It will be verified by administrator. The system is
interactive and user friendly. Administrator will give
keyword when the books are uploaded. Keyword will be
related to the book name. When a user sends a feedback
administrator takes necessary steps for the feedback.

Database Design:

In SQL Azure database we will create our website
database. Administrator can view, update the book details to
the database. End user can search and download details from
the database.

/_\ Secure Searching Of Cloud
\-/ Data
SQL AZURE Administrator

YN
\_/ ¥ Registration

wifrx0s8ea

L1, Search

C

Figure 1 Data retrieval from the SQL Azure Database

(AVA RESULTS AND DISCUSSION
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Creating a windows azure account and a SQL azure
database for our website

Figure 2: Windows Azure Management Portal

The Windows Azure Management Portal is the web
site you will be using to manage our Windows Azure
hosted service. We can here add new server,
databases etc. Management portal also shows current
status of our website.

Pl e TR o

& Windows Aaure

Figure 3: Login page of SQL Azure database

The above shown is the login page to a SQL Azure
database. If our username and password are correct
we can login the page and create the table. We can
create any number of tables inside. Tables are located
in distinct server. Since everything is stored in
distinct servers there will not be any lack of memory.

Database Creation

In SQL Azure database have a option “New query”
for giving query. Each query can be executed using
the “Run” button. Creation of table is same as that in
SQL server. After creating a table we have to create a
clustered index before using the table. Tables can
have any number of data and files. Take the
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connection string of database and place it in our
project.
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Figure 4: Shows the start page

€ 5 0| [ localhomsTin] sseutipmamx

Secure searching of cloud data

Global Search Personalized Search ~ Admin Contact Us

SearchImages

Latest News

COMPUTER SCENCE JOURAEL

St s m 1 fd
SRR

LesT

LEST rides 0 sl o fmieanh
frdogs ¢ reims i a o
Computr Soiret B Teemaegy
foant o te et o wakee 0
Iebreatest seroruat LCET = on

AT, dRL P redewed il
4

Figure 5: Administrator login page

The above shown is the login page of an administator.
Admin is the main user of the system. A seprate
username and password for administrator. He can login
and upload files. Files can be of any type.
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Figure 6: File Uploading

This function is used to upload a file. Here we can
specify the location of file in our system. Administrator
can specify a name for the file uploaded.
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Figure 7: View user

This is used to show who all the registered users of the
system. All the registered users will have a username
and password. Administrator can view the details of all
registered users.
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End user can search the file in global search. End users
have to specify a keyword for searching. All the search
results are displayed. If any file have to be vied press on

the file name and

we can download the file.
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Figure 9: Download a file
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End user can download a file if he is a registered user.
Here data can be search and according to choice we can
download file also.
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Figure 10: User Registration

End user can be registration can be done using this.
When a user is registered he becomes the regular user of
the website. He can view; download the files stored in
the database.
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Figure 11: Downloaded File

The above shown is the downloaded file. End user can
read the downloaded files. Here searching is done based
on keyword search.
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Figure 12: Existing user login
Each user has an individual username and password.
They can login that id and download and read books.
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Figure 13: Shows all personalized files

The above shown is the personalized file details. End
user can add some files to there account for easy access.
Administrator can see all the added files and who added
that file. This is to improve the searching speed.

Given below, Figure 14 shows how to send feedback to
administrator. In this feedback form user can send the
website rating details if any files needed he can ask the
administrator. Administrator will upload the requested
files as soon as possible. Every file can be identified by
the keyword name specified in it.

© 2010, IJARCS All Rights Reserved

Global Search Personalized Search  Admin Contact Us

Seorch Images

Ltest News

CONSLTER SCPRCE URIEL
Soeic pona e e
dgzaiey

Mt o e s by i ol LICHI
|

Gl Gl

UCST peoeies B0 DU SEM
oap e nom o
G St o Taonat
ol e el
revdid ke W E 0
T S et RS

Figure 14: shows how to send feedback
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Figure 15: shows the feedback

Figure.15 shows all the feedback came about the site.
Administrator can read all feedback.

V. CONCLUSION

With the help of cloud computing a secure searching of
outsources cloud data using ranked keyword is developed.
Efficient services and easily access is facilitated in this
system. Registered and authorized cloud users can store,
retrieve data as per there wish at any time. In this system
searching is performed on the basis of keywords by adopting
a method called ranked search. Ranked search proved to be
efficient method as it facilitates system usability by finding
and giving back the exact copy of the matching file in ranked
order using criteria’s like keyword frequency. This facilitates
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the deployment of privacy preserving data storing in cloud.
This adds to the advancement of cloud computing. The
advantage of using cloud computing is that even if the whole
data is stored in cloud it leads to low maintenance cost of
system and high performance.
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