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Abstract: In this paper, we have used a modified Hill cipher for encrypting a binary image. Here, we have illustrated the process of encryption
by considering a couple of examples. The security of the image is totally achieved, as the encrypted version of the image, does not reveal any

feature of the original image.
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l. INTRODUCTION

In a recent investigation [1, 2], we have modified the Hill
cipher by developing an iterative procedure. In [1], we have
multiplied the plain text matrix P with a key matrix K on both
the sides of P, while in [2] we have used K on one side and K™
on the other side of P as multiplicants. The process is strength-
ened by using a function called Mix (P), at any stage of the
iterative process. It is further supplemented with the XOR op-
eration between the plain text P and the key K. In this, the key
is containing 32 decimal numbers, which are in the interval [0
— 255], and the modular arithmetic inverse of the key, repre-
sented in the form of a 16 x 16 matrix, is obtained by using
mod 2.

In the present paper, our objective is to develop a block
cipher, and to use it for the cryptography of a binary image.
Here, we have taken a key containing 32 decimal numbers [1,
2], and generated a key matrix of size 32 x 32 in a special
manner (discussed later), and applied it in the cryptography of
a pair of binary images.

In Section 2, we have developed a procedure for the cryp-
tography of a binary image. In Section 3, we have used a pair
of examples and illustrate the process. Finally, in Section 4,
we have drawn conclusions from the analysis.

Il. DEVELOPMENT OF A PROCEDURE FOR
THE CRYPTOGRAPHY OF A BINARY IMAGE

Consider a binary image whose gray level values can be rep-
resented in the form of a matrix given by

P =[Pyl i=l1lton,j=1ton. (2.1)

Here, each Pj; is 0 or 1, where 1 corresponds to black and 0
corresponds to white.

Let us choose a key k. Let it be represented in the form of a
matrix given by

K = [Kjl, i=1lton,j=1ton,

where each Kj; is either 0 or 1.

(2.2)
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LetC=[Cy], i=1ton,j=1ton (2.3)
be a matrix, obtained on encryption.
The process of encryption and the process of decryption,

which are quite suitable, for the problem on hand, are given in

Fig. 1.
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Figure 1: Schematic diagram for the cryptography of a image

Mix () is a function used for mixing thoroughly the binary
bits arising in the process of encryption at each stage of itera-
tion. IMix () is a function which represents the reverse proc-
ess of Mix (). For a detailed discussion of these functions, and
the algorithms involved in the processes of encryption and
decryption, we refer to [1].

I11.  ILLUSTRATION OF THE CRYPTOGRAPHY
OF AN IMAGE

Let us take a key k consisting of 32 decimal numbers. This
is given by
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and error manner.
The modular arithmetic inverse is obtained as

(2) obtaining the modular arithmetic inverse of K, in a trial

}n‘s.l)

131 31 18 59 254 126 113 97 127 167 76 116 111 159 245 159

{175 50 236 107 235 74 47 20 190 80 242 139 175 164 187 158

k=

00000 O r I MO A0 A0 A0 A A D000 OO
R = T I R R e ] OO C A0 0000
R R = R R R R R R e N e N e R Al R K= =R =T =R
SO0 0O0 OO A0 A4 1000000000000
R I R R R = T = T R R R
CO-HO0OC0 0N O HO A AT HO A OO0 —H O A~ O~
O 1 OO0 00O rFOmOmedOemOO0 w000 O m™O O o~
R R R R R R I R I I R SR e el ]
MO OO0 0000000 O™ SO SO0 0 QOO SO
R e R = R R R R = R R R =]
A D A0 OO ADOOD A A A A D A DA D DD
HF O AT A0 00N 00O A AT A0 D 00D A A A A D O
O OO A S SO0 A0 A0S =R =]
A A A A O OO0 A A OO A O A OO
=R =T I R R R R R R R R I R e e R i I =l = I Y]

_O H© D o F R P R SR G ) coo

—_—_0 0 -0 N0 - 00 - ~00 00000 ~00—~00—~—0O0O
COO0C OO mM mOO™mMOmMmmOOOOO mOOOOCO ™M™ ™™~mO
O OO COA A A O A D A0 OO0 D D
= R e R R R R R e N R el R R K= =R =T
O = O =0 OO0 QOO0 QO ™™~mOO™O~QO™™™~~Q™~Q
e =R R = R R R R N N R - Rk k- ==
O~ O~ O~ OO0 =000 ~OO~wOO O mre™=OQOmw~OOO™—=—
—_ 0O N OO~ e N0~~~ O0~0~w 0~ QCQCO0O~000—0O
CONMOC0 O ~NO000~N0 =000 NMNOOSNOS~SDO~O
OO~ O 0 OO ™ emO OO ™O O e e OO ™ -
DO OO DD e =R =R N e R ==
00000000000 AT HI00 "0 A0 A00 A —~OO
O A= O 000000000 0O —rrmrerr~—0O O —
COCO0OOCOCO O~ OO r O mdO~reO OO =~

1
0
1
1
0
1
1
0
1
1
1
1
0
1
1
0
0
0
0
0
0
0
1
0
1
0
0
1
1
1
0
oo10101011000001011001010101101°1

1]
i
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(3.6)

K'Kmod2=1.
Let us consider the image of a hand, which is given below.

K K*mod 2

From (3.4) and (3.5), we can readily find that
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y, we interchange the second row of Q with its

row. We continue this process till we exhaust all the re-

row. Similarl

15th

maining rows of Q. Thus we get R. In the same manner, we

obtain S from U. Now a circular rotation through 4 rows is
applied in the downward direction (i.e., the first row becomes

Fig. 2. Image of a Hand
This image can be represented in the form of a binary matrix

P given by

the fifth row and the rest of the rows move in the same direc-

tion past 4 rows) on U, and hence we get the new U. Thus, we

have

J
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(3.4)

where 1 denotes black and 0 denotes white.

The afore mentioned operations are performed for
(1) enhancing the size of the original key matrix (16 x 16) to
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On adopting the iterative procedure given in Fig. 1, we get

32x32,and the encrypted image C in the form
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00000000000000000111000000000000

00000000000000001111100000000000

00000000000000011111110000000¢0°000

00000000000000011111110000000¢0°000

00000000000000011111111000000000

00000000000000011100001000000000

00000000000000011100001100010000

00001111111111111111111100000¢00°0
0000011111111111111111100000000°0
0000111111111111110111100000000°0
0000101111111111111111110001000020
00001111111111111111111100010000
00001111111111110111111111110000

0o0001111011111111011111111110000

00001111110001111000011111110000

00001111110001110011110011110000

00001111110000111001110011100000

0000101100011011110100001110000°0
00001011000100011110000111100000

00001010000100011100000011100000

00001111100111011000001011100000
00001100111101110001010011000¢00°0
0000100001101111001000001111000°0
0000101111111111010110011110000°0

0000000011111111100100101111000°0

00001000011111110110011111110020°20

00001100001111011000110111110000

00000110000111000011111101010000

0000001101111 100111011111111000°0

0000011111000011111011011110000°0

00001111111001111100110111110020020
00001111111000111000110111100000

P=
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1010111110101 00111111101000110120

01001011010011111000100001000101

000011110001 11011001101111101111

00110011010001010101 101111101010
0001110110011 1100101111100111100

C=00101001100100011000110111100101

(3.9)

On using (3.4), (3.5), (3.9), and encryption algorithm given

in Fig. 1.(a), we get the encrypted image C, given by

(3.8)

On using (3.4), (3.5), (3.8), and the procedure for decryption
(See Fig. 1.(b)), we get back the original binary image P, given

by (3.7).
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.

From the matrix C, on connecting each 1 with its neighbour-
ing 1, we get an image which is in a zigzag manner (See Fig.

3).

C=(0001111001000001010010001101101290

Fig. 3. Encrypted image of the hand
It is interesting to note that, the original image and the en-

crypted image differ totally, and the former one, exhibits all

the features very clearly, while the later one does not reveal

anything.

Now let us consider another image which is consisting of

the upper half of a person. This is shown Fig. 4.

(3.10)

On applying the process of decryption given in Fig. 1.(b),

we get the original binary image given in (3.9).

On comparing the matrices of P and C, we find that, the 1s
in P are scattered when P is transformed into C. On connecting

1s in C, we get an image as shown in Fig. 5.

I [ ]
Fig. 5. Encrypted image of a Person

Fig. 4. Image of a Person
This image can be represented in the form of a matrix P,

containing binary bits, as shown below.
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Here, we also notice that, the features of the original image
are totally lost, when the original image is transformed into the
encrypted one.

IV. CONCLUSIONS

In this analysis, we have made use of a modified Hill cipher
for encrypting binary images. In this, we have illustrated the
procedure by considering a pair of examples: (1) the image of
a hand, and (2) the image of the upper half of a person.

Here, we have noticed that, the encrypted images are totally
different from the original images, and the security of the im-
ages is completely enhanced, as no feature of the original im-
ages can be traced out in any way from the encrypted images.
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This analysis can be extended for the images of signatures
and thumb impressions.
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