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Abstract: In this paper an agent base secure data transmission technique in MANET has been proposed. In this approach Triangular encryption (TE) 
technique is applied for encryption and decryption purposes. Agents are encrypted by the source node before forwarding. Upon reaching the 
destination node the agents are automatically decrypted. If any node captures the agent the packet will be dropped without decrypting the agent. The 
technique is applied for both AODV and DSR routing protocols in MANET. For simulation purpose NS2 (2.33) is taken and two types of parameters 
are considered. These are number of nodes and types of routing protocol.  Various analysis have been done through which it is established that this 
technique can be used to transmit packets in MANET with a high degree of security without affecting the performance of the routing protocols. The 
parameters which are considered for the performance comparison of both protocols are Number of packets generated, average packet size, processing 
times, retransmitted data and average delay.  
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I. INTRODUCTION  

MANET [1, 2, 3] consist of set of dynamic nodes which are 
capable to routing also.There are three types of routing 
protocols, they are proactive, reactive, and hybrid routing 
protocols. Proactive routing protocols are those types of 
protocols which   initiate continuously to evaluate the routes so 
that when a packet needs a root it can be used immediately. In 
this case, nodes keep tables with information about the network 
and react in topology changes, propagating updates in order to 
maintain the network consistency, DSDV [1,2,3,4,5] is the 
example of proactive routing protocols. On the other hand 
reactive routing protocols are those protocols which creates  the  
routing table when it require thus this type of routing protocols 
are called on demand. AODV [1,2,3,4,5]and DSR [1,2,3,4,5] 
are the example of this type of routing protocol. Hybrid 
protocols are combining the advantages of proactive and 
reactive routing protocols. The routing is initially established 
with some proactively prospected routes and then serves the 
demand from additionally activated nodes through reactive 
flooding.  ZRP is the example of hybrid routing protocols. 

Agent is the software entity which can move from one node 
to another node for performing a define task 

Security is a very challenging issue in MANET because of 
node mobility. As the MANET, [1, 2, 3]   are very dynamic in 
nature. So maintenance of wireless network is very hard but 
wired network is static so security manager can handle its task 
very easily because all nodes are fixed.  There are many 
cryptographic algorithms which are implemented for secure 
data transmission in network. In this paper it is going to 
describe the implementation the secure agent base data 
transmission in MANET [1, 2, 3]. For this purpose it is 
considered Triangular Encryption Technique (TE)[9,10] for 
encryption and decryption . Triangular Encryption Technique 

(TE)[9,10] is a key less encryption. A mobile agent has been 
initiated for secure data transmission .encrypted data is 
associated with the agent by the source node and the same will 
be decrypted automatically when it reaches the destination. If 
don’t reach the destination then it will be dropped but not 
decrypted. If unauthorized node captures the agent then the 
data will not be decrypted but the agent will be dropped so the 
data will be secured and there will not be leakage of any data. 
Network Simulator 2(NS2) [6, 7] is taken as the simulation 
tool. With this technique it is tried to enhance the security in 
the network 

Section II of the paper deals with the proposed technique. 
Simulation environment has been presented in section III. 
Section IV deals with simulations. Results and comparison of 
performance are described in section V. And conclusion is 
drawn in section VI. 

II. PROPOSED TECHNIQUE AND METHODOLOGY 

For agent base secure data transmission data transmission it 
is required to create mobile agent which is secure. For this 
purpose the agents need to be encrypted in source node and 
decrypted to the destination node. 

In proposed scheme any routing protocol may be consider, 
because routing protocols are responsible for creating the root 
here. The focus is to create an agent which is secure. For this 
purpose a Sec_Agent protocol has been written and then 
bitwise Triangular Encryption (TE)[9,10] Technique is added 
with Sec_Agent protocol. 

The process of triangular encryption is described is as 
follows. Consider a block S= s0
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consisting of (n-1) bits, where s1
j = s0

j (XNOR) s0
j+1 for 

0<=j<=n-2.The first intermediate sub stream S1 is also pair-
wise XNORed to generate S2=s2

0  s2
1 s2

2 s2
3 s2

4 s2
5… s2

n-2 s2
n-1, 

which is the second intermediate sub-stream of length (n-2). 
This process continues (n-1) times to ultimately generate Sn-

1=Sn-1
0, which is a single bit only. Thus the size of the first 

intermediate sub-stream is one bit less than the source sub-
stream; the size of each of the intermediate sub-stream starting 
from the second one is one bit less than that of the sub-stream 
wherefrom it was generated and finally the size of the final 
sub-stream. Figure 1 shows the generation of the intermediate 
sub-stream Sj+1 = sj+1
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4 sj+1
5… sj+1

n-(j+2) from 
the previous intermediate sub-stream Sj= sj

0 sj
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sj
n-(j-1). The formation of the triangular shape for the source sub-

stream S= s0
0 s0

1 s0
2 s0

3 s0
4 s0

5… s0
n-2 s0

n-1 is shown in figure 1 
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Figure.1.  Formation of triangle in traingular encryption (TE) 

Using the triangular encryption (TE) [9, 10] technique the 
agent are encrypted and then the encrypted agent are send from 
the source node. As triangular encryption (TE) technique is a 
key less encryption technique so it is not required any key to 
send to the destination node. The only understanding between 
nodes are to be made is the six of the block .When the 
encrypted node reached to the destination node then the 
encrypted agent are decrypted applying same method as given 
in figure 1.  Thus the original massage is regenerated by the 
destination node. If the agent (data) reaches the destination 
then it will be decrypted. If any node capture the Agent then it 
will not decrypted. The agent can be decrypted if and only if 
the   agent reaches to the destination. Figure 2 shows the 
pictorial representation of the proposed technique. 

 
Figure  2. Pictorial representation of proposed technique 

III. SIMULATION ENVIRONMENT  

For simulation purpose Network Simulator (NS2)[6,7] is 
taken . NS2 is an event driven simulation. NS2 is combination 
of two languages namely OTCL and C++. OTCL work on 
frontend for setting up simulation by assembling and 
configuring the objects as well as scheduling discrete events 
work in back end to maintain internal mechanism and C++ is 
used back end for internal mechanism and configuration. After 
simulation trace file and nam file is generated. Nam file is used 

for animation and trace file consist about all information of all 
events. Trace file used for mathematical analysis. 

IV. SIMULATION  

For the purpose of simulation various parameters are taken 
for simulation and   some metrics are considered for result 
analysis and comparison after simulation.  

A. Parameter of simulations: 
For the purpose of simulation five parameters are taken as 

common in each case and two parameters are taken as variable 
parameters for comparison of the performance of the network 
with applying this technique.  Table 1 show the fixed 
parameters which are taken as common in each cases   

Table 1 fixed parameter of the simulation. 
Routing protocols AODV 
% of node mobility    40 % 
Maximum packets in IFQ    50 
Speed of the nodes 100 m/s 
Time of simulation 10 sec 

Variable parameters are  
a. No of Nodes  : 20, 30, 40, 50 and 60 
b. Routing  Protocols : AODV  and DSR 

Snapshots of the simulations are shown in the figure 3 and 
4 respectively. 
 

 
Figure 3.  Nam view of the simulation 

 
Figure 4. Output snap shot in terminal window  
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B. Performance metrics: 
The performance metrics used to evaluate the efficiency of 

the network using proposed scheme for the performance 
analysis six parameters are considered as performance metric, 
which are given bellow. 

a)  Packet Generated  
b) Average Packet Size 
c) Processing Time 
d) Retransmitted Data (Byte)  
e) Average  End To End Delay 

Packet generated metrics are considered here total number 
of Sec_Agent packets are generated in the total simulation 
time(10 sec) throughout the network and also packet drop 
considered here total number of all type of packets including 
broadcast packets are dropped in the simulation. Retransmitted 
data are amount of total data in Bytes which are retransmitted 
in the simulations 

V. PERFORMANCE ANALYSIS AND COMPARISONS 

A. Packet Generated: 
Comparison of number of total number of Sec_Agent 

packets are generated in both AODV and DSR routing 
protocols are shown in the figure 5 

 

 
Figure 5. Number of Generated Sec_Agent packets  

From the  figure 5 it is seen that when the number of nodes 
are 20 and 30 DSR generated more Sec_Agent packets, but 
when the nodes number are above 30 then AODV generated 
more Sec_Agent packets. 

B. Average Packet Size: 
Comparisons of average packet size in the both routing 

protocols are showing in the figure 6.  
 

 
Figure 6.   Average Packet size in the both protocols  

Figure 6 shows that average packet size of DSR is higher 
than AODV in any node densities.  

C. Processing Time: 
Comparisons of processing time are showing in the figure 

7 
 

 
Figure 7.  Processing time in AODV and DSR with various node densities.   

Figure 7 represent that processing time of AODV is very 
less than DSR. But when the node number is 40 at that time 
processing time of AODV is changed rapidly, it can be cause 
for any other parameters. 

D. Retransmitted Data(Byte): 
Both AODV and DSR have retransmitted same amount of 

data. Comparison of retransmitted data (Byte) is showing in 
the figure 8. 

 

 
Figure 8.  Comparison of retransmitted data in both routing protocols. 

Figure 8 represented that AODV retransmitted more data 
than DSR. So packet drop in DSR is less than AODV. 

E. Average End To End Delay: 
Average end to end delays of data (Sec_Agent packets) 

transmission in the both routing protocols are shown in the 
figure 9.  
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Figure 9.   Average End to End delay in the both protocols  

From the figure 9 it is seen that end to end delay of DSR is 
very high compared to AODV. When number of nodes is 40 at 
that time end to end delay of both protocols are more or less 
same. 

VI. CONCLUSION 

In this paper a secured agent based data transmission 
technique has been applied in both AODV and DSR routing 
protocols and the performance analysis and comparison are 
performed in detail. Although Triangular Encryption method 
is an establish method but this Triangular Encryption (TE) is 
applied to encrypt the agent in MANET [1, 2, 3, 4, 5], for time 
efficiency and less computational complexity of the technique. 

Proposed technique has been applied in multiple routing 
protocols (AODV and DSR) .The specialty of this method is 
that   if the agent (data) reach the destination then it will be 
decrypted. If any node other than the destination node capture 
the Agent then it will not decrypted. Only the agent can be 
decrypted itself if and only if the   agent reaches to the 
destination. That is why the data are more secured than other 
traditional techniques [11, 12, 13, 14, 15]. Thus the security of 
the MANET is enhanced using this technique without 
affecting any routing protocols. 
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