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Abstract: In this paper, we propose a novel threshold key pre distribution scheme for wireless sensor networks by using symmetric keys to 
achieve authentication service. In the propose scheme called SRPWSN. Due to the fact that the wireless links in sensor networks are susceptible 
to attacks and the nodal mobility renders the network to have a highly dynamic topology it becomes critical to detect major attacks against the 
routing protocols of such networks and also provide some extent of QoS to the network traffic. In this we introduce new secure routing protocol 
(SRPWSN) with QoS routing mechanism. To achieve authentication service we use BAT scheme can effectively eliminate the performance 

bottleneck when verifying a mass of signatures within a required interval, even under adverse scenarios with bogus messages.  
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I. INTRODUCTION 

Security is a critical issue when sensor networks are 
deployed in a hostile environment. An essential security 
primitive, which is a building block for many security 
services, referred as key establishment. public key 
cryptography provides a complete solution in traditional 
networks. 

Any public key infrastructure requires a trusted third party 
to distribute certificates. In the distribution of sensor nodes, so 
many nodes will not receive the entire information. To address 
this problem, there have been proposals for using symmetric 
cryptography or identity based signature scheme. In addition 
we use public-key-algorithm. 

The routing protocol must be secured to defend attacks that 
may come from external (or) internal nodes In an external 
attack, a malicious node masquerades as a trusted node 
although it does not participate in routing process. It can 
generate floods of spurious service requests, such as Daniel Of 
Service(DOS) attack. So it is more difficult to detect the 
internal attacks, second protocol must be integrated with QoS 
routing schemes to support the QoS requirements of the 
carried traffic. 

The existing security routing protocol for wireless sensor 
networks often avoid either most challenging internal attacks 
(or) QoS requirements of the traffic. 

To provide more security and performance issues, we 
introduce robust and efficient signature scheme, call a Binary 
Authentication Tree(BAT). 

Robustness: The BAT scheme is competent for adverse 
attack scenario with bogus messages, then each router can 
quickly distinguish the bogus messages from all the authentic 
ones. Therefore, our BAT scheme can efficiently tolerate, to a 
large extent ,message flooding attacks. 

Efficiency: The BAT scheme efficiently eliminates the 
performance bottleneck due to the significantly reduced 
computational overhead. To verify any n received messages 

with k>=1 bogus ones. the number of time consuming 
pairing operations in approximately equal to 
(k+1).log(n/k)+4k-2.In ideal case(k=0),the computation 
overhead to verify all the messages can be remarkably 
reduced from 2n-time consuming pairing operations to 2. 

BAT scheme is the first one to include evaluated 
theoretical boundaries of verification complexity for the 
batch verification of identity-based signatures under 
attacks which can be used to guide the balance between 
security and performance. 

II. RELATED WORK: 

The existing SRPs for wireless sensor networks can be 
divided into two categories: in terms of how SRP is 
secured and what types of attacks it can defend. 

In the first category ,we use a method is to establish a 
security association between source and destination nodes 
by using routing protocols AODV,DSR and DSDV can be 
secured. By using one-way hash chains to provide 
authentication to defend attacks that modify routing 
information. 

CASE(i):All security is provided between end systems 
that implement IPSec. 
 
 
 
 
 
 
 
 

III.  

 
 
CASE(ii):security is provided only between gateways. 
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CASE(iii):adding end-end system to case (ii) 

 
 
 
 
 
 

 
 
 
 
 

 
 

In the second category ,the major purpose is to protect 
routing traffic against the internal attacks, the authors 
proposed to use both route and message redundancy to detect 
different copies of message received over different routes. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig: Multiple copies of ménage forward over different routes 

IV. NOTATIONS AND DESCRIPTIONS 

Notation Descriptions 

S The private master key of TA 

PPub The public keyof TA  

IDi The real identity of the router 

Ski A private key of the router  

|| Message concatenation operator  
h(.) A one=way hash function such the 

MD5 (OR)SHA-1 

EK(.) Symmetric encryption with key k 

DK(.) Symmetric decryption with key k 

Ii Ith router 

Mi A message sent by the router i 

Ai A signature sent by the router i 

V. PRELIMINARIES: 

The following figure shows the application scenario 
model represents the identity –based cryptography using 
BAT scheme. 
 
 

 
 
 
 
 

 
 
 
 
 
 
 

 
 

RSU:RSU serves as a gateway connecting the clients 
within its transmission range to the internet. 

Clients: all clients exchanges messages with the RSU 
within its range. Each client is equipped with sensing and 
processing units. 

Trusted Authority (TA): The TA server, as the key 
distribution centre, is responsible for generating and 
assigning related parameters for the clients and RSUs 

Service provider (SP): The SP (or) application server 
is responsible for collecting the traffic related information 
such as congestion, overloading etc. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Identity based cryptography(IBC) IBC is a type of 
public-key cryptography in which the public key of a user 
is his/her unique identity information. in this we use RSA  
algorithm. 

Bilinear Pairing: Let G and GT be group and cyclic 
multiplicative group generated by p with the same prime 
order q. 
|G|=|GT|=q 

Bilinear map has the following properties. 
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Fig: Application Service model 
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K2 

I=K1 I=K1 

K2 

(i)Bilinear:  
 V P, Q, R � G and V a, b � z, than 
eˆ(ap, bp) = eˆ(p, bp)a = eˆ(ap, p)b = eˆ(p,p)ab 

 

(ii) Non degenerate: 
�P, Q � G such that eˆ(P, Q) ≠ /GT. 
 

(iii)computable: 
V P, Q � G, there is efficient alg. To calculate eˆ(P,Q)   
 

Providing authentication service by using Binary 
authentication tree:  

Message authentication code is the one-way hash function. 
As with the message authentication code, a hash function 
accepts a variable size message M as input and produces a 
fixed size message digest H(M) as output. 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

We can use signature scheme by using IBC. It contains four 
basic terms. 

(i) Setup: in this we use MD-5 algorithm. 
(ii) Extract: we can extract the information from various 

nodes. 
(iii) Sign: by using DSRC protocol we create the signature 

and append that signature to the message and transfer the 
message along with signature to the destination. 

(iv) Verify: on receiving message we can apply hash 
function that produce message digest and compare with the 
receiving message digest and verify it. 

 
Binary authentication tree: 

 
 
 
 
 
 
 
 
 
 
 

Binary authentication algorithm: 
Algorithm: 1 fast check 

Binary authentication algorithm: 

Algorithm: 1 fast check 

01: fast check () 

02: { 

03: k1=2h-l..V, k2=2h-l.(v+1)-1 

04: if eˆ( Σ Fi, p)= eˆ{ Σ [Ei(Mi, Ei) H (PII)], P pub} 

05: return TRUE; 

06: else 

07: return FALSE 

08 :} 

Algorithm: 2  Binary authentication 

01: binary_auth () 

02: { 

03 :if(fast_check()=TRUE 

04 : return FS 

05: if l=h 

06 :return FS=FS U{œ < h, v >}; 

//finding fake signature// 

07 : return binary_auth(œ < l+1,2 v >Fs) 

08:return binary_auth (œ < l+1,2v+1 >Fs) 

09:} 
 

Simulation results: 

 
 
 
 
 

 
 
 
 

We simulate the proposed SRP protocol in wireless 
sensor networks by using NS-2 simulator. 

Simulation results: 
By using proposed protocol we can deliver the packets 

in the presence of 20 malicious nodes with 50 nodes. 
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Fig: using public key encryption 
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The total number of packets delivered in the presence of 20 
malicious nodes in a network with 50 nodes with more 
authentication service. 

 

VI. CONCLUSION 

In this paper, we address the most challenging problem of 
designing a secure routing protocol with QoS support. for a 
routing protocol to detect the major internal attacks, we 
propose both route and message redundancies during topology 
discovery. For each and every incoming message we can 
apply authentication service by using binary authentication 
tree. 
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