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Abstract: In this paper we have devoted our attention to the study of large block cipher by employing the basic concepts of the advanced Hill 

cipher.  In this the computation of the inverse of a matrix is very simple as we have confined our attention to an involutory matrix, i.e., a matrix 

whose inverse is the same as the original matrix. The avalanche effect and the cryptanalysis carried out in this investigation, to check the 

strength of the cipher, prominently indicate that the cipher is a potential one, and it can be applied to a plaintext of any length 
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I. INTRODUCTION 

The study of the advanced Hill cipher [1] and its 

application in image cryptography [2] has attracted the 

attention of researchers in the recent years. In a recent 

investigation, we [3] have developed a block cipher wherein 

the advanced Hill cipher is modified by introducing iteration 

and a permutation. In this we have taken the plaintext as a 

column vector containing n components and the key as a 

square matrix of size n/2xn/2.  The development of the 

involutary matrix (a matrix is equal to its inverse) has enabled 

us to develop the cipher in a convenient manner. From the 

view point of the avalanche effect and the cryptanalysis, we 

have seen that this cipher is a very strong one. In this analysis 

it has been found that the permutation involved in the iteration 

process played a vital role in strengthening the cipher.  

In the present paper our objective is to develop a block 

cipher which includes all the plaintext under consideration as a 

single block. This is, in a way, an extension of the preceding 

analysis presented in [3]. In this analysis also we use iteration 

process and permutation (in each round of the iteration 

process) in the development of the cipher.  

In this investigation we have made use of the involutary 

matrix A, given by the relations 

A  = �
�

�
�
�

�

2221

1211

AA

AA
      (1.1)  

where  

 A11=K    (1.2) 

A22 mod N = - A11 mod N,  (1.3) 

A12=[d(I- A11)] mod N,  (1.4) 

A21=[�(I+ A11)] mod N,  (1.5) 

in which K is the key matrix, N a positive integer taken 

appropriately, ‘d’ a chosen positive integer lying between 0 

and N, and � is a positive integer obtained from the relation 

(d�) mod N =1.   (1.6) 

 

For a detailed discussion of the involutory matrix, 

governed by the above relations (1.2)-(1.6), and the 

permutation used in the development of the cipher, one may 

refer to the earlier paper [3]. 

In section 2 we have discussed the development of the 

cipher. Section 3 deals with the illustration of the cipher and 

presents the avalanche effect.  Section 4 is devoted to the  

 

Cryptanalysis of the cipher. Finally, section 5 contains the 

conclusions. 

II. DEVELOPMENT OF THE CIPHER 

Let us consider the entire plaintext P and represent it in 

the form   

P= [Pij], i=1 to n, j=1 to m. 

Here n and m are chosen appropriately depending upon 

the size of the plaintext.  

Let K be the key matrix given by 

K=[Kij], i = 1 to n/2, j = 1 to n/2. 

Let C be the ciphertext given by 

C= [Cij], i=1 to n, j = 1 to m. 

In the Advanced Hill cipher [3], the basic relations 

governing the encryption are  

P= (A P) mod 256, 

and 

P=Permute(P).    

The corresponding steps in decryption are 

C = IPermute(C), 

and 

C = (A C) mod 256. 

In what follows, we present the flow charts and the 

algorithms depicting the procedures for encryption and 

decryption. 
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Algorithm for Encryption  

 Read n,m,P,K,r,d 

 A11= K 

 A= involute(A11,d) 

 for i = 1 to r 

{ 

P = (A P ) mod 256 

P= Permute(P) 

} 

      C = P 

 Write( C ) 

Algorithm for Decryption 

1.  Read n,m,C,K,r,d 

2.  A11= K 

3.  A= involute(A11,d) 

4.  for i= 1 to r 

{ 

        C = IPermute(C) 

        C = (A C) mod 256 

} 

5.     P = C 

 Write (P) 

 

involute(A11, d) 

{ 

1. A22 = - A11 mod 256 

2. for i = 1 to 255 

{ 

 

 if(id mod 256=1) 

 { 

  � =i; 

  break; 

 } 

} 

3. A12=[d(I- A11)] mod 256 

4. A21=[�(I+ A11)] mod 256 

5. Obtain A by using relation  

  A  = �
�

�
�
�

�

2221

1211

AA

AA
    

 } 

The function involute() yields the involutory matrix A, 

which is required for encryption and decryption. 

 Now let us see how the permutation can be carried out 

with the help of the Permute() function in the encryption 

algorithm. Let M be an nxm  matrix obtained as a result of 

(AP) mod N.  Let it be given by 

�
�
�
�
�
�
�
�

�

�

�
�
�
�
�
�
�
�

�

�

nmn2n1

2m2221

1m1211

M.........MM

...

...

...

M.MM

M.........MM

 

On converting each element of M into its binary form we 

get 

 

 
 

 

 

 

 

     

 

 

This matrix is of size nx8m.    

� Read n,m,P,K,r,d 

for i = 1 to r 

P = (A P) mod  256 

   P = Permute(P) 

          C = P 

    Write (C ) 

A =  involute (A11, d) 

for i = 1 to r 

   C = IPermute(C) 

C = (A C ) mod 256 

          P = C 

    Write (P) 

Read n,m,C,K,r,d 

��������	�
���
�����������
���������������

( a ) Process of Encryption ( b ) Process of Decryption 

A11 = K 

A =  involute (A11, d) 

A11 = K 

 

�
�
�
�
�
�
�
�

�

�

�
�
�
�
�
�
�
�

�

�

nm8nm2nm1n28n22n21n18n12n11

2m82m22m1228222221218212211

1m81m21m1128122121118112111

M...MM..........M...MMM...MM

..

..

..

M...MM..........M...MMM...MM

M...MM..........M...MMM...MM
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As it was mentioned in [3], the above matrix is divided 

into two halves, wherein the upper half is containing the rows 

1 to n/2, and the lower half is containing the remaining rows, 

that is, (n/2+1) to n. Starting with the last element of the upper 

half, that is, with Mn/2m8 ,and going in the backward direction, 

along that particular row, and similarly along the other rows 

one after the other, until we reach M111, we place all the 

elements obtained in the above fashion in a new matrix in a 

column wise manner, one below the other,  starting with the 

first row first column element.  

 

 

 

 

 

 

 

 

 

 

 

 

Thus we get n rows and 4m columns. Then starting with 

the first element of the lower half, that is, with M(n/2+1)11, we go 

in a row wise manner till we reach the last element Mnm8.  On 

placing these elements, in the afore mentioned manner, we get 

the remaining 4m columns of the new matrix . Thus we have 

the permuted matrix of size nx8m.  Now on converting each 

eight binary bits (taking along the row) of the permuted matrix 

into their decimal equivalent, we get a matrix of size nxm. The 

size of this matrix is the same as that of the original matrix.   

     

 

 

 

 

 

 

 

 

Here it is to be noted that the function IPermute(), used in 

the decryption, is the reverse process to Permute().  

In carrying out the encryption and the decryption, we have 

taken the number of rounds as r =16. 

III. ILLUSTRATION OF THE CIPHER 

Consider the plaintext given below 

All the police officers are our own friends. They got an 

opportunity to get into police service, while we have joined in 

the band of Maoists. We can do well if we go on providing 

necessary financial assistance to our friends. Let us survive 

amicably.       (3.1) 

Let us take the key matrix K in the form  

K = 

�
�
�
�
�

�

�

�
�
�
�
�

�

�

1092712272

3359135

999200189

344512

245

128

  (3.2) 

 

     On using the procedure, mentioned in the introduction, 

for the construction of the involutory matrix A, we get  

 

A= 

�
�
�
�
�
�
�
�
�

�

�

�
�
�
�
�
�
�
�
�

�

�

147229134184218249158152

22319712111219212221183

157247566714583147207

22221124412886159196251

124311781681092712272

2371141551773359135245

199181219217999200189

5813715651344512128

                 (3.3) 

whose size is 8x8. 

 Now on using the EBCDIC code we can write the entire  

plaintext (3.1) in the form of a matrix given by 

 

 

 

        

   

     

      

 

 

 

 

This contains eight rows and thirty two columns.  The 

plaintext is written in the matrix P in a column wise manner.  

 

On applying the procedure for encryption, mentioned in 

section 2, we get the Ciphertext C in the form 

 

 

 

       

    

       

       

 

 

 

 

 

 

where C is of size 8x32. 

On using the ciphertext given by (3.5), and the involutory 

matrix A given by (3.3) we apply the decryption algorithm and 

obtain the plaintext.  This is found to be the same as the 

original one given by (3.4). 

     

P=

�
�
�
�
�
�
�
�
�
�
�

�

�

�
�
�
�
�
�
�
�
�
�
�

�

�

64147133162162153131129149162137149646413315014914914516610764150641641491331336464150

6413016516413216414964137133132150134150230129129137646413313316315016312913613715316264

641291376414915012914713413113764137132642121306413313313113114916315364227153164153133

64131165163133641631296413316515064647564641321651471371371376415016364134150133131

6413715313313715016213716814915013514714916213413313312913716514764168151150756464131137

641481642111531631371311536415364147129163150136149136136153150163163151135162149133137147

751291626413464162149129135151133133131162641631376416613315113313715064132166153134150

16864647564133162129162149641661666413713264150133641626413514964168149150129134151

64

133

136

163

64

147

147

193
(3.4) 

C=

�
�
�
�
�
�
�
�
�
�
�

�

�

�
�
�
�
�
�
�
�
�
�
�

�

�

422261401628313511212421613822152079417825316721821411044272102491524074142210113213

1052215616646247158275424815191841412195361732271281811311391031171831291696163142

2512025820314624014198871011541344412620822117619416712016921516088278518720318837

15131324410513021024215424035147164240141161041591437816423132216140731702011214

3425026131130151242194677021083185642160811571541151131131021172141325486422190

95122015013422318215323824019214242114226199591962763611832552241161196866917372

251250691831072161851824721517014354186154132106763821517177191991268021123115229176

1821581591141438126165193271161263325115520917422824050243871292527619224020610419592

212

141

64

191

87

56

101

204

(3.5) 
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Now let us study the avalanche effect. To this end we 

have changed the two hundred and thirty second character ‘s’ 

in the plaintext, given by (3.1), to ’t’.  Thus we have brought 

in a change of one binary bit as the EBCDIC codes of ’s’ and 

‘t’ are  162 and 163 respectively.  On using the new plaintext 

and the encryption algorithm, we get the corresponding 

ciphertext C in the form  

       

    

 

 

 

     

 

 

 

 

On comparing the ciphertexts (3.5) and (3.6), after 

converting them in to their binary form, we notice that the two 

ciphertexts differ by  1045 bits (out of 2048 bits). This is an 

excellent result, which shows that the cipher is a strong one. 

Further, let us now change the key by replacing  K31  from 

245 to 244. Correspondingly the involutory matrix assumes 

the form 

A= 

�
�
�
�
�
�
�
�
�
�
�

�

�

�
�
�
�
�
�
�
�
�
�
�

�

�

147229134184218249158152

2231971211221921222160

157247566714583147207

22221124412886159196251

124311781681092712272

2371141551003359135244

199181219217999200189

5813715651344512128

 (3.7) 

On carrying out the encryption process with the original 

plaintext (3.4) and the modified involutory matrix given by 

(3.7), we get  the ciphertext C in the form  

 

 

 

 

 

        

 

 

 

 

On comparing (3.5) and (3.8), after converting them                  

in to their binary form, we find that they differ by 1069 bits 

(out of 2048 bits).  This difference also is quite significant, and 

shows very effectively that the cipher is undoubtedly a strong 

one. 

IV. CRYPTANALYSIS 

The well known different approaches in cryptanalysis are 

1)  Ciphertext only attack (brute force attack), 

2)  Known plaintext attack, 

3)  Chosen plaintext attack, 

4)  Chosen ciphertext attack. 

Let us now consider the brute force attack. Here the key K 

is of size n/2xn/2, and hence the key space is of size  
2n22 . As 

‘d’ also can be treated as a key, the size of the key space gets 

modified to the form 
8n2 2

2 +

. In the present analysis we have 

taken n=8.  If the time required for the computation of this 

cipher with a single value of the key is 10-7seconds, it can be 

shown that the time for the brute force attack is 8.11x1025.4 

years.  For the detailed account of this analysis one may refer 

to [3]. 

 

 

 

 

 

 

 

 

 

 

 Let us now examine the possibility of known plaintext 

attack. To this end let us take the plaintext P in the form of a 

square matrix of size nxn, this is done by choosing m=n. Here 

we assume that the entire plaintext is of this special form.  Let 

us assume that the corresponding ciphertext is known to us. Of 

course, in this attack we can assume that we have as many 

such pairs as we require. However, as the P multiplied with A 

is operated with mod N (=  256 in this example), and further, 

as the result is permuted in each round of the iteration process, 

the binary bits of K and P are scattered. Hence the inverse of P 

cannot be found out and the K (or) function of K cannot be 

determined, by any means. Thus, the cipher cannot be broken 

in this approach. 

In the last two cases, as we do not visualize any special 

choice of the plaintext or the ciphertext which enables us to 

determine the key or a function of the key, we do not have any 

scope to break the cipher.   

 

 

 

 

 

 

 

 

 

      

 

 

V. CONCLUSIONS 

In this paper, taking the entire plaintext into consideration 

as a single block, we have developed a block cipher for a very 

large block.  In this we have made use of the concept of the 

advanced Hill cipher. The programs for encryption and 

decryption are written in java language.  

In this analysis we have seen that the permutation carried 

out in each round of the iteration process has strengthened the 

cipher significantly.  It is interesting to note that the avalanche 

effect corresponding to one bit change, either in the plaintext 

or in the key, is conspicuous.  The cryptanalysis clearly shows 

that the cipher cannot be broken by any conventional 

cryptanalytic attacks. 

We conclude that this cipher can be applied very well for 

the security of any plaintext. 

 

C=

�
�
�
�
�
�
�
�
�
�
�

�

�

�
�
�
�
�
�
�
�
�
�
�

�

�

15316249160922218521114392602196727224322242282323017217122392322508649168184176

641061191603433079164122221932456776121871242522422336712221211515047312199584

240121363920454112130162411421403215525114321741181811092451921812337841165174215

102498813171016239348135252511281782249719071188591891251051762412127724520348

571921123912231207171167351732522416177171124647950931931821079016018418621948

182102108101255811641221109881672441121002423824576341435271158206162352514360198

2798223152341225201989623022771391801563820689663146232331278142122300137

204212247229132245155168447723517708348240231075192209188764582509713313203101

128

136

83

39

11

135

248

135
(3.6) 

C=

�
�
�
�
�
�
�
�
�
�
�

�

�

�
�
�
�
�
�
�
�
�
�
�

�

�

968105176139931455716716712777951351514107115156197222811316723720411671328042

190793594118771366311418721154472717017723224822219320323313592217413510718175

862392299207931072438172181291192912228109159205159242151122655817415686111219

196668812167151190205951289533231898322376122122327112713214119314723099601034

249801592062542052222617555248971271242341062461389812593221721411391925487931061

27831318922016981171156199224124165214116157321164612712264145867325319411823

13812514523516313420810019166145243141241250190189134219696112231168100196141206110242173

32371361291391501461712246022278681057712621712815813121250235914816223512132432

89

207

63

134

222

172

118

164

(3.8) 
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