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Abstract - The paper explores several types of security protocols that are used in wireless networks. Security protocols such as Wired 
Equivalent Privacy (WEP), WEP2, Wi-Fi Protected Access (WPA) and WPA2, the protocols developed mostly to work within the 
IEEE 802.11 standard, are presented. In accordance with the encryption and decryption the study of the protocols merits and demerits 
are introduced (vulnerabilities and problems). The number of procedures is proposed to improve against most of the known 
vulnerabilities that are faced by the wireless networks security in present. The proposed procedures can be used in a number of security 
related fields. 
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I. INTRODUCTION 

Wireless security is the hindrance of unauthorized 
access or ruin to computers using wireless networks. 
Everyday a large number of security risks exposed 
associated with the existing wireless protocols .the 
remedy of these problems is to enhancing our design 
methodology in addition implementing and testing the 
protocols. New techniques are required to provide 
security. In this paper we have proposed and discussed 
a new method. The proposed method is compared with 
a number of existing working methods in wireless 
networks. The old methods are discussed and a number 
of its issues have been listed. 

II. SECURITY ATTACKS 

In this section, we describe the security attacks which 
are more susceptible for wireless networks security 
protocols. 

A. Modification: 

It is considered to be an active attack.  The content of 
the message is modified by a third party. It involves the 
insertion, alteration, or deletion of information in an  
unauthorized manner that is proposed to appear 
authentic to the user. These attacks can be very hard to 
detect. This attack affects the integrity of the message 
the motivation of this type of attack may be to plant 
information, change grades in a class, alter credit card 
records, or something similar. A common form of 
modification attacks are Website defacements. 
 
 

B. Eavesdropping: 

Its generally a passive attack .This is the process of 
overhearing parts of a conversation. It also includes 
attackers listening in on your network traffic. 

C. Interception: 

This can be either an active or passive process. In a 
networked environment, in an Active interception a 
computer system is putting between sender and receiver 
to capture information as it is sent and a passive 
interception might involve someone who consistently 
monitors network traffic.  From the interception point of 
view, this process is covert. The last thing a person on 
an intercept mission wants is to be discovered. Intercept 
missions can occur for years without the knowledge of 
the intercept parties. 

D. Brute-force attack: 

It is an attack on cipher text message, wherein the 
attacker attempts to use all possible permutations and 
combinations. This occurs over a long period. To make 
passwords trickier to guess, they should be longer than 
two or three characters, be complex and have password 
lockout policies 

E. Fabrication:  

This is also called as tampering attack: In this attack, a 
third party inserts forged messages into the organization 
network by posing as a valid user. A spiteful node do 
not interrupting or modifying any routing table 
thus the attacker fabricate its own packets and 
transmit it on the network to create anarchy to 
bring down the network. This attack affects the 
confidentiality, authenticity, and integrity of the 
message. 
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F. Maintainability 

It is the ability of the protocol that maintains the 
security of the network after one or some of the 
encryption /decryption algorithm(s) was negotiated for 
any reason. 
Static placement of Message Integrity Check (MIC) 
Keywords:  it is measured as a problem because in this 
the contents of the decrypted message validate by any 
hacker which is combined with the brute force attack 
Since to decrypt the data in wireless networks the brute 
force attack is not a valid attack because the sent data 
has no specific type (like image, text, etc.) The time 
needed to cross comparison the decrypted data with a 
specific type is not valid. Since the MIC is a part of the 
sent encrypted packet. The hacker can decrypt the data 
is decrypted by a hacker using a key and can locate 
where the MIC bits are stored within the decrypted 
packet. The hacker can disengage MIC part from the 
packet and run a MIC on the rest of the packet .The 
hacker compares the obtained MIC from the decryption 
with the intended one, to validate the key used for 
decryption.[1] 

G. Time Factor: 

is a very important factor in which we measure how 
long will it take to brute force a protocol, currently this 
is done by calculating how many permutations are there 
in the encryption/decryption key.[1]  

III. WIRELESS SECURITY PROTOCOLS 

A. Wired Equivalent Privacy (WEP)  

Algorithm issued to protect wireless communication 
from eavesdropping. A secondary function of WEP is to 
avert unauthorized access to a wireless network; WEP 
relies on a secret key that is shared between mobile 
stations (eg. A laptop with a wireless Ethernet card) and 
an access point (i.e. a base station). The secret key is 
used to encrypt packets before they are transmitted, and 
an integrity check is used to ensure that packets are not 
modified in transit.[2]  

a. Weakness 

a) WEP uses the RC4 encryption algorithm, which is 
known as a stream cipher. A stream cipher 
operates by expanding a short key into an infinite 
pseudo-random key stream. The sender XORs the 
key stream with the plaintext to produce cipher 
text. The receiver has a copy of the same key, and 
uses it to generate identical key stream. XORing 
the key stream with the cipher text yields the 
original plaintext. This makes stream ciphers 
susceptible to several attacks.[2] 

b) The standard does not discuss how the shared key 
is established. In fact, most installations use a 
single key that is shared between all mobile 
stations and access points. More complicated key 
management techniques can be used to help 
defend from the attacks we describe. 

c) As WEP uses one algorithm for encryption and 
decryption .if that algorithm is hacked by hacker  
then it will lead to the serious problem in wireless 
networks 

d) MIC problem 

B. Wired Equivalent Privacy 2: 

WEP2 is an extension to Wired Equivalent Privacy 
(WEP), a wireless network security but was found to be 
inherently flawed. . WEP2 extended the IV and key 
values of WEP to 128 bits .it is a developed to fight 
against brute force attacks and IV deficiency. 

a. Weakness: 

a) Wep2 extended only WEP size but it  faced same 
problems as WEP  

C. Wi-Fi Protected Access: 

Wi-Fi Alliance has developed a security protocol Wi-Fi 
Protected Access (WPA) to secure wireless 
networks.[3] WAP was developed   in response to 
serious weaknesses had found in the previous 
system, WEP (Wired Equivalent Privacy). The WPA 
protocol implements most of the IEEE 802.11i standard. 
WPA introduced the Temporal Key Integrity 
Protocol (TKIP), TKIP is a per-packet key 128 bit key, 
and it is dynamically generated for each packet and thus 
removes weaknesses of the WEP. RC4 stream cipher, 
with a 128-bit key and a 48-bit initialization vector (IV) 
all three are concatenated in WPA. 
In WPA payload integrity check is improved by using 
MAC (message authentication code) also known as 
MIC (message integrity check)[4] 

a. Weakness: 

a) Same as WEP, these are also not maintainable 
as WEP 

b) MIC problem 

D. Wi-Fi Protected Access 2: 

As the name suggests, WPA2 is a second, newer version 
of Wireless Protected Access (WPA) security and 
access control technology for Wi-Fi wireless 
networking.WPA2 is changes to the original IEEE 
802.11. It is designed to improve the security of Wi-Fi 
connections by requiring use of stronger 
wireless encryption than what WPA requires. 
Specifically, WPA2 does not allow use of an algorithm 
called TKIP (Temporal Key Integrity Protocol) that has 
known security holes .WPA2 is strong security protocol 
then WPA.  It introduces  CCMP, a new AES-based  
strong security encryption mode  WPA2 certification is 
compulsory  for all new devices to have  Wi-Fi 
trademark. CCMP is more secured MIC (message 
authentication code used in WAP). WPA2 networks are 
also known as RSN (Robust Security Network).[2] 
More explanation of WPA2 and it’s capability found in 
[4],[5],[6] . 

a. Weakness: 

a) WPA2 is not maintainable. 
b) MIC problem. 

IV. PROPOSED MECHANISMS 

In this section, the proposed mechanism is described. 
The proposed mechanism is called Multiple Packet 
System (MPS).This system uses any one combination 
of five encryption/decryption algorithms RC4, 
Blowfish, IDEA, AES and RSA. MPS uses 256 packets 
in which one combination (excluding combination of 
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same algorithms) of the five algorithms is inserted 
randomly as shown in figure 1, where a 4-bit 
distinguish between the combinations of five algorithms 
instead of the actual name of the algorithm. Among 4 
bit 2 bit correspond to one algorithm and another 2 bits 
correspond to other algorithm. MPS stores a key list for 
each one of the five algorithms. MPS encrypt each 
message with a different packet algorithm as well as 
different key that means that any hacker needs to go 
through 15256 possible combinations just to figure out 
the exact formation of the slots even before he starts to 
consider any key attacks (like brute force).        
          

0001 0010 ………………… 0011 

    Packet 0                                                           255                                                                                                          

Figure 1. Packet System 

Where  
    “0001” is RC4+AES, 
  “0010” is RC4+Blowfish 
 …………………………………………… 
 ……………………………………………. 
               “0011” is RC4+RSA   
MPS header consists of three parts. The first part is the 
key selector (KS), second part is packet selector (PS) 
and the third part is the MIC shuffle selector (MICSS) 
as shown in figure 2.message authentication code (also 
known as MAC, but The first part is 48-bit long to 
select between 248 keys. the second part is 8bit long to 
select between the 256 slots that contain all the possible 
combinations of algorithms used for 
encryption/decryption. The third part is 8bit long to 
select between 256 shuffle tables. shuffle tables are 
generally used for shuffling or shamble the MIC  bits 
with the original message .so that it can't be used as a 
lead in any king of attack as it was explained in section 
2 (static placement of the MIC bits). 
 

      Message MIC 

Payload 
     S PS MICSS Payload after 

shuffling MIC 

Calculated payload and headers 

Figure 2. MPS Headers and Payload 

A. MPS (Multiple Packet System) procedure:  

MPS uses a different configuration file for each user; 
MPS is going to operate on the Application layer, 
because as it was mentioned in the MIC problem the 
headers in each layer used as a lead combined with the 
brute force attack. The access point (AP) will contain 
all the configuration files for all the users and it will 
handle the decryption and the re-encryption of the 
transferred messages from one user configuration file to 
another. AP will act more like a conversion server.  

a. Sending segment: 

List of keys are assigned to each algorithm inside the 
slot.MIC is generated for the message and one of the 
shuffle column is chosen. The generated MIC is then 
shuffled with chosen column inside the message starting 
from the first bit until the last bit in MIC. The encrypter 
will encrypt the new payload with assigned combination 

of algorithms for each slot that it was chosen using the 
chosen key. Each time the key is used it is marked from 
the list so that it would not be used by other slot. The 
node will concatenate SS, KS and MICSS as a header to 
message and then send the message. The packet, key 
and shuffle data can be used methodically which means 
MPS will use first packet and the first pointed keys 
from the key list of both algorithms.  

Column1  ……………… Column  N 

        0 1 ………………    8 

       1 2 ………………    5 

   …
 

…….. … … …
 

… . 

       N 55 .........................   57 

Figure 3.Number of bits in MIC 

 
Figure 4 shuffling mechanism 

b. Receiving   segment: 

PS, KS and MICSS is separated by receiver from the 
message.PS is used to identify the algorithm which is 
used to decrypt the message.The receiver decrypt the 
message by using assigned key lists of these algorithms 
and KS data. MICSS is used to get the shuffling column 
from the shuffled table.MIC for each message generated 
whether receiver and is compared with the received one 
to ensure the integrity of the message. 

c. Access Point and Control messages: 

AP(access point) acts as a conversion server. It has right 
to issue a refresh of configuration files for all users. For 
handling the conversion AP must have good processing 
power.MPS reissue control packets which is send by the 
user to AP,which is then delivered to the MPS control 
server.The MPS control server issue the new files and 
send them to AP.Copies of these files are kept by AP 
and send it to user.The configurations files are again 
received by the user and issue a control packet to AP so 
the old files are replaced with the new versions and 
reset all the counters.           

V. CONCLUSION 

The proposed mechanism can contradict most of 
vulnerabilities which was found in wireless network. By 
using the combination of five algorithms for encryption 
and decryption it’s very difficult for intruder to identify 
the exact packet configuration, key lists and shuffling 
tables for each user in the network. The mechanism not 
only depends upon the permutation of the key list but 
also packets and shuffling tables. The static placement 
problem of MIC has been solved by MPS by using 
shuffle mechanism. The four combinations of 
algorithms have been used in each slot of MPS. If one 
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algorithm is found to be broken by any intruder the 
other one still remains in that packet so increases 
bandwidth but still provides better security as well with 
no losses in strength.  
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