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Abstract: Steganography is the science and art of embedding secret messages in innocuous looking carriers in such a way that it does not draw
the attention of anyone other than the sender and the targeted recipient, thus a method for secret and invisible communication which provides
security through obscurity. Its main purpose is to hide the occurrence of communication over a public channel. Steganography has been used
since ancient times and has grown exponentially in the recent past because of the improvements in computing power. Earlier, steganography was
implemented using some physical medium i.e. some tangible objects but now a days, it is implemented electronically by using several other
intangible objects i.e. data can be hidden using any type of media, be it image in bmp, jpeg, gif format or some music file, video clip, text file,
SMS etc. In this paper, different types of techniques used to hide data have been discussed with major focus on image based modern stegano-

graphic techniques.
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I. INTRODUCTION

Steganography is a process or technique that enables a
user to transmit some secret data over a communication
media after embedding it behind some cover. Unlike wa-
termarking and cryptography, the main focus in stegano-
graphy revolves around concealing the existence of any
secret communication taking place.

A. Steganography Vs. Cryptography:

The basic purpose of both the steganography and cryp-
tography is same i.e. to ensure secret communication.
However, steganography is not the same as cryptography.
Basic differences between the two are:

a. Steganography is hidden writing. In steganography,
only the sender and the receiver know the existence of
the message. Although the message is there, but no-
body else notices it. However, once noticed, it can be
read and manipulated. On the other hand, cryptogra-
phy is secret writing, anyone can see the message, but
no one can read it. This is because its letters have been
re-arranged, or substituted by different letters, accord-
ing to some scheme that only the sender and receiver
know.

b.  Steganography uses methods that would hide both the
message and save the contents while Cryptographic
methods protect the contents of a file.

A combination of steganography and cryptography can
provide improved communication security.

Let us consider the example of a ring. To hide the ring
in a house to save it from theft, one can place it in a safe
and then lock it using a key. This is cryptography. Howev-
er, if the ring is placed behind a common object i.e. book or
anything, the thief can’t probably think that the ring is hid-
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den at such obvious place. This is steganography. Placing
the ring in locker and then hiding the locker behind the wall
is steganography in combination with cryptography.

B. Steganography vs. Digital Watermarking:

The process of embedding information into digital doc-
ument in a manner such that the embedded information
may be used to verify the identity or authenticity of the
owner is known as Digital Watermarking, similar to that of
paper bearing watermarks. Relation between Steganogra-
phy and Digital Watermarking can be described as:

c. The main goal of steganography is to hide a message
in cover medium to obtain a new data file, practically
indistinguishable from the cover medium in such a
way that an eavesdropper does not doubt the presence
of message there. Watermarking is to hide a message
in cover medium to obtain a new data file, practically
indistinguishable from the cover medium in such a
way that an eavesdropper can see the message but is
not able to remove or replace its contents.

d. Steganography hides messages in one-to-one commu-
nications and Watermarking hides messages in one-to-
many communications.

e.  Security is not a concern in steganography i.e. pro-
viding protection against removing or modification of
the hidden message is not a major issue. Only data
embedding is the main issue. On the other hand, wa-
termarking methods are robust, in nature, to attempts
to remove or modify the hidden message.

Il. STEGANOGRAPHY IN VARIOUS AGES
Steganography is not a modern technique of data hiding

as it has its roots in the past. Some of the ways used in an-
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cient times to send some secret data have been categorized
under Physical forms of steganography as below:

A. Physical Forms:

Before the evolution of the computer system, messages
were hidden on the tangible or physical objects. Several
data hiding methods, used by different countries, have been
reported in the literature.

Gaspar Schott (1608-1666) wrote the book named as
“Schola Steganographica,” in which the technique to hide
messages in music scores has been discussed. Here, each
letter of the message corresponds to one note [1]. The “‘Ave
Maria’ code, originally proposed by Johannes Trithemius
(1462-1516), is also expanded in this book in forty tables
and each table consists of twenty four entries in four lan-
guages. Each letter was replaced by the word in the corres-
ponding table entry and thus the stego text was prepared. It
has been discovered that these forty tables can be translated
by reducing them modulo 25 and applying reverse alpha-
bets [2]. Another method, used by J.S. Bach, makes use of
music scores to hide data on the basis of the number of oc-
currences of notes [3]. John Wilkins (1614-1672) described
how two musicians can communicate with each other by
playing the instruments of music and also by talking with
the instruments of speech [4]. The art of hiding message in
the geometric drawings using points, ends of lines etc. has
also been covered in [4]. The use of acrostic to hide mes-
sage has been discussed in the book named as “The Code-
breakers,” by David Kahn [5]. This book elaborates how a
monk put his lover’s name in the very first letter of the suc-
cessive chapters of a book. The use of Ciphers for hatching
“The Babington Plot” in March 1586 to assassinate Queen
Elizabeth and put Mary, Queen of Scots, a Catholic, on the
English throne [6] led to the imprisonment and subsequent
execution of Mary.

Besides nonliving objects, human factors also contri-
buted in steganography. In 5" century BC, Histaiacus
shaved the head of a messenger, then wrote the secret mes-
sage on his bald head and waited for hair to grow back to
send the messenger to the other party [7]. To retrieve mes-
sage, his hairs were shaved again. Obviously, this method
was very time consuming. Hand positions can also be used
to form some sequence of the message e.g. during Viet-
Namm war, the captured crew members of the U.S. armed
forces used hand positions during photos to be guessed by
the media [8]. Several steganographic techniques had been
used during World War I1. Nazis developed microdots, the
microfilm chips created at high magnification and usually
of the size of periods, which could contain large informa-
tion [9]. In another method, a security protocol was devel-
oped by ancient China in which the sender and the receiver
had same paper mask having a number of holes at random
locations. The sender could write the secret message into
the holes by placing his mask over a paper, remove the
mask and compose a cover message.

The receiver could get the secret message by placing his
mask over the letter received. Cardano Grill [10], a device
invented by Girolama Cardano (1501-1576), was used to
retrieve data. The grill is to be placed on received printed
text and the intended message is observed. Other such
techniques may be overwriting printed texts or pin puntures
in texts. The above method seems to be reinvented by a
British Bank which evolved the system that its customers
conceal the personal identification number (PIN) used with
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their ATM card but poor implementation weakened the
system [11]. There were various methods that helped slaves
to aid in their escape. One such method was using various
patterns in quilts, commonly hung from windowsills to dry.
One such quilt pattern could be a sailboat symbol which
signifies that either a water body was nearby or boats were
available to escape [12].

Figure 1: Sailboat Quilt Code [12]

Writing on the wood beneath a tablet and then covering
it with wax, was the method used by Demeratus [6], a
Greek at the Persian court. In the technique invented by
Aeneas, data was hidden by making holes either above or
below the letters in the cover text. These small holes were
hidden by contrasting between black letters and white pa-
pers. This technique was in use in 17" century and later on,
Wilkins improved it by using invisible ink to print very
small dots instead of making holes [4]. German spies also
used this technique during world wars [5]. Invisible ink,
made up of organic substances i.e. milk or salt armoniack
dissolved in water and developed heat which helped in ste-
ganography, but this technology did not succeed because of
the invention of “universal developers”. These could de-
termine the parts of paper being wetted from the effects on
the surface of fibers [5]. Other common techniques of data
hiding include letters hidden in messengers' soles, women's
ear-rings, notes carried by pigeons etc.

B. Steganography in Modern/Present Form:

In the modern era, computer system has become back-
bone of all the great work. The use of computer system has
left a good impact on steganography as well. The reason is
that many cover media such as images, audio, video, text
etc can be used and manipulated digitally to perform stega-
nography. Moreover, a natural cover medium for stegano-
graphy - the human DNA strand itself — has been unearthed
by science.

A steganographic system consists of two components:
Encoder and Decoder.

a) Encoder: The encoder is the main component of the
steganographic system. The “secret message” can be
defined as the data that is required to remain
confidential. The “cover” is the medium in which the
message is embedded and which serves to hide the
presence of the message. The “stego-image” (when an
image is used as cover) carries the secret message
embeded within itself by using an algorithm (“Secret
Key”). The encoder embeds the secret message
beneath cover medium. Encoder is programmed on
the basis of some data hiding algorithms. The data is
hidden at the redundant places of the cover file e.g. an
image as the changes made in such regions are not
easily detectable. Fig.2 describes the basic operation
of an encoder.
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Figure.2: Basic Functioning of an Encoder

The secret key tells the locations of the regions of the
cover image that have been replaced with the secret mes-
sage. This key is used at extraction stage. The size of the
hidden message must be less than or equal to the size of
redundant data available for encoding otherwise the encod-
er would not be able to hide all the data.

b) Decoder: The function of decoder is opposite to that
of the encoder. It takes a stego file, makes use of a
secret shared key and on the basis of certain
algorithms extracts secret data. In case of image
steganography, the exact replica of original hidden
image can’t be reproduced. Fig.3 represents the basic
functioning of a decoder.

Stemo-imaps w1

. ol Seorst Mlezmes

Figure.3: Basic Functioning of a Decoder

I11. IMAGE STEGANOGRAPHY

Image Steganography is the most popular type of stega-
nography. The scope of image steganography is large be-
cause of the various image formats available such as BMP,
JPEG, PNG, GIF etc. The user can opt from one of these
image formats as required. Different steganographic tech-
niques have been developed on the basis of these different
image formats. Before discussing these techniques, let us
discuss about image and available formats in brief.

A. Image:

In general, a digital image is an arrangement of small
dots known as pixels (picture elements), each having dif-
ferent light intensity [13]. The bit depth is the number of
bits in a pixel. The smallest bit depth for colour images is
8, which means 8 bits are used to describe the color of each
pixel [14]. Thus, 8-bit depth color and grayscale images
can display 256 (i.e. 2°" %™} different colors or shades of
grey respectively. A 24-bit color image can display upto
16,777,216 (2**) discrete combinations of Red, Green and
Blue values. These images use RGB color model which is
also known as true color model. Here, every 8-bits of 24
bits represent one of the three color components i.e. red,
green and blue.

B. Digital Image Formats:

a. GIF:

GIF, short for Graphics Interchange Format is a bitmap
image format, introduced in late eighties which has come
into widespread usage for webpages. The GIF format sup-
ports up to 8-bits per pixel, thus allowing a single image to
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reference a palette of up to 256 distinct colors, chosen from
the 24-bit RGB color space.

b. BMP:

This image format is also known as bitmap image file
format common for MS Windows. The BMP images are
large in size and their quality varies from medium to high.

c. JPEG:

The term "JPEG" is an abbreviation for the Joint Pho-
tographic Experts Group. JPEG is a commonly used file
format of lossy compression for digital image. This is the
most widely used image format for photographic images.
JPEG images are of high quality and small in size.

C. Basic Techniques of Steganography:

Image Steganography techniques can be divided into
three categories which are described as follows:
a. Least significant bit method [15]: These methods
hide the most significant bits of secret message in the least
significant bits of the carrier (cover) image. This method is
also known as LSB method. Example: consider three pixels
of 24 bit image with bit values as:
01010110 11001010 10101000
00011010 11010101 01010011
10101110 01011110 11011000
These are the pixel values of the cover image. Now
suppose we want to hide secret message 01010100 in these
bits. Starting from the most significant bit of the secret
message, we embed each of these bits in the LSB of the
cover medium. This results in the pattern:
01010110 11001011 10101000
00011011 11010100 01010011
10101110 01011110 11011000
Here, the highlighted bits are the changed ones. Though
this technique is very simple, it suffers from certain limita-
tions. Embedding secret data requires large cover images
and if the secret message is compressed using a lossy algo-
rithm, then at the extraction stage, the extracted message
may not be the correct one.
b. Masking and Filtering: Here the data is embed-
ded by changing the intensity of pixels of the image. The
luminance properties of the image are varied so that human
eye is not able to notice any change. This method is more
robust than LSB in many ways like compression, cropping
and various image processing as it only uses the visual as-
pects of the cover image. Moreover, as data is hidden in the
visible parts of the cover image instead of noisy regions, it
is better than LSB in lossy compression algorithms.
c. Transformations: the message is hidden behind
the cover image by modulating coefficients in transfer do-
main such as DCT, DFT or wavelet transform.

D. Various Data Embedding Techniques based on
Transformations:

a. Jsteg [16]:

This algorithm was developed by Derek Upham. It is
resistant against the visual attacks [17]. Moreover, it offers
a very good capacity for steganographic messages (e. g.
12.8% of the steganogram’s size). After quantization, this
algorithm skips all coefficients of value 0 or 1 and replaces
the LSB’s of the rest of the frequency coefficients by the
secret message [16].
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Andreas Westfeld and Andreas Pfitzmann noticed that
changing the LSBs sequentially results in distortion due to
which a steganalyst can easily doubt on the occurrence of
some hidden message[17]. They also observed that embed-
ding high entropy data can cause a visible change in the
histogram of the color frequencies.

b. F3:

Contrary to Jsteg, F3 makes use of coefficients having
value 1. It decrements the coefficient’s absolute values if
their LSB does not match—except coefficients having val-
ue 0, because the absolute value can’t be decremented in
this case. That’s why zero coefficients are not used stega-
nographically. After embedding, the LSB of non-zero coef-
ficients match the secret message, but bits have not been
overwritten, as Chi-square test can easily detect all such
changes [17].

Main flaw in F3 technique is that several embedded bits
become victim to shrinkage which occurs when F3 decre-
ments the absolute values of 1 and —1 resulting in a 0. Dis-
tinguishing a zero coefficient, which is logically unused,
from a O produced by shrinkage becomes impossible for
the receiver. Thus all the zero coefficients are skipped. So,
the sender embeds the affected bit again and again as he
notices when he produces a zero.

Shrinkage arises only when we embed a zero bit. The
repetition of zero bits shifts the originally equalized ratio of
steganographic values in favor of the steganographically
produced 0s.

F3 algorithm produces a good number of even coeffi-
cients as steganographic zeroes. Hence, this process pro-
duces more even coefficients than odd.

c. F4:

F4 algorithm eliminates the shortcomings of F3 by
mapping negative coefficients to the inverted steganograph-
ic values i.e. even negative coefficients represent a one
(steganographically produced), odd negative a zero, even
positive represent a zero (same as with Jsteg and F3), and
odd positive a one.

d. F5[18]:

F5 algorithm selects DCT coefficients randomly to
embed secret data bits. Thereafter, it applies matrix embed-
din, due to which the changes needed on the cover image to
embed secret bits get reduced.

a) Embedding procedure:

The RGB values of the cover image are obtained.
The quantization table is prepared using a quality ratio
g, the image is compressed and we obtain quantized
DCT coefficients.
The embedding capacity,say C, of the cover image is
computed using the formula
C:hDCT-hDCT/64-h(0)-h(1)+0.49h(1)
Where hper is the number of all DCT coeffecients.
h(0) is the number of AC coefficients with value zero.
h(1) is the number of AC coefficients with value one.

For the security purposes, user is required to enter a
password on the basis of which random bits of the
cover image are chosen to embed secret data.
Moreover, on the basis of the password, a seed is
generated that serves as the initial point to generate
the pseudo-random bit stream. This bit stream is
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further XOR-ed with the message bit to make it
random.

The k bits of the message are embedded into 2*-1
coefficients randomly. If the hash of the coefficients
does not match with the secret bits, then one of the
coefficients is decremented by one. After decrement,
if the coefficient becomes zero, shrinkage occurs, due
to which the same secret bits will be embedded in the
next 2-1 coefficients.
This algorithm is not traceable by chi-square test as no
bit is being replaced here.
To embed two bits say p, g in three modifiable bit plac-
es m1, m2, m3 changing one place at most, these four cases
arise:

p =ml1l XOR m3, g=m2 XOR m3 change noth-
ing

p =ml1l XOR m3, g =m2 XOR m3 change m1

p =ml XOR m3, g=m2 XOR m3 change m2

p =ml XOR m3, q=m2 XOR m3 change m3.

e. DCT coefficient selection method [19]:

Here the secret data is embedded in jpeg image on the
basis of quantization error table, i.e. QET.

a) Embedding Procedure:

Select the coefficients that turn out to be zero after
quantization step.

(a). Dequantize these coefficients and let these be f(i,)),
where (i,j) represents the jth element of ith row of the
quantization matrix.

(b). QET is used to find the number of bits that can be
embedded into the selected coefficient. For this,
following formula is used :

N(ij)= Logz(QET(i,j) +1)

Let m be the secret data to embed and E(i,j) be the
quantized DCT matrix after embedding. The secret data is
embedded using the formula:

E@i,j)=f(,j) +m ifQET(,j)>0

or

E(ij)=f(j)-m IifQET(,)) <0  ---- )

Where 0<=m<=|QET(i,j)|

The embedded DCT block is coded using some com-
pression method i.e. run-length encoding of Huffman algo-
rithm.

The most important step is to change the entries in the
quantization table corresponding to the selected DCT coef-
ficients by 1. It is done to avoid significant distortion in the
image that will be reconstructed in extraction process.

b) Extraction procedure:

The quantization matrix is searched to check the coeffi-
cients having value equal to 1 because these are the places
where secret message is embedded.

a) After original jpeg image is compressed using
quantization factors say 1,02 DCT block is
dequantized and the QET is made.Now, we have E(i,j)
and f(i,j).

b) Putting these in equation (1) gives the value of m.
Such values are collected to form the whole message
string.
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f. Random number method [20]:

Here random numbers are used to generate the positions
in the cover image to embed secret message. Random
numbers can be generated using any of the following
methods:

a) Type | Method: To get the location of the byte where
data is to be embeded next, following general
congruential method may be used.

Xi+1=(ag Xi + X2 *....+ @Xin+ +C) (MOd M)

Where m, n, a, ¢ and x are non-negative integers. X; is
the previous random number and x; +1 is the place where
bit of secret message is to be placed next.

The numbers generated by this method are between 0
and m-1. e.g. consider that we have three adjacent pixels
with the following RGB encoding:

10010101 00001101 11001001
10010110 00001111 11001010
10011111 00010000 11001011
Now suppose we want to hide the data : 1011.
Random number generator used for hiding data is:
Xi+1 =ax; + ¢ (mod m)
Using above formula with values x;=a=c=7and m =3
X1=(7*1+7)mod 3 X4 =(7*1+7)mod 3

= 14%3 = 56%3
=2 =2

X2 = (7%2 + 7) mod 3 X5= (7%2 + 7) mod 3
= 21%3 = 21%3
=0 =0

X3 = (7*0 +7) mod 3 X6 = (7*0 +7) mod 3
= 7%3 = 7%3
=1 =1

The repeated pattern of 2,0,1,2,0,1,..... is generated
which means the message can be embedded at 2™, 0" and
1* positions of the given binary string. The result is given
as:

10010101 00001101 11001001
10010110 00001111 11001011
10011111 00010000 11001011

Bold bits represent the hidden data and underlined bit
represents modified bits.

b) Type Il methods: Here, we combine two or more
Type | methods and in addition, there is a control
procedure used to control the sequence of these
methods randomly. The output sequence of previous
method is considered to determine the randomness.

c) Type Il Methods: Here, message to be hidden is
first encrypted using different encryption algorithms.
Then the hidden message is embedded into the cover
image through type Il method. Encryption key is
either randomized or user specific.

Encrypted Secret message Type |l hethod

|

Stego-lmage

Figure.4: Basic Concept of Type 111 method

d) Type IV methods: Here, one set of type Il method is
considered as a block and many such different blocks
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are combined in parallel, in series or as a combination
of the both i.e. hybrid :

a. Parallel combination: cover image and hidden im-
age are divided into the blocks and these blocks of
cover image are used to hide the blocks of hidden
image. It is suitable for larger images. The data is
distributed randomly on the cover image.

b. Series combination: this method is suitable for small
sized images. Here, three types of images are to be
used: used-cover image, intermediate cover image
and hidden image. Secret data is hidden into inter-
mediate image which is further hidden into the cov-
er image to generate the final stego image.

c. Hybrid combination: here, the above two methods
are combined to hide the data.

g. SSLDC [21]:

SSLDC stands for Secured Steganography using LSB,
DCT and Compression [21]. This technique uses different
bits of cover image to perform LSB. The procedure is as
below:

a) Apply LSB algorithm on both cover image and hidden
image to generate a stego-image. This is the phase
where this technique differs from other methods. Four
different types of LSB transformations i.e. L1, L2-L5,
L6, L7 have been used here.

i. L1 transformation: here first four MSBs of hidden
image are hidden into last four LSBs of the cover im-
age. It uses only one byte of cover image, so it is a
lossy technique.

ii. L2, L3, L4, L5 transformations: here, two bytes of
cover image are used for embedding. In case of L2
transformation, seven MSBs of the secret image are
embedded in the seven LSB bits of first byte of the
cover image and the last bit of the hidden image is
embedded into the last bit of the second byte of the
cover image. In a similar manner, L3 uses six LSBs
of the first byte and two LSBs of the second byte of
the cover image to hide one byte of the hidden image.
L4 transformation uses five LSBs of the first byte and
three LSBs of the second byte of the cover image to
hide one byte of the hidden image. And so on.

iii. L6 Transformation: here, four bytes of the cover im-
age embed one byte of hidden data. Each byte of cov-
er image replaces its two LSBs with the two MSBs of
the hidden data.

iv. L7 Transformation: here, each LSB of eight bytes of
the cover image is replaced by one bit of hidden data.

b) Then DCT is performed followed by quantization and
run-length coding on the stego-image to get final
stego-image.

c) The reverse procedure is applied on the stego-image
to retrieve the hidden image.

h. BPCS Steganography [22]:

In Bit-Plane Complexity Segmentation (BPCS) Stega-
nography, some specific parts of a cover image, such as
complex or noisy regions, can be used to hide data because
our eyes are not sensitive to detect the slight alterations of
such parts of an image. This fact forms the basis of BPCS
Steganography [22]. Procedure of BPCS Steganography is:
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i.  Segment each bit-plane of the cover image into 8*8
block and distinguish between informative and noi-
sy regions on the basis of some threshold value.

ii. Divide the secret message into set of blocks each
containing eight bytes of secret data.

iii.  Now, the secret file can be simple or complex. If it
is simple, noticeable changes can be felt on the
cover image. To avoid this, secret file should be
converted into the stream of complex blocks and
for this purpose, an operation known as conjuga-
tion is applied to the simple blocks [23]. Next pre-
pare a conjugation map that specifies which blocks
of the secret file are conjugated and this map is al-
so embedded along the secret file as blocks.

iv.  Then replace the noisy regions of the cover file with
the secret data. Record the conjugated blocks in a
conjugation map.

v. Just as the secret data, conjugation map is also em-
bedded in the cover image because it will be useful
in the extraction process.

(a). Determining if a block is complex or not: To determine
if a block has complex patterns, consider a factor named
as black-and-white border complexity measure which is
defined as total length of black and white borders within
a block. If its value exceeds a threshold, it means the
block is a complex one else it is not.

(b). Flaws in BPCS steganography method:

i. It embeds data by replacing complex blocks of cov-
er image with the blocks of the resource file. The
black and white border complexity measure,
though, is a good parameter to determine complex
blocks, but in some cases, it produces false results
such as in chess boards. It may consider the whole
pattern of chess board as complex one and suitable
for embedding.

ii.  The blocks at the boundary of the noisy regions and
informative regions can be considered as complex
ones. If data is embedded in such blocks then the
significant changes can be felt on the cover image.

i. ABCDE method[24]:

A new technique called “A Block Complexity Data
Embedding (ABCDE)”, based on the BPCS method over-
comes these drawbacks and uses two new complexity
measures to differentiate between complex blocks and
simpler ones. These measures are:

a) Run-length irregularity: it is computed on the ba-
sis of black and white pixels distributed in rows
and columns of a block. It prevents the blocks hav-
ing periodical patterns to be chosen for embed-
ding.

b) Border noisiness: it is computed on the basis of
black and white borders distributed along adjacent
rows and columns.

Both these measures can be used simultaneously.

After computing these measures, their values are com-
pared with threshold and if they are larger, then the block is
a complex one. The threshold can be specified separately
for each block.

IV. TEXTUAL STEGANOGRAPHY

Using text documents as a cover medium to perform
steganography is not a new concept. In the 1980s, in Brit-
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ain, to trace press leaks of the cabinet documents, govern-
ment word processors were altered to encode a specific user
identity in the spaces between words by the British Gov-
ernment during the tenure of British Prime Minister Marga-
ret Thatcher. After the leaked documents were recovered
and analyzed, the pattern of spaces were instrumental in
establishing the identity of the leaker [25]. Various me-
thods of text steganography [26] are as under :

A. Line Shifting:

Here, the lines of the text are vertically shifted to some
extent i.e. each line is shifted 1/300 inch up or down and
information is hidden in this space by creating a unique
shape of the text. This method is useful for printed texts.

B. Word Shifting:

Here, the words are shifted horizontally and data is hid-
den in that space. This method can be identified with diffi-
culty as sometimes, to fill a line, distance between words
can be varied in natural way.

Both the above methods suffer from following limita-
tions:

a. The distance can be determined using special distance
assessment instruments and data can be destroyed by
introducing changes.

b.  If the text is retyped or some OCR is used, the hidden
data gets destroyed.

C. Semantic Methods:

The secret data can be sent by replacing some of its
words with their synonyms.

D. Abbreviation:

In this approach, appropriate abbreviations are used cor-
responding to secret text.

E. Feature Coding:

Here, certain characters such as h, p, d etc. are used to
hide data by shortening or elongating their end parts. This
method suffers with the problem of OCR programs and
retyping the text.

F. Open Spaces:

This method adds extra white spaces to the text and
hides information in these spaces. The hidden data can be
destroyed as some text editors automatically delete extra
white-spaces.

G. Persian/Arabic Text Steganography:

There are lots of points in the characters of Per-
sian/Arabic language. Such points can be used to hide data.
This method can also be used in English language in case
of characters i and j.

V. DNABASED STEGANOGRAPHY

The concept of DNA-based steganography is as new as
advances in DNA handling techniques i.e. DNA generation,
DNA sequencing and related DNA-based techniques [27].
Huffman, comma and alternating codes were developed for
DNA based encryption [28]. DNA has exceptionally high
data density which means it can store large amount of data
in it per unit of mass. So, the DNA molecules can fulfill the
high data volume requirement for secured steganography.
DNA was proposed as a medium with ultra high storage
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density for computational purposes [29]. Afterwards, sev-
eral other applications have also been demonstrated [30-
32]. A DNA based information storage method was re-
ported [33] which addresses complete extended ASCII cha-
racter set in terms of DNA sequences, thereby claiming to
represent all kinds of digital information in terms of DNA
sequence. Although DNA is a known and proven medium
of information storage, but there is not much literature
available on its practical use for steganography, the prime
reason being the limitations of DNA technology. The secret
information is encoded in the sequence of the DNA strand
and flanked by the two secret primer target regions. The
encoded DNA strand is hidden amongst a very large
amount of similarly sized background DNA strand. The
receiving party should know the sequence of primers that
binds to the target regions on the message containing DNA
strand to extract the message by selectively amplifying that
DNA molecule through the Polymerse chain reaction
(PCR).

VI. STEGANALYSIS

Steganalysis is the technique to detect the presence of
some secret message behind the suspected cover medium. It
can be said that steganalysis breaks the purpose of stegano-
graphy by detecting the existence of some hidden message
and thereafter destroying it. Steganalysis can be classified
in two ways [34]:

a. Signature Steganalysis
b. Statistical Steganalysis

A. Signature Steganalysis:

The properties of cover file change when some secret
message is embedded behind it. Due to such changes, un-
usual patterns can be detected in the cover file and these
patterns are known as signatures. Signature steganalysis
looks for such patterns to conclude the existence of hidden
message. Though steganography techniques hide content
behind cover file in a way so as to remain un-noticeable to
the human eye, but due to such signatures, user can suspect
some cover file even through naked eyes.

B. Statistical Steganalysis:

Various statistics of the cover file also change when
some data is hidden behind it. Statistical steganalysis in-
volves mathematical computations to detect the presence of
hidden information.

As mathematical observations are more accurate than
visual observations, this method is more powerful than the
signature steganalysis.

VIl. STEGANOGRAPHY AND STEGANALYSIS
TOOLS

Many steganography and steganalysis tools are availa-
ble on Internet for free. Some of these tools are as follows:
A. Ez-stego:

This is an implementation of steganography in java. It
can be downloaded from URL: http://www.stego.com
B. MP3Stego:

It hides secret data behind mp3 files. The data is com-
pressed, encrypted nad then hidden behind the mp3 audio
file. It san be downloaded for free from URL:
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http://www.petitcolas.net/fabien/steganography/mp3ste
go/

C. Quick Stego:

It makes use of image files as cover medium to embed
secret data. It is available at: http://quickcrypto.com/free-
steganography-software.html

D. Virtual Steganographic Laboratory (VSL):

With the help of this software, data can be hidden using
LSB method, with Karhunen-Loeve Transform (KLT) or
with F5 algorithm. Popular resources for steganalysis tools
for cracking various data hiding techniques are available at:
http://stegsecret.sourceforge.net/ and  http://www.sarc-
wv.com/ etc.

VIIl. CONCLUSION

In this article, various aspects of steganography have
been covered. These include ancient and modern stegano-
graphy; various cover media used over time such as physi-
cal, DNA based and digital cover media and varied embed-
ding methods. The main emphasis has been laid upon the
present day steganography i.e. image steganography.

The methods used for steganography have advanced
significantly over the past centuries, especially with the
support of advancements in computing power. Stegano-
graphy is not used very frequently and possibilities are nu-
merous. New techniques to embed messages are being
developed rapidly, existing are getting modified while ways
to detect embedded messages are also advancing.

Steganography is the basis for many digital watermark-
ing techniques, thus, apart from its use for secret or invisi-
ble communication, other important use of steganographic
techniques would be in the field of digital watermarking.
The digital watermarking can provide a way of tracking and
establishing ownership of the digital materials.
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