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Abstract: Data Mining is the way of identifying the hidden patterns from large amount of data. It is commonly used in a marketing, surveillance,
fraud detection and scientific discovery. Intrusion occurs when anyone tries to gain the access of normal user and even exploits attack over the
network. Instruction detection deals with the concept of analyzing all sorts of illegal action towards data. IDS and IPS has equal significance in
research community. Snort is a software tool that is designed to capture the network packets. It performs pre- processing by its own without the
indulgence of security experts. And also it generates alarm if any anomaly packet is found with the help of in-build rules. In this paper snort is
used to detect the attack from (one week data) the network packets. The number of attacks detected by misuse based IDS is compared with the
enhanced IDS approach obtained by combining anomaly and misuse based IDSs and shows that the improved IDS with NETAD performs well
by detecting 133 attacks out of 180 (73%) attacks after training on one week attack free traffic. KDD Cup 99 dataset is taken for the study.
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I. INTRODUCTION

Due to the rapid growth of internet it is very hard to
handle large volumes of data. This in turn results in
unauthorized access, disaster, enabling worms, viruses, etc.
in this situation we need to impose a stream of security
policies such as firewall, encryption, antivirus software, and
etc. obviously ids serves as a defense tool against
attacks/intrusion. It is software/ hardware enables to detect
the user behavior over the network.

A. Intrusion Detection System:

The main task of intrusion detection systems is to protect
a computer system by detecting an attack and possibly
repelling it. Detecting hostile attacks depends on the number
and type of appropriate actions. An Intrusion Detection
System was first coined by Anderson (1980) [1] in a
technical report. Intrusion prevention requires a well-
selected combination of “baiting and trapping” aimed at
both investigations of threats. Diverting the intruder’s
attention from protected resources is another task. Both the
real system and a possible trap system are constantly
monitored. Data generated by intrusion detection systems is
carefully examined which is the main task of each IDS and
detecting possible attacks.

Once an intrusion has been detected, IDS provides an
alert representing administrators about the situation. The next
step is carried out by the administrators or the IDS itself [2].
An IDS is an element of the security policy. Among various
IDS tasks, intruder recognition is one of the fundamental
tasks. It can be useful in the forensic research of incidents
and installing appropriate patches to enable the detection of
future attack attempts targeted on specific persons or
resources. However the number of threats seems to be
increasing continuously. So IDS has become an integral part
of security measures within an organization [3, 4]. Intrusion
detection may sometimes produce false alarms, for example
as a result of malfunctioning network interface or sending
attack description or signatures via email.
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B. IDS Techniques

There are two basic types of IDS namely HIDS [5] and
NIDS. For each of the two types, there are four basic
techniques used to detect intruders: anomaly detection and
misuse detection.

C. Anomaly Detection:

Designed to uncover abnormal patterns of behavior, the
IDS establishes a baseline of normal usage patterns, and
anything that widely deviates from it gets flagged as a
possible intrusion. What is considered to be an anomaly can
vary, but normally, we think as an anomaly any incident that
occurs on frequency greater than or less than two standard
deviations from the statistical norm. It identifies anomalies
as deviations from “normal” behavior and automatically
detects any deviation from it, flagging the latter as suspect.
Thus these techniques identify new types of intrusion as
deviations from normal usage. It is an extremely powerful
and novel tool but a potential drawback is the high false
alarm rate, i.e. previously unseen system behaviors may also
be recognized as anomalies, and hence flagged as potential
intrusions. If a user in the graphics department suddenly
starts accessing accounting programs or compiling code, the
system can properly alert its administrators.

D. Misuse Detection:

Here each instance in a data set is labeled as normal” or
“intrusive” and a learning algorithm is trained over the
labeled data. These techniques are able to automatically
retrain intrusion detection models on different input data
that include new types of attacks. Unlike signature-based
IDS, models of misuse are created automatically and can be
more sophisticated and precise than manually created
signatures. They have high degree of accuracy in detecting
known attacks and their variants. Their disadvantage is that
they cannot detect unknown intrusions and they rely on
signatures extracted by human experts. This method uses
specifically known patterns of unauthorized behavior to
predict and detect subsequent similar attempts. These
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specific patterns are called signatures. Data mining
techniques such as association, classification, clustering and
neural networks have been used in intrusion detection [6, 7].

E. Protecting IDS against attacks:

Once the ids are compromised, the attacker stops the
working of it. To avoid this we can perform the following
methods [8, 9],

a. Do not run the ids itself because through network
server the attack can exploit the system.

b.  If snort is performed in a particular platform then all
the latest security policies must be imposed.

c.  Configure the machine.

d. If we are running snort on a Linux machine then we
must use filter to stop the unusual packets.

e.  Snort can also run in a host without assigning the IP
address by avoiding anybody from accessing it. To
achieve this we need to use two interfaces one with IP
and other without IP address.

Thus, high level of human interaction is needed during
modeling the intrusion detection system. To solve the work
load in preprocessing the snort [10] has been used to
automatically analyze the traffic. Based on this technique, a
hybrid IDS (Snort+NETAD) is developed according to the
environment where it is deployed and validated through
simulation experiments. The new signatures are generated
from anomalies detected by snort based approach. This new
approach automatically simulates NIDS to detect similar
anomalous attacks in future. . Association rule is one among
the widely used method to build IDS [11].

This paper is organized as follows: Section 2 explains
the working of snort. Section 3 provides the information
about the data set used and its features in detail. Sections 4
describe the performance evaluation of various snort based
approach. Section 5 refers to conclusion & future
enhancement.

Il. METHODOLOGY

Here the misuse based and anomaly based approach has
been taken for the study. Comparison is made based on its
performance by analyzing the detection rate of snort of its
own with the anomaly based algorithms. Here Snort requires
frequent revision in order to capture new attacks from
existing. Snort has predefined rules and also we can able to
update any rules in future. Under anomaly based approach,
we have four types of statistical methods like PHAD,
NETAD, ALAD and LERAD respectively [12]. Among
that NETAD is taken for the study. We can see it one by
one,

A. SNORT:

Snort is developed by Martin Roesch, a software
engineer [13, 14] in 1990 attempts to detect attacks occurred
in his computer. It is a fast; rule based and misuse detection
methods written in a specific language. It is possible to
integrate new functionalities within the snort during the time
of compilation. It makes use of text files or tcpdump files to
store the packets. Tcpdump is a kind of tool or program that
is used to capture the various hosts in a network. Snort
consists of the following five components:
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a. Packet Decoder:

Packet decoder captures the packets from different
interfaces that are transmitted over network. Then it sends
for further preprocessing. The interface may be Ethernet,
Point to Point Protocol, SLIP and so on.

b. Pre- Processor:

It is a kind of component or plug-ins added with snort to
sort and arrange the packet information in order to analyze
the severity of the packets. It uses the packet header for
checking anomalies and if any found it generates alerts.

C. Detection Engine:

Detection engine plays the vital role in snort. It performs
the detection with the help of the rule specified within the
snort. First, it applies the rule on the database and finds if
any anomalies have been occur. If not, it keeps as such
otherwise it includes appropriate rule for the anomaly
packets to make the administrator to handle the situation.

d. Logging & Alerting System:

All logs are placed in a text files (tcpdump files). While
packets passed over the network it has been automatically
stored in the log files by default. We can even change the
location of log files and alerts. Depending upon the work of
detection engine with the packets, alerts will be generated.

e. Output modules:

Output plug-ins saves the output generated by logging
and alerting system of snort. It controls the alarm produced
by preprocessor, detection engine and logging & alerting
system.
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Pre-Processor

Detection
Engine
(Attack)

Drop Packets

Connection

Logs
— '| Output Alerts
Logging and Alerting
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Figure 1 Architecture of SNORT

An illustration of snort rule structure is shown in the fig
2. The first field relates to the action field which may be
alert, activate, log and so on. When the values matches, then
the action are taken as response (alert). Alert specifies that
the match is found. The next field handles the protocol such
as tcp, udp and icmp. The protocol in this example is http.
Fourth one holds the source address as ip address and port
number. Any any implies that the packets come from any ip
address and tcp port.
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“Alert tcp any any ->[a.b.0.0/06, c.d.e.0/14] 90 (msg:"ATTACKS
conf/httpd.conf attempt"; nocase; sid: 1384; flow: to_Server,

established; content:"conf/httpd.conf"; [...])”

Figure 2 Snort Rule Structure

B. Network Traffic Anomaly Detector (NETAD):

Network Traffic Anomaly Detector is the second kind of
anomaly based approach. It works as that of PHAD the only
difference is that, it posses two phases. First, to filter the
incoming traffic sequence is filtered to differentiate the
beginning of sequence. Second is the modeling phase. The
filtering phase models the traffic from 98 to 99%. Then the
remaining packet enters the modeling phase. The second
phase models 5 types of packets [15] such as,

All IP packets
All TCP packets (if protocol= TCP (6))
TCP SYN (if TCP and flags =SYN (2))
TCP data (if TCP and flags = ACK (16))
TCP data for port number between 0 and 255 (if TCP
and ACK and DP1 (high order bit of destination port)
:0)
Anomaly score is calculated using
tn, (1-r/256)/r+tin(ni+r/W) 1)

Where, n, is the number of normal packets from where

the last anomaly found.256 is the constant coefficient value

Poo0 oo

IV. DATASET DESCRIPTION

Both the combination of real time traffic from LAN
network and KDD cup are chosen in this study. KDD cup 99
dataset [16] has been used to analyze the network intrusion
detection and it is developed by Stolfo et al based upon
DARPA dataset from MIT Lincoln Laboratory as an
evaluation benchmark. The dataset involves approximately 4
million connection records with 41 related features & 21
attack types. All different attacks fall into 4 major categories
as dos, probe, u2r and r2l attacks labeled as attack and
normal type. The attack free data from the kdd cup and LAN
network are taken as training set and one week attack data
from kdd cup as testing set. Attacks can be described as
A. Dos Attack- It is a kind of attack where the attacker

makes processing time of the resources and memory
busy so as to avoid legitimate user from accessing
those resources.

B. U2R Attack- Here the attacker sniffs the password or
makes some kind of attack to access the particular host
in a network as a legitimate user. They can even
promote some vulnerability to gain the root access of
the system.

C. R2L Attack- Here the attacker sends a message to the
host in a network over remote system and makes some
vulnerability.

D. Probe Attack- Attacker will scan the network to gather
information and would make some violation in future.

Table 1 Name Of The Attacks Classified Under 4 Groups

Denial of Service Back, land, neptune, pod, smurf, teardrop

Probes Satan, ipsweep, nmap, port sweep

Remote to Local ftp_write, , imap, guess_passwd phf, spy,
warezclient, multihop, warezmaster

buffer_overflow, load module, Perl, root kit

User to Root
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V. EXPERIMENTAL RESULTS

Hybrid IDS is developed to overcome the human
interaction towards preprocessing. Most of the evaluation on
intrusion detection is based on proprietary data and results
are not reproducible. To solve this problem, KDD cup 99
[17] dataset has been used. Lack of public data availability
is one of the major issues during evaluation of intrusion
detection system. Totally out of 500 instances, 320 instances
involved in training phase and remaining 180 instances are
taken for testing phase. Analysis is done based on
performance of Snort and performance of Snort + NETAD.
Fig 3 specifies the data stored within the snort before pre
processing (Captured packet over network). Fig 4 shows the
data after pre processing which has been arranged in a
manner as time of packets that are captured, source IP and
destination addresses, etc.
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Figure 4 After Pre-Processing the data is stored in text files (time, status,
Source IP address, Destination IP Address and so on)
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Snort is tested on real time traffic and simulated dataset
(one week data including attack) and attacks detected are
listed day by day. The files have been downloaded from [30]
and LAN network. Attack detected on daily order is shown
in the below figure 5. Snort has detected 77 attacks out of
180 attacks without adding any anomaly based approaches.
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Figure 5 Attacks detected by Snort on a daily basis
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Figure 6 Anomaly score calculated for each packet
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Figure 7 Attacks detected by Snort +NETAD on a daily basis
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Above fig 6 represents the anomaly score that are
calculated for Snort+NETAD implementation. In case of
NETAD, anomaly score is calculated for each packet that is
stored within snort. If the anomaly score is less than those
data can be label as less severe. Data with high score is
taken as attack one. Fig 7 shows the graphical representation
of Snort +NETAD on their own and results in improved
intrusion detection system. After adding Snort+NETAD, the
ids perform better while compared with other Snort based
IDS method. The number of attacks detected by
Snort+NETAD increased from 77 to 133 in Snort+ NETAD
version of the IDS. Instead of using Snort alone it is
advisable to include the statistical algorithm along with
Snort improves the accuracy level by means of detection
rate.

VI. CONCLUSION & FUTURE SCOPE

In this paper, the open source snort tool has been used to
detect the network attacks. Based on the application the
vulnerability level varies but it cannot be solved with the
help of rules. But it can be done in network security. Snort
detects attacks at application layer in case of transformation
of packets. It provides temporary solution for identifying
malicious packets and useful in many organization. The
misuse and anomaly algorithm is combined to obtain the
strength of both and thereby achieving an improved
intrusion detection system. It has been proven by the above
result that Snort +NETAD detects 133 attacks from 180
attacks (73%).

In future, various statistical methods can be combined
with snort for better performance.
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