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Abstract : Privacy is a complex and multi-faceted notion, both from social and legal point of view which is interpreted in different ways among
different times, cultures and individual perception. Here in this paper we propose agents based mechanism to make the mobile computing more
popular and safer than before in order to give technological advancement to the users. The transaction of personal data over the internet and for
other services without any notification to the user is a huge compromise with privacy of the person in concern. The Location Based Services
over mobile phones often try to access personal information of the user for their database and thus provide services which are of user’s interest.
The LBS Server is more prone to attack from unauthorized people and therefore the databases including the personal information about the
customers are also equally threatened. This personal data can be easily used to figure out information about the user which he/she does not
intend to disclose. Hence implementing a Privacy Agent in order to make Pervasive Computing more safe and secure so that users can easily

rely on the mobile phones for any kind of transaction whether financial or personal data.
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I. INTRODUCTION

The latest information technologies like pervasive
computing in which the privacy of the user is at utter risk as
the data regarding the user is used without taking his
consent. Privacy is a complex and multi-faceted notion, both
from social and legal point of view. Privacy is interpreted in
different ways among different times, cultures and
individual perception. Despite of strong legal protections,
many citizens feel that technologies — especially information
technologies — have invaded so many aspects of their lives
that they no longer have suitable guarantees about their
privacy. This all has lead to two kinds of attitudes, most
people think that privacy is the price they have to pay for the
new facilities while others people oppose to pay this price in
return of inessential services or facilities and compromise
one of their fundamental rights.

A reassessment of all the legal documents and necessary
papers of the people being send and received should be a
multidisciplinary endeavour because privacy can neither be
apprehended nor guaranteed by exclusively legal, social or
technical approaches, in particular in the context of the fast
development of new information technologies [3].

An explicit concern with the subject of the data being
dealt with has to be considered as it is a cornerstone most
data protection regulations. A personal data may be
processed only if the data subject has unambiguously given
his consent. And so the controller must provide sufficient
information about the data subject to the user, including
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“‘the purposes of the processing for which the data are
intended’’. But after all this many aspects of new
information technologies render privacy protection — and
especially informed consent — difficult to put into practice.
Data communication over internet is now taking place
without any notification to user or to the person to whom so
ever this information may concern and this is going to get
worse with the invention of technologies in the form of
“pervasive computing” and “ambient intelligence”[2]. These
expressions refer to environments where individuals are
surrounded by small devices with capabilities for collecting
and communicating data, computing and reasoning. Such
devices include sensors, actuators, mobile phones,
communicating personal digital assistants (PDAs), etc. They
communicate through various wireless protocols such as
Bluetooth, Wi-Fi, WLAN, GPRS, etc. This paper discusses
the legal aspects of the privacy issues in such scenarios and
proposes to deal with the automated technologies like
pervasive computing in automated ways like using the so
called privacy agents.

II. ISSUES RELATED TO PRIVACY

The first and the foremost issue we are dealing with are
the protection and privacy of the user. The transaction of
personal data over the internet and for other services without
any notification to the user is a huge compromise with
privacy of the person in concern. The Location Based
Services over mobile phones often try to access personal
information of the user for their database and provide
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services which are of user’s interest. The LBS Server is
more prone to attack from unauthorized people and
therefore the databases including the personal information
about the customers are also equally prone to the attack [7].
These personal data can be easily used to figure out
information about the user which he/she does not intend to
disclose.

In order to save the privacy rights from being
jeopardized by the highest level of automation provided in
the form of pervasive computing a notion called “Privacy
Agent” is coined, a dedicated software which would act as a
“‘surrogate’” of the subject and automatically manage on his
behalf his personal data. The role of the Privacy Agent
includes the decisions to refuse or accept to disclose
personal data of the subject depending on the current context
and the information provided by the entity requesting the
data.

Further, and more importantly, the issues regarding the
deployment of privacy agents are discussed because as the
agent is a piece of software its liability in case of failure of
any sort and its capabilities need to be discussed both in
legal and architectural terms so that proper laws and
architecture for deployment be framed. The nature of
consent in legal terms has been discussed and the two views
i.e. unilateral and contractual. In the contractual view the
consent is regarded as an agreement between at least two
entities like some contract whereas in the unilateral view
consent is regarded completely as an individual's will or
freedom to decide whether he wishes to give or share the
information or not.

The paper supports the later view of consent and the
European data protection laws that are actually being used
there are quoted as an argument in support of the unilateral
view of consent [2]. The features of consent as per the
Directive 95/46/EC have been defined."Freely given" is the
feature that ensures that the data or information is being
taken from the subject unsolicitly and he is not in a situation
of compromise."Specificity" is the feature that at the time of
taking consent from the user the boundaries of usage should
be clearly defined and the information seeker should strictly
adhere to the constraints of data usage or he may be liable to
legal action. The "unambiguous and informed" feature says
that the subject should readily be informed regarding the
methods of processing, third partier’s involvement, etc.
Even though the above features are well defined and
implemental but when using privacy agents there can be
exceptional situations like there being a bug in the coding of
the privacy agents that causes privacy breach or incorrect
privacy parameters being supplied by the subject to his
privacy agent. In such situations the consent of the subject
becomes null and the subject has to either stop further
processing of his data or could ask for compensation from
the institution responsible for creating the privacy agent.

Another significant issue is the liability of the Privacy
Agent provider in case of undesired disclosure of personal
data due to the misbehaviour of a Privacy Agent.
Sometimes, unprofessionally Privacy Agent provider may
make some amendments in the software in order to disclose
the private and personal information about the user to some
unauthorized person. Now, this is a liability and has to be
taken care of.

Again, enforcing liability involves both legal and
technical issues: the scope of the liability must be stated
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precisely in the software license agreement of the Privacy
Agent and this agreement must be complemented by
technical measures (such as secure log management) to
make it possible to establish liabilities after the facts. Formal
semantics can also play an instrumental role to this respect,
to help defining and establishing liabilities without
ambiguity. The extension of formal methods to the
definition of a software liability framework is studied in the
multidisciplinary project LISE (Liability Issues in Software
Engineering).

III. ARCHITECTURE AND IMPLEMENTATION

The privacy agents have three major parts, the user
interface for taking keywords as the input from the user, the
sendSms part which is used for sending messages and last
part is receives which is used for receiving messages. All
three of these parts should be designs so that they are
completely in agreement with the features and legal
bounding regarding consent defined above. The data
manager used in this is solely responsible for the
management of consent. It is the responsibility of the data
manager to ensure that only the data rendered as disclosable
by the subject should be send or received by the user from
the mobile or seeker and all other data at all other times
should be restrained from disclosure. Before sending any
data the data manager should cross check the sharability of
the data with the choices entered into the system by the
subject through the user interface at an earlier point in time
[6]. After receiving messages the data manager should again
check the data for the keywords given by the user and
prompt the user if the keywords are found so that the
keywords should not go wunnoticed. In case of any
discrepancy the data should be kept as undisclosable and
should not be send as per the user desire. In case the nature
of information that the controller is seeking is not clear to
the privacy agent it should be able to send information
seeking messages to the controller so as to get a more
accurate perception of the nature of the data that the
controller is requesting. Also the data manager can issue a
warning if it finds that the controller is requesting for
information that the subject has defined as undisclosable.

The user interface is a key component because its
usability and flexibility of the user interface that decides the
precision with which the subject can define the constraints
on information sharing. If the user interface is properly
designed there will be very less chance that the privacy
agent doesn’t totally understand the privacy requirements of
the subject and hence provide some information rendered as
sensitive by the subject. Also the user interface should be
able to warn the subject in case of any divergence of
interpretation.

All pervasive computing environments will have three
kind privacy agents installed at the three important objects
involved in the whole process i.e. the subject ,the controller
and the certified authorities that audit the logs created by the
agents installed both at the subject's and the controller's end.

Every transaction through mobile communication is
carried through a particular port. These ports are designated
for specific type of communication such as http communi
cation, stream-based socket communication, datagram-based
socket communication, serial port communication and file
I/O communication. Similarly, for messaging also there is a
designated port which carries out all the communication [8].
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In J2ME, Connection class is responsible for all kinds of
communication, It’s extended classes handle the specific
communication for example http connection etc.

Actually, once a port is used it can never be referred
again for any purpose so under this constraint we have
designed a new messaging instance in which an additional
technique of scanning the message for the unsharable data is
included.

NO PRIVACY

Normal exchange of data
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/
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Figurel. Comparison between peer to peer data transfer in the presence of
privacy agent and in absence of privacy agents.

Data transfer

PRIVACY MAINTAINED

Implementation details

Modulel (Subject Agents):

Subject agents: These are installed on the devices that
are responsible for the data communication between the
subject and the controller like the user's PDA or his mobile.
This agent is responsible for applying the policies defined
by the user using his GUI and thus stop the disclosure of
non-permitted information. These agents allow users to
define their policies using the GUI with the help of a
"restricted natural language" called SIMPL (Simple Privacy
Language).The user can define his choice through wizards
and menus which is automatically converted to SIMPL form
and is displayed which is to be approved by the user before
it can become effective. This provides total flexibility to the
user in terms of defining privacy policy and minimizes the
chances of any discrepancy or misunderstanding [2].
Module 2 (Controller agents):

Controller agents: These are installed on the site of the
controller and they are responsible for ensuring that they
meet all standard rules for protection of privacy of the users
and also avoid misuse of the information collected from the
users.

Module 3(Auditor agents):

Auditor agents: These are run by certified data
protection agencies that check whether the controller agents
are adhering to the policies that the subject agents have
defined. They are like the cross checking police agents and
thus increase and ensure trust in the system.

The implementation in this paper consists of three modules
as stated above. The working of these application is based
on the information provided by the user which he/ she does
not wants to be disclosed to the undesired people. Using
the user interface component of the application we can
easily retrieve this information from the user and store these
keywords in a database. Whenever any information is being
retrieved from the mobile device then this application reads
this information from the port which is being used for
transfer of information and checks for the information that
the subject has defined as disclosable. If the controller
agents find some information subjected to the concern of the
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user then it alerts the user about the transaction taking place
and then with the consent of the user the transaction takes
place. The application supports the various aspects of the
security which are to be considered when dealing with
pervasive computing.

The user interface module of this application has
been already completed. In this all the keywords or the
information which the user desires not to be disclosed are
entered into the text box with comma as a separator. The
application stores these keywords in the database and
searches the incoming and outgoing information for these
keywords. When the application is installed on the device
then only the user enters these keywords and can also add
these keywords as per his convenience later during the use
of this application. The user also has the facility to delete or
update the keywords as his priorities keeps on changing.
Thus making this application total flexible is our primary
concern.

IV.CONCLUSIONS

Before concluding, we would like to emphasize the
need for a pragmatic approach to privacy protection. The
fact of consent makes us familiar to two options which are:

A. Either, we refrain from resorting to Privacy Agents
and stick to the rule that subjects should give their
consent before each single disclosure of personal
data; the likely result will be that, overwhelmed by
repeated requests for consent, individuals will end
up accepting systematically and thus giving up any
privacy protection.

B. Or we accept the risk of delegating our consent to a
Privacy Agent which meets strong legal and
technical requirements, even though we are aware
of the fact that software may contain bugs and the
risk of mistake is not null.

At the end of all what really matters is the choice we make
as the main conclusion is that with appropriate technical and
legal frameworks we can easily implement Privacy Agent
which can efficiently improve the level of privacy and
protection of our rights. Along with the methods and tools
designed by the Computer Science Community, the
emergence certification mechanism can be instrumental in
the development of Privacy Agent and its worldwide
acceptance.

The misbehaviour of Privacy Agent provider in case of
disclosing the undesired data is also a liability. But again
with proper precautions such as mentioning all the liabilities
in the license agreement document of the software these
liabilities can be easily overcome.

V. FUTURE WORKS

Upcoming technologies will surely make mobile devices
most sought for in secure financial transactions. Currently
mobile devices are used for accessing bank accounts only
but possibly cannot take out transaction but this will not be
the future scenario. Pervasive Computing can be made so
secure that financial transaction will not be a dream then.
This work is a step forward to this.
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