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Abstract - The power of computer networks enhances user experience to access distributed resources but places a toll on user security in a
networked environment. Securing networks in corporate settings and on client systems are becoming more complex and definitely require the
provision of more robust methodologies for personal and organizational use. Using the Java programming language and window Packet
capturing APl (Winpcap) we developed a URL capturing tool (acting as a packet sniffer application) that is able to support protocols with
monitoring capability on Networks. Usage monitoring is achieved by capturing packets and extracting vital information from them. The
intention is to provide administrators information on URL trails on a platform that can work in tandem with most network protocols in order to
limit the complexity of packet monitoring and ensure low packet loss rate.
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. INTRODUCTION

Securing networks require the development of security
tools that can analyze traffic, monitor activities, diagnose
and test functionality while making network usage safe for
users. In order for such tools to function, they will need to
obtain data transiting over a network and capture data
attributes while the network is operational. The capture
process is composed of listening on networks and obtaining
transiting frames independently from its source or
destinations. Unfortunately, most network transmission
techniques and communication protocols complicates these
tasks since it is difficult to capture packet from fast
networks at full speed without losing packets [1]. To
overcome these challenges, network systems must be
infused with basic low level features that are inculcated
during the design phase so as to achieve the objective of
scalable network monitoring and control.

A. Capturing Data from Networks:

In order to capture data from a network, two techniques
that can be employed. The first is the use of dedicated
hardware. Dedicated hardware are mostly proprietary
hardware components that work in line with system and
network architecture in order to perform the capturing
process. Its advantage lies in the fact that it is implemented
on the machine and as such it is very fast in performing
these tasks [2]. The overheard of the dedicated hardware
solutions is that it usually experiences difficulties in
deployment since these hardware components cannot be
duplicated or easily moved. They are also less flexible than
software solutions. The second method is to use network
adapters in tandem with software tools to obtain frame
packets from the network. The advantage is that software
solution is cheaper, easier to modify and upgrade. However,
software solutions results into high overhead resulting in
low performance particularly on slow machines. Relying on
the fact that the software solution vyields to easy
modification and upgrade, it is widely adopted on the most
network architectures where the performance of dedicated
hardware is not needed [3].
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B. The Challenge Scenario:

Today’s organization thrives on information that is
exchanged on networks. Since these organizations entrust
vital and sensitive information over a network, it is therefore
necessary to provide efficient security solution that can
assist the monitoring of network activities and provide
network administrators information on  user activities
consisting of time stamps and usage zoning in order to
secure the network from both internal and external attacks.
Internal attack usually results from within the organization
when insiders attempt to access information to which they
have no rights. It could come in the form of employees
attempting to modify content or extracting some information
from existing files. External attacks are usually threats from
outside the organizational perimeters. They may come in the
form of external programs attempting to access the network.
Protection against such attacks can be achieved by use of
firewalls and network monitoring devices that can signal
intrusion activities [4].

Beyond usage in corporate environments, network
access and usage has also increased on the home front.
Society and especially parents are particularly concerned
about how children interact online through the internet.
Measures that provide information on usage patterns and
allows some form of control and monitoring will go a long
way in aiding ethical usage among children and youths and
by so doing keep the internet safe from predators. Since
most violations and attacks are packet based, the
development of packet sniffing tools that can scale on most
protocols to provide information on usage, usage permission
and possible packet modification or manipulations is
warranted.

This can be achieved by capturing all the Uniform
Resource Locators (URLS) that are visited in tandem with
their time stamps. For organizations, there are usually
policies that limit the certain URL from being accessed
during office hours. A system that monitors and captures
URLSs can also assist in identifying violations of corporate
network security and usage policies [4][1][5]
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C. Research Direction:

Our research is targeted towards using the Java
programming language and window Packet capturing API
[6] to developed a URL capturing tool (acting as a packet
sniffer application) that can run on most internet protocols
with monitoring capability for Network.

The application supposed to be a high performance
network analysis tools that monitor events transition over
corporate and client PC networks while ensuring low packet
loss rate.

D. Design Components:

The determination of possible attack tactics is essential
to developing responses and countermeasures. Usually, a
system administrator or network manager presented with a
successful intrusion has very little information with which to
work; a possibly corrupted system log or a firewall log that
do not posses adequate information to trace the culprit. In
order to be able to monitor the network in an efficient
manner, a network administrator needs an effective tool to
work with that permits accurate and highly condensed
summaries of an event over the network and storage of
information about the events that are observed.

1. RELATED WORKS

Degioanni et al [7] proposed a system that captures a
packet on a network using a capturing application that
interacts directly with the network hardware. In this
scenario, the operating system offers a set of capture
primitives to communicate and receive data directly from
the network adapter by capturing packets from the network
(hiding the interaction with the network adapter), and
transferring them to the calling programs or to a storage
location for future reference. Berkeley Packet filters (BPF)
is a kernel level component for packet capture that act as a
device driver by interacting with the network interface
through the interface’s driver. BPF is essentially a device
driver that can be used by UNIX applications to read the
packets from the network through the network adapter in a
highly optimized way [8]. Firewalls have also been used to
enforce policy defined to govern the exchange of
information within a network or between groups of
networks. Curtin [9] lends credence to this fact by defining a
firewall as “a system or a group of systems that enforces an
access control policy between two networks”. Some systems
are also designed to serve as control points to and from a
network. They achieve this by evaluating connection request
as they are receiving and checking whether or not the
network traffic should be allowed, base on a predefined set
of rules [10].

Fuller & Pagan [11] identified systems that are typically
routers with packet filtering capabilities. Some application
layer systems are proxy or application gateway that inspect
traffic at the application level in addition to lower levels
[12][13][14].

Intrusion Detection Systems (IDS) have also been used
to secure networks. IDS systema cen be misuse detection
models and anomaly-based detection models. MIDS are raw
packet-parsing engines which capture network traffic and
compare them with a set of known attack patterns or
signatures. Anomaly-based IDS approaches are to
understand the patterns of users and traffic on the network,
and find deviation in those patterns. In theory, an anomaly
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based IDS could detect that something was wrong without
knowing specifically the source of the problem [15][16][17].

11. SYSTEM DESIGN

In existing systems, each time a network card receives an
Ethernet packets of data, the first line of action is to check
its destination MAC address if it matches its own or not. If
the destination MAC address matches the host address, it
generates an interrupt request. The routine in charge of
handling the interrupt is the Systems network card driver.
The functions of the driver are to timestamp the received
data and copy it from the card buffer to a block of memory
in the Kernel An existing scenario without a packet filter is
depicted in Fig. 1 below.
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Figure 1: Packet Usage Without Packet Filter

The picture above depicts the stages that a packet pass
through before getting to the user level where it is being
consumed. In order capture data packet for the network
monitoring tools (Sniffers, Network Monitors), there is need
to have a packet filter that can interface directly with the
card driver [18][6].

It can also and receive the same data packets that is been
transferred to protocol stack. The introduction of this
intermediate process is depicted below.
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Figure.2: Packet Usage With Packet Filter

The packet capture driver interacts with the network
adapters device drivers through NDIS (Network Driver
Interface Specification) which is a part of the network code
of Win32. NDIS is responsible of the management of the
various network adapters and of the communication between
the adapters and the software portions that implement the
protocols. A basic network capture driver can be quite
simple. It needs only to read the packets from the network
driver and copy them to the application. However, in order
to  obtain  acceptable  performances,  substantial
improvements need to be done to this basic structure.

A. The Proposed System:

Our efforts are targeted at designing a system that can be
used to capture data packets as it is transiting over the
network for it to be properly analysed. In as much as we

2
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need these packets to perform various forms of analysis. We
must be cautious not allow the functionality of packet filter
to affect the functionality or the performance of the network
as a whole. At a particular point in time, a network
administrator may be interested in getting to know about
network activities such as knowing who is using a
particular application, files or monitor the behaviour of the
network over a period of time. Also he may wants to know
instantly each time a new IP address tries to connect to his
network. On client applications, parents and guardians are
mostly concerned about the way their wards interact with
the world around and are so concern about the type of web
content they have access to behind their back. This now
necessitates the development of mechanisms that can be
used to track or monitor the kind activities that kids engage
in on networks.

a. Systems Analysis:

Here we visualize the kind of operation or the kind of
information that a Network Administrator or client system
users may wants to extracts from the data packet being
captured on the network.

For the Network Administrator, we need to capture the
following:

a) Capture Time Logged on to the Network.

b) Capture all the URL Visited.

¢) Capture and show Contents of Download made
(File size).

d) Capture IP addresses on the NW and Show
Bandwidth Usage.

e) Capture all the Server IP Addresses.

f) Capture File Request by each user from the Server
(Show Root Folders).

g) Capture all files that is been sent out of the
Network.

h) The application should be able to throw error
Message each time a new IP addresses connect to
the Network and the IP is not registered in the
Packet Capture Application.

i) For the Parent Application, we need to capture the
following:

j)  Capture Time Logged on to the Network.

k) Capture all the URL Visited.

1) Capture Username and Password of each user.

m) Capture and show Contents of Download made
(File size).

Using this application, a parent may likely be interested

in knowing the followings:

i.  Time Logged on to the Network.

il Uniform Resource Locator Visited (URL's).
iil. Contents of all Downloads made (Size).
iv. Username and Password of each user.

To analyse the system efficiently, there are tools that can
help us to model the system in a way that help us to get full
grasp of the requirement that we need for the applications.
Among the viable tools is Use Case Modeling, Class
Diagrams in Unified Model Language.

b. Use-Case Modeling:

The use case diagram below represents the functionality
of the system from the users point of view. It is used to
displays the relationship among actors and the cases. The
two main components of a use case diagram are cases and
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actors. These actors actually represent roles that people or
devices play as the system operates.

Defined somewhat more formally, an actor is anything
that communicates with the system or product and that is
external to the system itself. The assumption that we make
during the analysis of the system for the client application is
that each user on the network must have an aaccount on
client applications and PCs that can only be accessed by
distinct usurname and ppassword.

-

Set Privileges for each Account

Capture time Log on to System

Capture and show Contents of

Download made (File size)

Capture File Request by each user
from the Server
(Show Root Folders)

Throw error Message each time a

new IP address connect to the
Network and the IP is not

registered in the Packet Capture

Figure. 3: Use-Case Modelling



Longe, O.B et al, International Journal of Advanced Research in Computer Science, 3 (3), May —June, 2012,01-06

The class diagram below gives a vivid description of
how the objects in our system are related.

PARENTS &
NETWOK
ADMINISTRATOR

Username: siring

Password: string

!

ACCOUNT

Username: string

Password: string

Figure 4: The Class Diagram

(AVA SYSTEM IMPLEMENTATION

The choice of implementation tools used are those that
goes in line with the low level functionality of the system
requirement and give us something that is easily accessible
by the developer, the Network administrator and the clients.
The implementation tools used are NetBeans 6.5.1 IDE,
Microsoft Structured Query Language; MySQL 2005 and
Microsoft Access 2007. The NetBeans IDE is an open-
source integrated development environment that supports
development of all Java application types. It also refers to
both a platform framework for Java desktop applications,
and an integrated development environment (IDE) for
developing with Java, JavaScript, PHP, Python e.t.c The
NetBeans Platform allows applications to be developed from
a set of modular software components called modules.

Microsoft Office Access is a pseudo-relational database
management system that combines the relational Microsoft
Jet Database Engine with a graphical user interface and
software-development tools. Microsoft Access is used to
create simple database solutions. Access tables support a
variety of standard field types, indices, and referential
integrity. Access also includes a query interface, forms to
display and enter data, and reports for printing. Database
solutions created entirely in Microsoft Access are well
suited for individual and workgroup use across a network.
The number of simultaneous users that can be supported
depends on the amount of data, the tasks being performed,
level of use, and application design. Microsoft Access is
particularly appropriate for meeting end-user database needs
and for rapid application development (RAD) and is easy
enough for end users to create their own queries, forms and
reports, laying out fields and groupings, setting formats etc.
Third party tools such as Macromedia Fireworks is also used
for interface designs.
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A. The Network Administrator’s Application:

The network administrator application like any other
application will enable the user of the application to create
an account before accessing the system. Since the
application will be running on server, the administrator has
the exclusive right to grant access to any user he or she feels
is safe to access the system. So before any user can access
(i.e. Login) system there is need to create account and this
account serves as routes to the entire application utility
sections where users can perform one process or the other.

B. The Login Page:

After creating the account, the application immediately
brings out the login page for the new user to be able to logon
to the application.

A |

| 5| Network Sniffer: Login v v o
rLogin
User Name | |
Password | |
‘ Login H Cancel ‘
I
I

- T -

Figure.4: Login Page.
C. The Network Devices Interface:

After Login to the system, the application automatically
execute a loop through the system to get the various type
network card that is on the machine that receive or get the
outgoing packet from. The administrator is then presented
with options to choose from various network card that is
present on the system with indexing starting from zero.

@I Metwork Devices A ‘ @ﬂlﬂ

Select one of the following network devices found on your system

0- M3 Tunnel Interface Driver Data link :EN10ME
1- Marvell Yukon Ethernet Controller, Data link :EN10MB

Network Interface Number:

\

Figure. 5: Network Devices Interface (Without Wireless Signal On).
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Figure.6: Network Devices Interface (With Wireless Signal On).
D. System Testing and Integration:

The program code was run through to spot algorithmic,
data, and syntax faults. The code was compared with the
specifications and with the design to make sure that all
relevant cases have been considered.

After each unit were developed, they were tested based
on Unit testing called Code Walkthroughs. After being
guaranteed that the system components (different classes
representing sections and modules) are working correctly
and meet the specified objectives, the components were then
combined into a working system. This integration was
planned and coordinated so that when a failure occurs, we
have some idea of what caused it. The entire system was
tested as a whole to ensure that the whole system functions
accordingly by checking that the code and the interface
work with each other properly. After carrying out all of
these testing phases on the application, we have verified and
validated software that can be used to monitor the network
that is presented below.
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Figure.7: The Network Administrator Application Interface

E. The Single Client Application:

Also, the Parent Application like any other application
will enable the user of the application to create an account
before accessing the system. So before any user can access
the system, there is the need to create account and this
account serves as a route to the entire application utility
sections where user will perform one process or the other.
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The assumption that we made during the analysis of the
system for client aapplication is that each user on the
computer system must have an aaccount on the client PC
that can only be access by distinct Username and Password
and each must endeavour to log on to the system with
details.

@ParenltSniffér:Newl‘_E‘ ““' (!

rCreate New Account

User Name H |

Password \ |

Confirm Password \ |

Create Account

L —

Figure. 4.7: New User Page
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UserName | |

Password | |

‘ Login ‘ ‘ Cancel ‘

Figure. 4.8: Client Interface where they search for day to day activities.
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Figure. 4.10: A Network administrator interface
V. CONCLUDING REMARKS

We have developed a tool that provides Network
Administrators and parents the opportunity to monitor
network usage and content being consumed by users. The
tool is able to monitor events transition over a network
whether on a client PC or Office Pc through use of packets
capture and extracting vital information from it; which can
help parents to have an idea of what their children do have
access to on the internet. It can also work in tandem with
most network protocols in order to limit the complexity of
the packet monitoring and ensure low packet loss rate.

VI. FUTURE WORKS

Future work will enhance this tool to be more scalable
and interactive. The existing system serves as a basis for
future developments in this dynamic domain of research by
acting as a foundation providing background knowledge in
packets capturing that other researchers can build on.
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