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Abstract: The aim of this paper is to present our new technique for Color image watermarking using combine DWT-DCT domain as well as only
DCT domain in YIQ Color space. Also our aim is to provide the comparative analysis of combine DWT-DCT domain as well as only DCT domain.
Q component was used in YIQ Color space and in DWT domain all middle and high frequency regions i.e. LH, HL and HH regions are tested. In
DWT-DCT domain, we got maximum PSNR 67.56, 67.66, 67.57 for HL, LH and HH regions respectively for Jet Plane Image and maximum NC
was 0.97 in HH region. But in only-DCT domain, we got PSNR up to 54.12 only. We recommend the DWT-DCT domain than only DCT domain for
better results. At the same time, we provide strongly robust and multilayer secured color image watermarking scheme with DWT-DCT domain in

YIQ color space
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I. INTRODUCTION

It has become a daily need to create copy, transmit and
distribute digital data as a part of widespread use of
multimedia technology in internet era. Hence copyright
protection has become essential to avoid unauthorized
replication problem. Image Watermarking has become one of
the widely used means to protect the copyright of digital
images. Robustness, Perceptual transparency, capacity and
Blind watermarking are four essential factors to determine
quality of watermarking scheme [4][5]. In spatial domain,
watermark is embedded by directly modifying pixel values of
cover image. Least Significant Bit insertion is example of
spatial domain watermarking. These algorithms are simple in
implementation. But problems with such algorithms are:
Low watermark information hiding capacity, Less PSNR,
Less Correlation between original and extracted watermark
and less security, hence anybody can detect such algorithms.

The Frequency domain the watermarks inserted into
transformed coefficients of image giving more information
hiding capacity and more robustness against watermarking
attacks because information can be spread out to entire image
[6]. Digital Color Image Watermarking can be implemented
using different color spaces like YUV color space, RGB
color space or YIQ color.

11.SURVEY

Spatial domain methods including LSB based methods
and LSB with pseudo random generator are traditional
methods and are not secured [12]. In transform domain
methods, watermarking using CWT, only DWT, only DCT
or combined approach of DWT-DCT are proposed.
Following are some existing methods for in color image
watermarking. In [10], Integer Wavelet Transform with Bit
Plane complexity Segmentation is used with more data
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hiding capacity. This method used RGB color space for
watermark embedding. In [2] DWT based watermarking
algorithm of color images is proposed. The RGB color space
is converted into YIQ color space and watermark is
embedded in Y and Q components. This method gives
correlation up to 0.91 in JPEG Compression attack. In [3],
Watermarking Algorithm

Based on Wavelet and Cosine Transform for Color
Image is proposed. A binary image as watermark is
embedded into green or blue component of color image. In
[1], Color Image Watermarking algorithm based on DWT-
SVD is proposed in green component of color image. The
scrambling watermark is embedded into green component of
color image based on DWT-SVD. The scheme is robust and
giving PSNR up to 42, 82. In [5], Pyramid Wavelet
Watermarking Technique for Digital Color Images is
proposed. This algorithm gives better security and better
correlation in Noise and compression attacks. Discrete
Wavelet Transform provides multi resolution for given
image and can efficiently implemented using digital filter, it
has become attraction of researchers in image processing
area. Here, review of literature survey is done with existing
color image watermarking techniques with based on
‘Discrete Wavelet Transform. The rest of the paper is
organized as follows: In Section Il Color Spaces
Transforms and scrambling are explained. Section IV
explorers proposed methodology with embedding and
extraction algorithms. Section V shows experimental results
after implementation and Testing and the conclusion is
drawn in section VI.
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1. COLOR SPACES, TRANSFORMS AND
SCRAMBLING

A. RGB Color Spaces:

Some of researches have used RGB color space for
watermark embedding. First R, G, B planes are separated
using equations 1, 2, 3 and either one of these planes or
combination of two can be used for embedding.

R = Cover_Image(:,:,1) Q)
G = Cover_Image(:,:,2) 2
B = Cover_Image(:,:,3) (3)

But, RGB color space is complex in describing the color
pattern and has redundant information between each
component [2]. Since Pixel values in RGB color space are
highly correlated, RGB color space is converted into YIQ
color spaces. Then watermark is embedded in Y,I1,Q color
spaces or combination of them.

B. YIQ Color Space and conversion between RGB and
Y1Q Color Spaces:

The National Television Systems Committee (NTSC)
defines a color space known as YIQ. This color space is
used in televisions in the United States. One of the main
advantages of this format is that grayscale information is
separated from color data, so the same signal can be used for
both color and black and white sets. In the NTSC color
space, image data consists of three components: luminance
(YY), hue (1), and saturation (Q). The first component,
luminance, represents grayscale information, while the last
two components make up chrominance (color information).
Here, color image is read and R, G, B components of
original Cover Image are separated. Then they are converted
into YIQ color Space using following equations [2]. After
conversion of RGB color spaces into YIQ color spaces,
Watermark is embedded.

Y =0.299«R + 0.587*G + 0.114+B (4)
[ = 0596+R — 0.274*G — 0.322*B (5)
Q= 0211*R — 0522*G + 0.311+B (6)

After embedding the watermark using DWT, YIQ color
space is converted back into RGB color space using
following equations.

R= Y + 0956+1 + 0.621+Q @)
G=Y— 0272+] — 0.647+Q (8)
B=Y— 1106+1 + 1.702+Q 9)

C. Convenient Block Size in DCT:

The discrete cosine transform (DCT) represents an
image as a sum of sinusoids of varying magnitudes and
frequencies. The DCT has special property that most of the
visually significant information of the image is concentrated
in just a few coefficients of the DCT [3]. It’s referred as
‘Energy compaction Property’. For this reason, the DCT is
often used in image compression applications. For example,
the DCT is at the heart of the international standard lossy
image compression algorithm known as JPEG (Joint
Photographic Experts Group). The DCT for image A with M

x N size is given by:
M-1N-1

7(2m+ 1)p
»9q Z A COS o

m=0n=0

DCT,, = «
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co (125:22) @
where,
0<Kp<M-1,and 0q<N-1 (11)
o o WM, p=0 (12)
PoW2/M,1<p<sM—-1
« ={ S (13)
" J2/N,1<q<N-1

As DCT is having good energy compaction property,
many DCT based Digital image watermarking algorithms
are developed.

D. High and Middle Frequency Regions of DWT:

Calculating wavelet coefficients at every possible scale
is a fair amount of work, and it generates an awful lot of
data. It’s better if we choose only a subset of scales and
positions so-called dyadic scales and positions, then our
analysis will be much more efficient and just as accurate.
Such an analysis is provided by discrete wavelet transform
(DWT).

Discrete wavelet can be represented as

¥ (©) = ag” P (a7t — ke b, (14)
For dyadic wavelets ag =2 and b, =1, Hence we have,
P (t) = 2712 277t —k) jkeZ (15)

When image is passed through series of low pass and
high pass filters, DWT decomposes the image into sub
bands of different resolutions [6]. Decompositions can be
done at different DWT levels.

LL2 HL2
HL1
LH2 HH2
LH1 HH1

Figure 1: Two Level Image Decomposition

At level 1, DWT decomposes image into four non
overlapping multi resolution sub bands: LL1 (Approximate
sub band), HL1 (Horizontal sub band), LH1 (Vertical sub
band) and HH1 (Diagonal Sub band). Here, LL1 is low
frequency component whereas HL1, LH1 and HH1 are high
frequency (detail) components [7][8][9]. One level image
decomposition is shown in Figure:1. Embedding watermark
in low frequency coefficients can increase robustness
significantly but maximum energy of most of the natural
images is concentrated in approximate (LL1) sub band.
Hence modification in this low frequency sub band will
cause severe and unacceptable image degradation. The good
areas for watermark embedding are high frequency sub
bands (HL1, LH1 and HH1), because human naked eyes are
not sensitive to these sub bands. Here, we have used HL, LH
and HH regions to embed the watermark in DWT-DCT
based combination.

E.  Image Scrambling:

Magic square, Fass Curve, Gray Code, Arnold
Transform etc. are some of the methods those can be used
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for image scrambling. Image Scrambling can be carried out
through many steps to improve security levels. Arnold
Transform has special property of Arnold Transform is that
image comes to it’s original state after certain number of
iterations. These ‘number of iterations’ is called *Arnold
Period” or ‘Periodicity of Arnold Transform’. Arnold
Transform of image is

G = 51() amodm (16)

Where, (X, y) = {0,1,....N} are pixel coordinates from
original image. (x,,y, ) are corresponding results after
Arnold Transform. The periodicity of Arnold Transform (P),
is dependent on size of given image. From equation: 3 we
have,

X=Xty (17)
Yn=X+2%y (18)
If (mod (x,,, N) ==1&& maod (y,, N) ==1) then P=N  (19)

The watermark as image is undergone through Arnold
Transform to improve security. After few of iterations (less
than Arnold periodicity P), the scrambled watermark is
obtained which is used for embedding.

(AVA PROPOSED METHOD

The technique is developed first using DWT-DCT based
Image Watermarking. Then same algorithm is modified
using only DCT Domain. In DWT_DCT based method three
cases are considered i.e. embedding the watermark logo in
LH, HL and HH regions after DWT Decomposition.

A. Embedding Algorithm using DWT-DCT Domain:

Step 1: Read Color Cover Image of 512x512 size. Separate
it’s R, G, B components using equations: 1, 2, 3 and convert
into Y1Q color space using equations 4,5,6.

Step 2: Now select Q component and apply one level DWT.
Consider LH1 sub band.

Step 3. Read grey scale watermark of 64x64 size.

Step 4: Depending upon Key K1, generate pn sequence for
given watermark and calculate sum say SUM, which is
summation of all elements in generated pn sequence.

Step5. Determine Arnold Periodicity P for given watermark.
Step 6: If SUM > T, where T is some predefined threshold
value, then perform watermark scrambling by Key K2= P+
Count, Otherwise perform watermark scrambling by Key
K3= P+ Count, where count is programmer defined counter.
Here, we get ‘Scrambled Watermark’ by Arnold Transform.
Step 7: Generate two pn sequences: pn_sequence 0 and
pn_sequence_1, depending upon sum of all elements of mid
band used for 4x4 DCT transformation.

Step 8: Perform watermark embedding using following

equations:

If Watermark bit is 0, then

D'=D + K *pn_sequence_0 (18)
If Watermark bit is 1, then

D'=D + K *pn_sequence_1 (19)

Where D is matrix of mid band coefficients of DCT
Transformed block and D" is Watermarked DCT block.
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Step 9: Apply Inverse DCT to get ‘New_LH1’ component.
Step 10: Apply inverse DWT with ‘LL1, HL1,New LH1,
HH1’ to get ‘New_Q’ component.

Step 11: Combine, Y, I and New_Q components and convert
to RGB color space using equations: 7,8 and 9.

9 DWT DCT Embedding Inverse
Component ™ Domain [ *| Domain Algorithm DCT
RGBto YIQ Scrambled Inverse
color space Watermark IWT
Input Color Scramble by K2 or YIQto RGB
Coverlmage K3 depending on T Conversion

Watemnark | | N Caleulate ST, Watemmarked
Sequence Compare SUM>T Image

Figure 2: Watermark Embedding Process in DWT-DCT Domain
B.  Extraction Algorithm using DWT-DCT Domain:

Watermarked || RGBteYIQ |, SelectQ | ) DWT Domain
Image conversion component
Extraction of mid
band elements of
DCT
Extractad Seramblad Correlation;; mid Generation gf |
Watermark  [*7 Watermark (¢ DPandelements - pn_sequencel and
& pn sequences Pn sequencel

Figure 3 Watermark Extraction Process in DWT-DCT Domain

Step 1: Read Color ‘Watermarked_Image’ and separate it’s
R, G and B components using equations 1,2,3. Now convert
to Y1Q color space using equations 4, 5 and 6.

Step 2: Now select Q component and apply one level DWT
to retrieve LH1 sub band.

Step 3: Use 4x4 size for DCT blocks. Generate two pn
sequences: pn_sequence_0 and pn_sequence_1, depending
upon sum of all elements of mid band used for 4x4 DCT
transformation. Use same seed which was used in
watermark embedding process. e.g. if rand (‘state’, 15) is
used in embedding process, then, same process is to
repeated here.

Step 4: Extract mid band elements from DCT block and find
correlation between ‘extracted mid band coefficients and
pn_sequence_0’ as well as ‘extracted mid band coefficients
and pn_sequence_1".

Step 5 Determine watermark bits as follows:

If correlation between ‘extracted mid band coefficients
and pn_sequence_0’ is greater than ‘extracted mid band
coefficients and pn_sequence_1’, then record watermark bit
as 0 else record watermark bit as 1. Here we get ‘Scrambled
watermark’.

Step 6: Apply Arnold Scrambling to *Scrambled watermark’
to give final ‘extracted watermark’.
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C. Embedding Algorithm using DCT Domain:

Step 1: Read Color Cover Image of 512x512 size. Separate
it’s R, G, B components using equations: 1,2,3 and convert
into YIQ color space using equations 4,5,6.

Step 2: Now select Q component. Transform it to 4x4 DCT.
Step 3: Read grey scale watermark of 64x64 size.

Step 4: Depending upon Key K1, generate pn sequence for
given watermark and calculate sum say SUM, which is
summation of all elements in generated pn sequence.

Step 5. Determine Arnold Periodicity P for given
watermark.

Step 6: If SUM > T, where T is some predefined threshold
value, then perform watermark scrambling by Key K2= P+
Count, Otherwise perform watermark scrambling by Key
K3= P+

Count, where count is programmer defined counter. Here,
we get ‘Scrambled Watermark’ by Arnold Transform.

Step 7: Generate two pn sequences: pn_sequence 0 and
pn_sequence_1, depending upon sum of all elements of mid
band used for 4x4 DCT transformation.

Step 8: Perform watermark embedding using following

equations:

If Watermark bit is O, then

D'=D + K *pn_sequence_0 (18)
If Watermark bit is 1, then

D'=D + K *pn_sequence_1 (19)

Where D is matrix of mid band coefficients of DCT
Transformed block and D" is Watermarked DCT block.
Step 9: Apply Inverse DCT to get ‘New_Q’ component.
Step 10: Combine, Y, I and New_Q components and convert
to RGB color space using equations: 7, 8,and 9

Embeddmg Inverse
Meihm =9 peT

l

Iput Celor Serambled YIQto RGE
Coverlmage Watermark color space

!

RGBw Y1 Q DCT
= ‘
colorspace || Component Dornain

[

: . : Scramble by K1 ; .
Watemmark BN Calolate cLambie by Watermarked
| ¥ M rra oy
Logo Saquence SUM ks depTendJng Image
o

Figure 4: Watermark Embedding Process in DCT Domain
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Watemarked N RGBto YIO N Select Q DCT Domam
Image conversion component

!

Extraction of mid
band elements of

DCT
Extractsd Serambled Comelation;; mid Generation gf|
Watermark [ Watemmark [ band elements |4 pp sequence( and

& p sequences Pn sequencel

Figure 5 Watermark Extraction Process in DCT Domain

D. Extraction Algorithm using DCT Domain:

Step 1: Read Color ‘Watermarked Image’ and separate it’s
R,G and B components using equations 1,2,3. Now convert
to YIQ color space using equations 4, 5 and 6.

Step 2: Now select Q component and take it into DCT
Domain.

Step 3: Using 4x4 size DCT blocks, generate two pn
sequences: pn_sequence_0 and pn_sequence_1, depending
upon sum of all elements of mid band used for 4x4 DCT
transformation. Use same seed which was used in
watermark embedding process. e.g. if rand (‘state’, 15) is
used in embedding process, then, same process is to
repeated here.

Step 4: Extract mid band elements from DCT block and find
correlation between ‘extracted mid band coefficients and
pn_sequence_0’ as well as ‘extracted mid band coefficients
and pn_sequence_1’.

Step 5: Determine watermark bits as follows:

If correlation between ‘extracted mid band coefficients and
pn_sequence 0’ is greater than ‘extracted mid band
coefficients and pn_sequence_1’, then record watermark bit
as 0 else record watermark bit as 1. Here we get ‘Scrambled
watermark’.

Step 6: Apply Arnold Scrambling to *Scrambled watermark’
to give final ‘extracted watermark’.

V.TESTING AND RESULT DISCUSSION

The implementation of above algorithms is done in
Matlab. The results are tested for both algorithms: using
DWT_DCT domain and Only DCT domain in YI1Q Color
space. Q component was used in YIQ Color space and in
DWT domain all middle and high frequency regions i.e. LH,
HL and HH regions are tested. Here two performance
parameters are applied to measure the performance of
watermarking scheme: ‘Perceptual Transparency’ and
‘Robustness’. “Perceptual Transparency’ is measured in
terms of *‘Peak Signal to Noise Ratio’. PSNR for gray scale
image with size M x N is given
by:

PSNR = lg( M550 )

ZxXye?(xy) @)
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Where e(x, y) is the difference between Original Image and
Watermarked Image. With size M*N, corresponding to
color image, PSNR is expressed as,

3%M*N*2552
PSNR =10+1g (Zc:R,G,BZny(eZ(C.x.y))) (21)
Robustness is measured in terms of Normalized

Correlation (NC). Here, ¢ indicates the color component
which e belongs to. The correlation factor (Normalized
Correlation) measures the similarity and difference between
original ‘watermark and extracted watermark. It’s values is
ideally 1, but the value more than 0.75 is highly accepted.
Normalized Correlation (NC) is given by:

NC = Z?’:lwiwi'

JEL wi [ wy

(22)

Where, N is number of pixels in watermark, wi is
original watermark, wi’ is extracted watermark. As shown in
tablel, five different images with 512x512 sizes are tested
with grey scale watermark logo of 64x64 size. As shown in
Table 2, in DWT-DCT domain, we got maximum PSNR
67.56, 67.66, 67.57 for HL, LH and HH regions respectively
for Jet Plane Image and maximum NC was 0.97 in HH
region. But in only DCT domain, we got PSNR 54.12.
Bigger is PSNR, better is quality of image. Thus, in DWT-
DCT domain, better quality of watermarked image is
achieved. Also, DWT-DCT domain provides more security
than only DCT domain.

Table 1: Cover Image ‘Lake’ and Y, I, Q components, Watermarked image, original and extracted watermark

AVCOE

Original

AVCOE

Extracted

a) Cover Image ‘ b) Y Component ‘

c) | Component

e) Watermarked Image Watermark

‘ d) Q Component

Table 2: Comparative performance with Q Channel and Flexing Factor k=1for DWT-DCT and Only DCT domain (HL, LH and HH sub bands)

T\

Watermarked Image
in Specific Domain

g = n T e

Performance PSNR NC PSNR NC PSNR NC PSNR NC PSNR NC
Measure

DWT _DCT

(HL inDWT) 63.18 074 63.99 093 | 6462 073 67.56 091 63.94 077

DWT_DCT

(LHinDWT) 63.19 072 64.01 090 | 64.66 0.79 67.66 0.85 63.98 0.80

DWT_DCT

(HH T DWT) 63.19 0.97 64.00 097 | 6459 0.97 67.57 0.97 63.97 0.97
Only DCT Domain 53.66 0.70 54.07 096 | 53.66 0.81 54.12 0.97 53.70 0.95

watermarking requirements are conflicting to each other.
VI, CONCLUSION g req g

DCT is at the heart of the international standard lossy
image compression algorithm known as JPEG (Joint
Photographic Experts Group). DCT is having good energy
compaction property and DWT gives perfect reconstruction
of decomposed image. Using the combination of both
increase security levels of watermarking techniques. It’s a
challenge for researcher to achieve perceptual transparency
and robustness simultaneously, since these two
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The presented algorithm using DWT-DCT domain yields
PSNR up to 64.66 and NC up to 0.97.The demonstrated
results show that DWT-DCT based combination gives better
results than only-DCT based techniques and increases
security levels also.
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