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Abstract: This paper concentrates on security attacks in All-Optical Network and proposes an algorithm based on the concepts of Artificial
Neural Network. The algorithm uses the approach of artificial neurons where numbers of inputs are coupled with their assigned weights to
produce an output of desired results. If the output matches a desired result then an internal optical node in a given network can be accessed by an
external optical node. Here, the inputs are the external nodes’ source ip-addresses, port numbers and response time in seconds as well as the
internal nodes destination ip-addresses, port number and response time in seconds. The algorithm efficiently checks each of the input values
assigned with weights and finally grants or forbid dens permission to the external node according to the computed output.
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. INTRODUCTION

Network security is an important component of All-
Optical-Networks (AONS), as it is responsible for detecting
attacks and preventing them at its first occurrence. Network
attacks (commonly, termed as “hacks™) can be classified in
terms of Passive attacks and Active attacks. A passive attack
usually tries to learn or make use of information from the
system but an active attack attempts to alter system
resources or affect their operations. Both these types of
attacks are very difficult to detect. Passive attacks try to
learn and make use of the information from the network
whereas; the active attacks try to alter the network resources
and their operations. Thus, active attacks must be detected
as soon as an external agent or hacker tries to access the
network or its resources. To do so a physical protection is
required in all the communication facilities and paths at all
times. The goal is to detect the active attacks at right time in
the optical network and to prevent them from disrupting or
delaying the normal functioning of the network. With the
advent of new kinds of active attacks in AONs, more
sophisticated techniques and methods are required to detect
them. Artificial Neural Network (ANN) may be adopted to
detect the dynamic behavior of such active attacks.

A. Artificial Neural Network:

An Artificial Neural Network (ANN), usually called
Neural Network (NN), is a mathematical model or
computational model that is inspired by the structure and/or
functional aspects of biological neural networks. A neural
network consists of an interconnected group of neurons, and
it processes information using a connectionist approach to
computation. In most cases, an ANN is an adaptive system
that changes its structure based on external or internal
information that flows through the network during the
learning phase

An artificial neural network consists of a pool of simple
processing units which communicate by sending composed
units that perform similar tasks. First layer of a multilayer
ANN consists of input units. These units are known as
independent variables in statistical literature. The middle
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layer is the layer for processing unit, which takes inputs from
the first layer. Last layer contains output units. In statistical
nomenclature, these units are known as dependent or
response variables. All other units in the model are
called hidden units and constitute hidden layers. There
are two functions governing the behaviour of a unit in
particular , which normally are the same for all units within
the whole ANN, i.e. the input function, processing unit and
the output/activation function. Input into a node is a
weighted sum of outputs from nodes connected to it.
Fig. 1 represents the mathematical representation of neural
network. The input function is normally given by equation
(1) as follows:
Net; = w;j Xjj + ;i

where Net; describes the result of the net inputs
weighted by the weights impacting on uniti. Also w;; are
weights connecting neuron j to neuron i. The x; is the output
from unit j and is a threshold for neuron i. Threshold term is
the baseline input to a node in absence of any other inputs. If
a weight w is negative, it is termed inhibitory because it
decreases net input, otherwise it is called excitatory.

Figure: 1Mathematical representation of neural network
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Each unit takes its netinput and applies an activation
function to it. The output of a neuron is a function of the
weighted sum of the inputs plus a bias. The function of the
entire neural network is simply the computation of the
outputs of all the neurons. It is entirely a deterministic
calculation.

B. Proposed Approach using Artificial Neural
Network:

Artificial Neural Network is inspired from the biological
neural system in human brain and body where numerous
neurons cooperate to perform a desired function with inputs
coming from synapses. The concept of neural system is used
in ANN where the synapses correspond to inputs and
neurons relate to the processing units. The signals coming
from the neurons in neural system can be compared with the
desired outputs from the processing units in ANN.

In general, ANN’s approach attempts to solve a problem in a
better way because of the two following factors:

a. Ability to learn:

ANN figures out how to perform their function on their
own. Determine their function based only upon sample
inputs.

b. Ability to generalize:

It produces reasonable outputs for inputs; it has not been
taught how to deal with.

In AON, ANN technique can be utilized to get better and
faster results in attack detection. In AON, the nodes are
interconnected to each other using different topologies. Each
node in AON takes a set of inputs for the input function
from an external node or hacker and tries to match them
correctly with the help of the output/activation function. If
the inputs with the weights assigned using ANN computes
to get correct output then there exists no active security
attack. But after the computation if it produces incorrect
output then an attack is said to be detected.

Though other approaches like Genetic Algorithm (GA)
can also detect the attack but may incur a very large setup
delay because they require a time consuming random
searching process to generate the first population of cycles
after the arrival of a new input.

C. Outline of remaining sections:

The paper is organized as follows: Section Il is the Body
Text of the paper, which states the problem based on ANN
technique in its subsection, A. The data structure, detailed
description of the proposed ANN based algorithm with
flowchart are described in the sub-sections of B whereas
Section I11 shows the results and finally the paper concludes
in Section IV.

1. BODY TEXT

A. Problem statement:

In this paper, an artificial neural network based
algorithm for attack detection has been designed. This work
proposes an extension to the ANN framework. Network
security in AON based on ANN uses this approach to detect
any attack due to an external agent (“hacker”). An AON is
considered to have several nodes each of them connected
using a specific topology. The nodes are connected
internally in either LAN or WAN. The ip-addresses of these
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nodes connected in LAN or WAN are known to each other.
They belong to the internal network. When an external agent
i.e., a node tries to acquire an access to the nodes which are
internally connected then such type of illegal access is called
an attack. These security attacks are prevalent in the AONSs.

To detect such attacks in the network, an approach is
considered using ANN where the multiple inputs such as ip-
address of the external node, ip-address of internal node,
port number to which the external node wants to
communicate with that of internal node and time taken to
establish the connection, are put together into the processing
unit. Each such input has certain weight assigned to them
and finally a numerical value, called bias is added to the
computation. The output is a function of the weighted sum
of the inputs plus a bias. So, an attack is said to be detected
by an internal node as soon as the output function produces
a result which is not acceptable. An alarm with a message is
send to all other internal nodes stating the occurrence of an
attack by an external node.

B. Proposed ANN based Algorithm:

a. Data Structure:

The data structures that are adapted for this algorithm are
listed below

Assumptions: Consider an All-Optical-Network (Fig. 2)
with Ny, N, N3 and Ny as its optical nodes. At any time, t,
packets are send to an optical node say, N;. N; encounters
an attack by an external node say, Ng, not belonging to the
assumed AON. N; belongs to the internal network and Ng
belongs to the external network.

ﬂbv@
Dats

Figure. 2 An All-Optical-Network with its nodes

n
X:ZWi l; +bias
i=1
where, W; =1, if the input (li) is valid
0, if the input is not valid
and,
I; = 24, when the Source IP address is of Class A
I; = 16, when the Source IP address is of Class B
I; = 8, when the Source IP address is of Class C
I; = 24, when the Destination IP address is of Class A
I; = 16, when the Destination IP address is of Class B
I; = 8 when the Destination IP address is of Class C
I; = Source Port Number having range 0-65535
I; = Destination Port Number having range 0-65535
I;= Time Out value between 0-99999999
bias = A decimal error code value is added depending on the
Error. 0 added in case of successful network connection. A
connection to the network is successful if a valid external
node wants to access a valid internal node.
n
X=ZWi I; + bias
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i=1
N, is not attacked by the external node, Ns if the value of X
exceeds a given threshold value.

b. Description:

The algorithm starts with the initialization of each
optical node with appropriate ip-addresses, port numbers
and connection request availability time. These optical
nodes are considered to be the internal nodes of the network.
The optical nodes which do not belong to this network are
said to be the external nodes to the network. The external
nodes are also initialised with ip-addresses, port numbers
and connection request availability time and connection
timeout. Then an external node is randomly selected to get
connected to an internal node. Both the selections of
external and internal nodes are done randomly.

The internal node takes ip-address, port number and
connection request time of the external node as inputs. With
each correct source ip-address, a specific weight is
multiplied with the input. Also, with each correct destination
ip-address, a specific weight is multiplied with the input.
Similarly, with each correct source port number to intended
destination port number; specific weights are multiplied
with these inputs.

| Create the internal node I

|

v

| Create the external node |

——= Select specific external node l‘—

|
v Mo

Node

w

Yes
v

i Calculate X value I

Jr

| Result

¥

Connected

No
v

l End of NNNS J

Yes

1
v :
End )

Figure. 3 Flowchart of the Proposed Algorithm

c. Proposed Attack Detection Algorithm

Step 1:

Make Internal Nodes which are Combination of IP address,
port number and connection availability

Step 2:

Make External Nodes which are Combination of Source IP
address, Destination [P address, Source Port Number,
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Destination Port Number, Connection Timeout and
Connection Availability.
Step 3:
Select the specific external Node to be connected randomly.
Step4:

If The Destination IP address of External Node matches
with any of the Source Address Then
Then Goto Step 5
Else Goto Step 4
Step 5:

Depending on |; sets of Internal and External Node, The
weight is calculated.

n

X= ((z Wj |J) + bias
Step 6:
Show the X or Result
Step 7:
If error_val =0 Then

The External Node and Internal Nodes are valid nodes to
be connected. External Node is not Hacker. They can be
connected.
Else If error_val=.64 Then

The destination port no of External Node does not match
with the Port No of Internal Node
Else If error_val=.32 Then

The Internal Port no of External Node does not match
with the Port No of Internal Node
Else If error_val=.16 Then

The Source IP address of External Class and The
Destination IP address of Internal Class are not in same IP
Class.
Else If error_val=.8 then

If the Specified Internal and External Node don’t have
The Connection availibilty
Else If error_val=.2 then
More than above errors have been occurred.
Step 8:
If user wants to connect another node then
If True then Goto Step3
Else
Goto Step 9
Step 9:
Stop / End.

1. RESULTS AND DISCUSSION

The results of the proposed algorithm, its performance
have been implemented on Pentium V machines using Java
as the programming language. The output shows the
efficiency with which the java code interacts with the
internal nodes of a network and checks the validity of the
external node for security attacks. At first the proposed
algorithm initializes internal and external nodes and the
network as given in Figures. 4 and 5. Then it accepts the ip-
addresses of source and destination nodes with their
corresponding port numbers to be connected respectively.
Also it accepts the connection timeout and connection
availability as inputs shown in Figures 6 and 7. A valid
external node’s source ip-address and port number wishing
to connect to a valid internal node’s destination ip-address
and port number will produce no error. And Fig. 8 shows the
either the denial or grant for permission to external node,
which tries to connect with the internal node’s port.
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Figure.4. Initialization of internal nodes of an Internal Network.
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Figure. 8 Representation of the permission granted or denied depending
upon the value of computed output.

(AVA CONCLUSION

In this paper, an algorithm has been proposed and
implemented for AON security attacks with the help of
ANN concepts. The algorithm uses the approach of artificial
neurons where numbers of inputs coupled with their weights
come together into the processing element/unit and produces
an appropriate output if and only if it matches a desired
value. It uses the similar phenomenon by coupling all the
inputs like source ip-address, destination ip-address, source
port number, destination port number and response time
respectively into the internal node and checks each one of its
validity. The validity checking is done with some weights
being assigned for each correct/incorrect input. If the inputs
coupled with weights produce the desired output then the
external node is allowed to access the internal node of the
network otherwise a security attack is said to have occurred
on the specific node.
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