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Abstract: In this paper, we have made use of a novel block cipher involving Feistel structure and modular arithmetic for encrypting a Gray level 

image. The image is represented in the form of a matrix of size 256 x 256, and this is divided into 32 parts, wherein each part is of size 32 x 64. 

A key of size 8 x 8 is taken and it is transformed into a key of size 32 x 32. This key is utilised in carrying out the computations required for 

encryption and decryption. As the cipher is a strong one, we find that no one can identify the original image by any means. 
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I. INTRODUCTION 

 The study of cryptography of images has been an inter-

esting area of research in recent years. Most of the symmetric 

block ciphers [1–4] and the public key ciphers [5–7] are uti-

lised in the development of the image cryptography. In all 

these investigations, security of images is achieved in a signif-

icant manner. 

In a recent paper [8], we have developed a novel block ci-

pher by using Feistel structure and modular arithmetic. In this 

analysis, we have made use of ‘+’ operation instead of XOR 

operation, which was used in the classical Feistel cipher [9]. 

Here, we have shown that the cipher is a strong one as the 

length of the key is quite considerable and it leads to nonli-

nearities as we have included the key on both the sides of a 

portion of the plain text. 

In the present paper, our objective is to study the encryp-

tion and decryption of a gray level image. To this end, we have 

followed the procedure which is the same as that utilised in 

[10]. 

In Section 2, we have presented the development of the 

procedure for the cryptography of a gray level image. In Sec-

tion 3, we have given an example and illustrated the process. 

Finally, in Section 4, we have mentioned the computations 

carried out in this analysis and drawn conclusions. 

II. DEVELOPMENT OF A PROCEDURE FOR 

THE CRYPTOGRAPHY OF A GRAY LEVEL IMAGE 

 Let us consider a plain text P having 2m2 characters. This 

can be written in the form of a pair of square matrices denoted 

as P0 and Q0, in which each is having m2 characters. Let K be a 

key (square) matrix of size m. 

Now, the process of encryption and the process of decryp-

tion are governed by the relations  

Pi = Qi-1,  

Qi = (Pi-1 + (F(Qi-1, K)) mod N, for i = 1 to n,  

   

F(Qi-1, K) = (KQi-1K) mod N,   (2.1) 

and 

Qi-1 = Pi,  

Pi-1 = (Qi + (F(Pi, K)) mod N, for i = n to 1, 

F(Pi, K) = (KPiK) mod N.   (2.2) 

In the present analysis, N will be chosen appropriately. 

Here, n stands for the number of rounds of the iteration 

process. 

The flow charts describing encryption and decryption are 

shown in Fig. 1. 
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Figure 1. Schematic diagram of cipher 

  

Here, we present the algorithms for encryption and de-

cryption.  

 

Algorithm for Encryption 

1. Read P, m, n, N 

2. P0 = Left half of P 

 Q0 = Right half of P 

3. for i = 1 to n 

 { 

  Pi = Qi-1 

  F = (KQi-1K) mod N 

  Qi = (Pi-1 + F) mod N 

 }    

4. Pn+1 = Qn 

 Qn+1 = Pn 

5. C = Pn+1 || Qn+1  /* || stands for concatenation 

6. Write (C) 

 

Algorithm for Decryption 

1. Read C, m, n, N 

2. Pn+1 = Left half of C  

Qn+1 = Right half of C 

3. for i = n to 1 

 { 

  Qi-1 = Pi 

  F = (KPiK) mod N 

  Pi-1 = (Qi – F) mod N 

 }    

4. P0 = Q1 

 Q0 = P1 

5. P = P0 || Q0  /* || stands for concatenation 

6. Write (P) 

 

 

 

 

III. ILLUSTRATION OF THE CRYPTOGRAPHY 

OF AN IMAGE 

 Let us consider a small sample gray level image. Let this 

be represented in the form of a matrix containing 8 rows and 

16 columns. This is given by 

 
 Let us take a key matrix K of size 8 x 8 in the form 

 
 

On applying the encryption algorithm given in section 2, 

we have 

  

This can be brought to the form of an image (Encrypted 

image) given in Fig. 2. 

 
Figure 2. Encrypted form of the sample Image 

On applying the decryption algorithm (Section 2) on the 

cipher text in (3.3), we get back the original plain text P.  

The procedure described above can be adapted to any gray 
level image of any size by taking a suitable key and dividing 
the image into a set of subimages appropriately. In the next 
section, we describe the encryption and decryption processes 
of a real image.   

IV. COMPUTATIONS AND CONCLUSIONS 

 Let us consider the image of Dr. S. Radhakrishnan, given 

in Fig. 3. 

 
Figure 3 Image of Dr. S. Radhakrishnan 
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This gray level image is represented in the form of a ma-

trix of size 256 x 256. In order to carryout the process of en-

cryption in a convenient manner, this image is divided into 32 

parts, in which each part is of size 32 x 64. 

We consider a key matrix of size 32 x 32, which is gener-

ated from the key matrix K of size 8 x 8 given in (3.2), by ap-

plying the procedure described in [10]. 

On using the key K of size 32 x 32, and the procedure 

mentioned in section 3, we have encrypted all the 32 parts of 

the image. Thus, we have found the cipher text corresponding 

to the entire image. This is exhibited in Fig. 4. 

 

 
 

Figure 4. Encrypted form of the Entire image 

 

On carrying out the process of decryption on all the 32 

parts separately, we have got the original plain text and the 

corresponding image (Fig. 3). 

All the computations in this analysis are carried out by 

writing C programs for the encryption and the decryption algo-

rithms (given in section 2). We have used MATLAB in the 

development of encrypted image. 

As the image corresponding to the cipher text is totally in 

a peculiar form, we conclude that no one can recognize it in 

the process of transmission. This is all due to the strength of 

the cipher. 

V. REFERENCES 

[1]  José J. Amador, Robert W. Green, “Symmetric-key block 

cipher for image and text cryptography”, International 

Journal of Imaging Systems and Technology (IJIST), Vol. 

15, No. 3, pp.178–188, Oct 2005. 

[2] Kamlesh Gupta & Sanjay Silakari, “Efficient Image En-

cryption using MRF and ECC”, International Journal of 

Information Technology and Knowledge Management 

(IJITKM), Vol. 2, No. 2, pp. 245-248, Jul – Dec 2009. 

[3] Abdulkarim Amer Shtewi, Bahaa Eldin M. Hasan, Abd El 

Fatah, A. Hegazy, “An Efficient Modified Advanced En-

cryption Standard (MAES) Adapted for Image Cryptosys-

tems”, IJCSNS International Journal of Computer Science 

and Network Security, Vol. 10 No. 2, pp. 226 – 232, Feb 

2010. 

[4] Bibhudendra Acharya, Saroj Kumar Panigrahy, Sarat 

Kumar Patra, and Ganapati Panda, “Image Encryption Us-

ing Advanced Hill Cipher Algorithm”, International Jour-

nal of Recent Trends in Engineering, Vol. 1, No. 1, May 

2009. 

[5] Han Shui-hua Han and Yang Shuang-Yuan Yang, “An 

Asymmetric Image Encryption Based on Matrix Trans-

formation”, ECTI Transactions on Computer and Informa-

tion Technology, Vol.1, No.2, pp. 126–133, Nov 2005. 

[6] Ganesan, K.  Singh, I.  Narain, M., “Public Key Encryp-

tion of Images and Videos in Real Time Using Chebyshev 

Maps”, Fifth International Conference on Computer 

Graphics, Imaging and Visualisation (CGIV '08), pp. 211 

– 216, Aug. 2008. 

[7] K. Prasadh, R. Gnanajeyaraman, “Analysis of Chaotic-

Chebyshev Polynomials using on Public Key Cryptosys-

tems”, Georgian Electronic Scientific Journal: Computer 

Science and Telecommunications, No. 6 (23), 2009. 

[8] V. U. K. Sastry, D. S. R. Murthy, S. Durga Bhavani, “A 

Novel Block Cipher involving Feistel Structure and Mod-

ular Arithmetic”, International Journal of Computational 

Intelligence and Information Security (IJCIIS), 

ISSN: 1837-7823, Special Issue, Vol. 1, No. 4, pp. 48  - 

54, Jun 2010. 

[9] William Stallings, Cryptography and Network Security, 

Principles and Practice, Third Edition, Pearson, 2003. 

[10] V. U. K. Sastry, D. S. R. Murthy, S. Durga Bhavani, 

“Cryptography of a Gray Level Image Using a Modified 

Feistel Cipher”, International Journal of Advanced Re-

search in Computer Science (IJARCS), Sent for publica-

tion. 

 
AUTHORS 

Dr. V. U. K. Sastry is presently working as Pro-
fessor in the Dept. of Computer Science and En-
gineering (CSE), Director (SCSI), Dean (R & D), 
SreeNidhi Institute of Science and Technology 
(SNIST), Hyderabad, India. He was Formerly 
Professor in IIT, Kharagpur, India and worked in  

IIT, Kharagpur during 1963 – 1998. He guided 12 PhDs, and 
published more than 40 research papers in various internation-
al journals. He is a Member, Editorial Board and Reviewer of 
International Journal of Computational Intelligence and In-
formation Security (IJCIIS), Senior Member of International 
Association of Computer Science and Information Technology 
(IACSIT) and Reviewer of International Journal of Computer 
and Network Security (IJCNS). His research interests are 
Network Security & Cryptography, Image Processing, Data 
Mining and Genetic Algorithms and published research papers 
in International Journal of Computer and Network Security 
(IJCNS), International Journal of Computer Theory and Engi-
neering (IJCTE) and International Journal of Computational 
Intelligence and Information Security (IJCIIS). 

 

Dr. S. Durga Bhavani is presently working as 

Professor in School of Information Technology 

(SIT), JNTUH, Hyderabad, India. She has more 

than 18 years of teaching experience. Her research 

area includes Evidential Reasoning, Cryptography 

and Image Processing. She has no. of research  

publications to her credit. 
 

Prof. D. S. R. Murthy obtained B. E. (Electron-
ics) from Bangalore University in 1982, M. 
Tech. (CSE) from Osmania University in 1985 
and presently pursuing Ph.D. from JNTUH, Hy-
derabad since 2007. He is presently working as 
Professor in the Dept. of Information Technology  

(IT), SNIST since Oct. 2004. He earlier worked as Lecturer in 
CSE, NIT (formerly REC), Warangal, India during Sep. 1985 
– Feb. 1993, as Assistant Professor in CSE, JNTUCE, Ananta-



V. Umakanta Sastry et al, International Journal of Advanced Research in Computer Science, 1 (3), Sept –Oct, 2010, 106-109 

© 2010, IJARCS All Rights Reserved   109 

pur, India during Feb. 1993 – May 1998, as Academic Coordi-
nator, ISM, Icfaian Foundation, Hyderabad, India during May 
1998 – May 2001 and as Associate Professor in CSE, SNIST 
during May 2001 - Sept. 2004.  He worked as Head of the 
Dept. of CSE, JNTUCE, Anantapur during Jan. 1996 – Jan 
1998, Dept. of IT, SNIST during Apr. 2005 – May 2006, and 
Oct. 2007 – Feb. 2009. He is a Fellow of IE(I), Fellow of 
IETE, Senior Life Member of CSI, Life Member of ISTE, Life 
Member of SSI, DOEACC Expert member, and Chartered 
Engineer (IE(I) & IETE). He is a Reviewer of International 
Journal of Advanced Research in Computer Science 
(IJARCS), International Journal of Computational Intelligence 

and Information Security (IJCIIS) and International Journal of 
Computational Intelligence and Information Security (IJCIIS). 
He is a member of International Association of Computer 
Science and Information Technology (IACSIT). He published 
a text book on C Programming & Data Structures. His re-
search interests are Image Processing and Image Cryptography 
and published research papers in International Journal of 
Computer and Network Security (IJCNS), International Jour-
nal of Computer Theory and Engineering (IJCTE), Interna-
tional Journal of Computational Intelligence and Information 
Security (IJCIIS) and in International Journal of Advanced 
Research in Computer Science (IJARCS). 

 


