
DOI:

© 

Abstr
such,
Secur
intrus
It pla
mom
 
Keyw

We 
ident
attrib
and 
prov
their
chan
facia
 
The 
resul
deriv
secu
infor
avail
 
With
elect
remo
their
face 
ID. T
only
devic
featu
abou
mon
stand
perso
whic
 
The 
more
smar
keys
indiv
throu
 
Even
infor

: http://dx.doi.

2015-19, IJARCS

SECURI
I

ract: Smart Ho
, they need sim
rity device. Wi
sion by unknow
ays a key role i

ment it spots one

words: Face reco

can define bi
tity of a per
butes of said 
voice. Our p

vide homeown
r home device
nge in the biom
al recognition.

increasing u
lted in a cor
ves the need 

urity system s
rmation assu
lability, authe

h our project
tronics or dev
otely.  One ca
r device has be
recognition te
This ID will 

y enables the 
ce, but also 
ure can be ex
ut how pro
itoring, and a
d out as a us
on can be giv
ch it fails to ex

obvious adva
e conventiona
rt homes, suc
s or password
vidual person
ugh theft, coll

n though th
rmation priv

.org/10.26483/

In

S All Rights Rese

ING SMA
Ishita Kumar

SVKM N

ome Technolog
milar levels of s
ith the implem

wn sources. Fac
n home automa

e’s face. 

ognition, Face d

I. INT

ometrics as th
rson based on

individual su
primary aim 
ners with an 
es. This proje
metric identif
. 

use of comp
rresponding i
to deploy com

should be ab
rance such 
nticity and no

, we hope to
vices with a w
an have a co
een used and 
echnology, fa
be communic
user to know
how many t
xploited to p
ductive thei

analyzing its u
seful benefit 
en authorizati
xist. 

antage of biom
al or tradition
ch as persona
ds, is that it 
n and therefo
lusion or loss. 

here are stil
vacy, physic

/ijarcs.v9i2.571

nternational 

erved     

ART HOM
r,Yash Koth

NMIMS’ Muk

y is advancing 
security, especi

mentation of Bio
cial recognition
ation by keepin

detection, Fing

TRODUCTION 

he science of 
n the physica
uch as fingerp
to deploy th
innovative w

ect proposes t
fication protoc

puters and th
ncrease in cy
mputer securi

ble to provide
as confidenti

on-repudiation

o provide ow
way to monit

omplete refere
who has used
ces are mappe
cated to the o
w of the per
times it is be
provide statist
ir device is
use. Temporar
of biometric 

ion on a temp

metric technolo
nal authentica
al ID cards, 
is intrinsical

ore not easil

l many con
cal privacy 

17 

Volume 9, 

 Journal of A

RES

Available O

MES USI
ari, Harshil K

Department
kesh Patel Sch

M

at an exponen
ially when we 
ometric devices

n technology ha
ng one’s home s

erprint sensing,

f recognizing t
al or behavio
prints, face, i

his project is 
way of securi
to bring abou
col by enforci

he Internet h
ybercrime. T
ity. A compu
e some kind 
iality, integri

n of data. 

wners of vario
tor their devic
ence to wheth
d it. By using t
ed with a uniq
owner. This n
rson using th
eing used. T
tics to the u
s by trackin
ry authorizatio

locks. A giv
porary basis af

ogy compared
ation methods
magnetic car

lly linked to 
ly compromis

ncerns such 
and religio

 No. 2, March

Advanced Res

SEARCH PAP

Online at ww

ING FAC
Kapoor, Anu
t of Computer 
hool of Techno
aharashtra, In

 
ntial rate. Smart
consider the gr
s, one can secu
s many importa
secure. An adv

, Raspberry Pi

the 
oral 
iris 
to 

ing 
ut a 
ing 

has 
his 

uter 
of 

ity, 

ous 
ces 
her 
the 
que 
not 

heir 
This 
user 
ng, 
ons 
ven 
fter 

d to 
 in 

rds, 
an 

sed 

as 
ous 

obje
will 
 
We 
duri
a sy
their

A.
 
Sma
that 
com
cons
intro
serv
awa
cond
need
on t
prov

B.  F
 

D
reco
sign
chal
face
Ana
grea
Illum
effic
with
work

II

W
secu
dete

h-April 2018 

search in Com

PER 

ww.ijarcs.info

E RECO
uraj Bhatnaga

Engineering
ology Manage

ndia 

t homes are no
rowing trend of
ure their house
ant applications

vanced facial re

ections, the fa
change our li

have analyz
ing the course 
ystem based on
r contents. 

The Need Of 

art homes con
involves inc

mfort, health
servation. Th
oducing auto
vices. They o
areness and 
ditions of the
d for securing
the path of ch
vide a secure w

Face Recogni

Due to the 
ognition algo
nificance of 
llenges and w
e recognition t
alysis) [2]. It is
at performan
mination, Exp
ciency of the 
h comfortable
king of our sy

II. PROPO

With a view 
urity domain, 
ect and recogn

mputer Scien

o 

GNITION
ar and Prof. 

ement and En

 different from
f working from
s as long as en
s in home autom
cognition techn

act cannot be
ives for the be

zed and revi
of our literatu

n what we ha

II. RE

f Securing Sm

nstitute a bra
corporating s
hcare, safety
hey offer a 
omated appli
optimize user

predefined 
e home enviro
g them. As sm
hanges, it beco
way of access

ition 

significant a
orithms hav
face recogni

wide potential
technique is E
s a single laye

nce and effi
pressions and 

model. How
e input factor
ystem.  

OSED METHOD

to provide s
we propose

nize faces for

nce 

ISSN

N TECHN
Payal Mishr

gineering  

m a small corpo
m home. Smart 
nsure their dev
mation as well a
nology will be a

e denied that 
etter. 

iewed some 
ure survey, an

ave learned an

ELATED WORK

mart Homes 

anch of ubiqu
smartness int
y, security, 

better qual
iance contro
r comfort by
constraints 

onment [1].  T
mart home de
omes of utmo
ing them. 

advances in 
ve evolved 
ition is due 
l application. 

Eigen face (Pri
er model. This
iciency with
pose do pose 

wever, for a g
rs, this shou

DOLOGY AND

solutions to t
e an Eigen fa
r providing au

N No. 0976-56

NIQUES
a 

orate network, a
homes need a 
ices are protec
as in other sect
able to recogni

this technolo

research pap
nd have propo
nd observed fr

K 

uitous comput
o dwellings 

and ene
lity of life 
l and assist
y using cont
based on 

Thus, comes 
vices are alw

ost importance

technology, 
gracefully. 
to its tech

The first po
incipal Comp
s algorithm re

h its functio
a challenge t

given environ
uld not hinde

D SYSTEM DESI

the smart ho
face approach
uthorization. T

280 

97 

and as 
smart 
ted of 
ors. a. 
ze the 

ogy 

pers 
osed 
rom 

ting 
for 

ergy 
by 

tive 
text 
the 
the 

ways 
e to 

face 
The 

hnical 
opular 
onent 

eflects 
oning. 
to the 
nment 
er the 

IGN 

ome 
h to 
The 



© 

Rasp
conn
demo
the 
there
 

In
add 
use 
posit
datab
This
expo
prop
 

Th
A. 

B. 

C. 

D. 

E. 

 

b. 

 
a. 

 
a. 

9) Th
comp

1
on th
of te

 

Ishi

2015-19, IJARCS

pberry Pi wi
nected to a
odulator) for 
credentials o

eby approve o

n order to test
Gaussian and
the standard 
tioning of sub
base is doubl
 report inc

onentially. Fi
posed approach

he details of th
1) After the
take his snaps
2) The face 
face value 
3) 10 Image
testing folder 
4) A trainin
the AT&T da
5) The imag

F. a. 

a. b. 
6) The origi
a cluster set is
training set co

7) This clus
module. 

8) The testin
trained 
Network. 
he output of th
paring its resu

10)  The perce
he number of 
st images. 

Fig

ita Kumaret al, I

S All Rights Rese

ll be used i
a central M
internet conn

of the person
or deny access

t the accuracy
d poison noise

AT&T datab
bjects for train
led due to th
creases the 
ig 1 demons
h. 

he approach a
e camera modu
shot through t
can be detect

es of each subj

ng set is develo
atabase 
ges are subjec
Poisson Noise

Gaussian Noi
inal set and di
s used as train
ontains twice 

ster is given as

ng set is then 

he testing data
ults. 
entage of reco
correct match

g 1. Block Diagra

International Jou

erved     

n this appro
MODEM (M
nectivity to le
n accessing 
 to the same. 

y of our mode
e in the existin
base due to 

ning and testin
e inclusion o

accuracy o
strates the ov

are as followin
ule is initialize
the Raspberry 
ted via Haar ca

ject stored in 

oped with the 

ted to noise. I
e, 

ise. 
istorted set an
ning database.
as many imag

s input to the P

recognized w

abase is produ

ognition rate i
hes with respe

am of system Des

urnal of Advanc

oach. It will 
Modulator a
et the user kn
his device a

el we propose
ng database. W
its multifario

ng purposes. O
of noisy imag
of our mo
verview of t

ng: 
ed subject can
Pi 
ascades Eigen

a folder labele

test subjects o

It can be 

d combined an
 Thus our 

ges 

PCA Analysis

with the above 

uced by         

is calculated b
ect to total num

sign 

ced Research in 

be 
and 
ow 
and 

e to 
We 
ous 
Our 
ges. 
del 
the 

n 

n 

ed 

of 

nd 

s 

based 
mber 

 

A.

for 
prop
a se
Due
subs
Prin
math
poss
vari
vari
face
requ

flow
Step 
. .IM
Step 
Step 
into M
Step 
Step 
Step 
Step 

T
cova
thre
and 
foun
inco
reco

Computer Scien

Principa
We use the 
the recognit

posed the use 
eries of correl
e to the pres
sequent face
ncipal Comp
hematical pr
sibly correlate
ables called p
ables by an 

e approach h
uired for recog

The method
wchart mention

1. Prepare the tr
M (training faces)

2.The training F
3. In this appr

MN*1 
4. The Average
5. Each average
6. Covariance M
7. The eigenval

 
The Eigen v
ariance matrix
shold thus cr
the Euclidean

nd [5]. This
orporated in t
ognition using 

Fi

nce, 9 (2), March

al Component
Principal Co
tion of Face
of a Mathem

lated variable
sence of a m
e recognition
onent Analy
rocedure that
ed variables i
principal comp
orthogonal tr

helps reducin
gnition of a te
dology can 
ned in Fig 2. T
raining faces Ob
). 
Faces must be C
oach each imag

e Face Vector is 
e Face vector is s
Matrix is calcula
lues and Eigen v

values calcul
x are rejected
eating a face 
n distance a c
s convention
the ARM Co
face recogniti

ig2. Flow Diagram

h-April 2018, 280

t Analysis  
omponent Ana
es. The PCA

matical Procedu
es into uncorr
myriad of in
n algorithms 
ysis (PCA). 
t transforms 
nto a number
ponents, relate
ransformation
ng the size o
st image.  
be explaine

The key proce
btain face image

entered and of th
ge of the vector

calculated 
subtracted from 

ated 
vectors are calcu

lated from t
d or stored de

space. Calcu
comparison is 
nal Eigen fa
ortex of Rasp
ion modules in

m of PCA Appro

0-283 

alysis Algorit
A Methodolo
ure that conve
related variab
put images a

used here 
It involves
a number 

r of uncorrela
ed to the origi
 [3]. The Eig
of the datab

ed through 
esses include: 
es I1, I2, I3, I4, .

he same size.  
r M*N is conve

every image 

lated 

the Eigen V
epending upo
ulating the we

held and mat
face Approac
pberry Pi for 
n python code

 
oach 

281 

thm 
ogy 
erts 
les. 
and 

is 
s a 

of 
ated 
inal 
gen 

base 

the 
 

. . . . 

erted 

Vector 
on the 
eights 
tch is 

ch is 
r face 
e. 



Ishita Kumaret al, International Journal of Advanced Research in Computer Science, 9 (2), March-April 2018, 280-283 

© 2015-19, IJARCS All Rights Reserved      282 

IV. SYSTEM DESIGN 

A. Hardware Specifications:� 

The hardware specifications include: 
Raspberry Pi 2 Kit, camera module, LAN Cables, 
Connection wires (Both Male and Female), LCD, USB 
Keyboard, USB Mouse and Power Supply.  
Raspberry Pi 2: 
The raspberry pi is a microprocessor or rather a small-scale 
computer. At the mere size that fits in the palm, it offers the 
utility of a personal computer for coders and developers.  
The Raspberry pi offers software’s to users such as 
RASPBIAN, PIDORA, OPENELEC, RASPBMC, RISC 
OS, and ARCH LINUX. All these software’s can be 
downloaded easily and for free from the official forum under 
the NOOBS (new out of the box software) category [3]. It 
contains the following components: I/O Port, the RAM, 
CPU and GPU, Several USB Hubs, Ethernet and HDMI 
Port. 

B. Software Specifications: � 

Open CV and Visual studio are the basis of our design 
module. Within Visual studio, we use the C# language. 
 
Open CV  
Open CV or Open Computer Vision is a leading library for 
developers in the domains of Image processing, Object 
detection and Machine learning. In our project we import 
open CV’s Python libraries in our Project. Libraries such as 
EmguCv are used for the same.  
 
Visual Studio 
Visual studio is an Integrated Development Environment 
that endeavors to help developers design their own 
software’s. The designing of our project is on the Visual 
Studio in C#. With the various libraries imported from 
OpenCv, we propose to make a user-friendly UI design.  
 
AT&T Database: 

Testing of our project is carried out on the AT&T face 
database. The dataset contains forty subjects, with each subject 
having ten image samples of size 112 X 92 each. We modify 
the original database by adding synthetic image samples. 
Imposing the input samples with noise does this. We use two 
noise functions. The Gaussian noise and the Poisson noise. The 
former imparts more variation of distortion that the latter. 

V. EXPERIMENTAL ANALYSIS AND RESULT 

In this section the above explained approach of using PCA 
analysis. As our implementation is visual studio centric, the 
user Interface is made keeping the ease of use in mind.  
Poisson noise or rather shot noise is a type of electronic 
noise that is modeled during any Poisson process whereas 
Gaussian noise, the values that can be substituted are 
Gaussian distributed. Gaussian noise is subjected to more 
distortion as compared to Poisson noise with a mean of 0 
and a variance of 0.01 
 
Using these two image noise features we test the accuracy of 
our model. The synthetic images developed are tested as 
training images. Testing images may also be subjected to noise 
to test the real time accuracy of the system. Fig shows the 

training set, which is subjected to Gaussian noise and Poisson 
noise respectively.  

 
Fig 3.Row 1:Training images of original subject in AT&T database, row 2: 
Gaussian noise applied to the subject, and row 3: Poisson noise applied to the 
subject. All columns have the same person with variation of Poses. 
 

We may also subject the real time testing faces to Gaussian 
and Poisson noise.  

 
Fig 4: Row 1: Real-time testing images of original subject in AT&T database, 
row 2: Gaussian noise applied to the subject, and row 3: Poisson noise applied 
to the subject. All columns have the same person with variation of Poses. 
 

The performance metric of our system is the accuracy of our 
system, which is calculated as the ratio of correct matches to 
the total matches.  
 

Table 1: Accuracy of Data 

 
Training 
Set 

Total 
number of 
Images of 
one 
subject 

Number 
of 
Subjects 
in 
Databas
e 

Average 
Rate of 
Match 

Original  10 10 �9 
With 
Gaussian 
Noise 

10 10 �6.5 

With 
Poisson 
Noise 

10 10 �7.8 
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