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Abstract: Bittorrent Protocol was introduced as a means of transferring large files efficiently. But, with progressing time, security issues are
consuming the Bittorrent traffic like parasites. In this paper, we propose a secured key issuing scheme for Bittorrent to remove these security
threats. We will combine both Identity Based Cryptography (IBC) and SKIP to generate secured keys for the peer in order to isolate the
malicious ones and hence, secure the network.
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I.

INTRODUCTION

In a world where internet is at the peak of almost
everything, transfer of information has always been one of
the top priority of the netizens. Of all the existing network
models, the peer-to-peer network became the closest one to
the ideal World Wide Web. Bit-torrent, which is the most
popular peer-to-peer based network, has now emerged as the
primary means of transfer of large files due to its
consumption of less bandwidth. It is one of the leading
protocols with approximately 35% of internet traffic credited
to it alone. But with growing popularity, its security threat
issue has also become a question of the century. It is
vulnerable to cyber attacks due to the insufficient number of
certification and authentication services which is responsible
for peer’s identity verification and corroboration purpose
respectively [1]. To illustrate it more, consider a network
with three peers. To secure the network, a security key is
issued and is circulated among all the peers. But, what will
happen if one of them is a notorious peer and wants to
disrupt the network? As he knows the security key, he can
infuse any malware with the file to be transferred. Through
this paper, we will show how to bypass this type of flagrant
peer and transfer files securely in a Bittorrent Network.
II.

malwares and ransom-wares; and eventually agitate the
whole swarm.
III. PROPOSAL
In this paper, we propose an IBC established Secure Key
Partitioning technique for the Bittorrent Network to transfer
large files. We expect the technique to be more reliable,
efficient and secure among peers of the network. It comprises
a setup of IBC infrastructure where a peer authentication
protocol is introduced. The protocol can register peers by
implementing Shamir’s Secret Sharing technique. The
technique also includes a secure key distribution protocol
which circulates private keys securely. Lastly, by
implementing BFT protocol to Key Privacy Authorities
(KPAs), the malicious KPAs are removed and are replaced
with new KPAs.

BACKGROUND

To set the scene for the paper, we begin with a brief
overview of the Bittorrent Protocol with its concerning
security issues. Suppose, there are some peers in a Bittorrent
Network, and they want to transfer a large file like a movie
or a game. So, they will have to start sending their respective
chunk of the file. But, before doing that, they thought of
securing the network and hence, provided a security key like
a password, to each other. Afterwards, they start sending the
file. But, there lies the biggest blunder of all. What if one of
the peer is a malicious entity which is pretending to be a
good seeder. It will contaminate the whole network with
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Figure 1. Architecture of the network system
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V.
Shamir’s Secret Sharing Scheme: In the aforementioned
example, the Secure Key falling into the hands of malicious
peers, remained the unsolved problem. To protect the secure
key, Shamir’s Secret Sharing Scheme is applied where the
key is divided into various parts, giving each peer its own
unique part. So, even if some of the secret key have been
contaminated, the master key can be recovered by combining
at least the threshold number of secret keys.
IV.

With emerging networks, there is a dire need of robust
and stable security. In this paper, we have proposed a secured
key issuing partition for the Bittorrent network to transfer
files. We combined the concepts of Identity Based
Cryptography (IBC) using Shamir’s Secret Sharing Scheme
and Secure Key Issuing Scheme using KGC, KPAs to issue
private keys for peers in the network.
VI.

RELATED WORK

IBC uses the user’s identity as the public key. The private
keys of the users are issued by a Key Generate Center (KGC)
once confirming the user’s credentials. IBC was introduced
in 1984 by Shamir [2]; but, the first practical encryption
scheme (IBE) was not available till 2001 which was
developed by Boneh and Franklin [3]. Although IBC
overcomes the issues of the traditional PKI, it suffers from
some inherent issues, one of which is the secure channel
requirement: key issuing needs the secure channel to avoid
eavesdropping. In 2001, Boneh and Franklin [3] addressed
secure key issuing problem using multiple key authorities.
After that, several key issuing protocols [4], [5], [6] without
secure channels were proposed.
So far, many studies are centered on introducing IBC into
P2P security applications. Lu et al. in [7] combined
distributed hash tables (DHTs [8]) and identity-based
encryption (IBE) to defend against man-in-the-middle
attacks, however, the scheme assumed that each noble had a
pre-assigned distinctive identifier, and has obtained the
corresponding nonpublic key through a secure offline
channel. This is often costly and troublesome to attain on a
large scale P2P overlay network. In [9], Lua projected a
hybrid security protocol based on IBC to resist the Sybil
attacks, Ryu et al. in [10] proposed ID assignment protocols
based on IBC to allow to acquisition of node IDs to be tightly
regulated so as to mitigate the Sybil attacks, however these
two schemes still suffered from the attack against key issuing
phase. Likir [11] conferred by Aiello et al. signs messages
with IBS in Kademlia-based P2P networks, however, the
authors supposed every system user had already obtained a
private key and did not think about the key issuing problem.
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